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Chapter 1: #fi4

f’/

i -
EdgeOS™/& Ubiquiti Networks JT & [t — /42 24 1M 50 A .

BER S, bl ek E AR EdgeRouter FlH

U, ARG T EdgeOS ALELR LA 9L L -”
PLJfi#5 EdgePoint 1 EdgeRouter A5, iXeL#l S A

M PR 4iFCN EdgeRouter. WFHZAEE, 1V Internet
FRAT R oA s

http://community.ubnt.com/edgemax

http://documentation.ubnt.com/edgemax

=

FLULH EdgeOS fic B FL1 o4 1448 - Web I % 28 5 8 b
EHEAE EdgeRouter. (HEZER, HSWNE3IR
ay EdgeOS”. ) WFH M A17 KECE mHIhhe

SREARCE, AUV E MR AT R (CL). (£ f/
2R, 52 W, % 63 TihY“Config Tree %) 3 s 0SPF
89 T1f] “Command Line Interface (6 21TEH)” . Area2 I I

BLEAEARREEK

« Microsoft Windows 7, Windows 8, Windows 10, Linux, 5§

Internet

Mac 05 X T RS (e 2 0
+ Web #%i#%: Google Chrome. Mozilla Firefox. Safari I 75 System (R4 FASHREMMIORE, B2
7 (8L ) . Microsoft EdgeiiMicrosoft Internet B, 50 %5 T System&LE) ” ’

Explorer 10 (E(LL )
xplorer * HostName (EHLLFR)

EHEhAFI % & . BIX

£ EdgeRouter B I TRIEN T THE R, A& BELEA 20 A0 NS

o

AL . T

BAITIE R . B4

AT RARZ, AEHGNE LA E . « NTP

o INHIINANZE/ FEEIMAZE (SOHO) & 2. 1E Dashboard ({X M) 2 icERN; H2(5

. PRSI I E B, 20 %10 718 "Interfaces(#1)”.

. AFlEE 3. 1E Routing (1) > OSPFhrZErH i B OSPFtE; &
- ZEH, ES W £ 24 T1HI“OSPF”.

SOHO #p& 4. {E Services (JR%5) FrZEHHCEDHCPAR S #%; 215

M Wizards ([1]5) #R%8, 4218 BF % A0 H 31T 4 B, 152 .8 39 T1A”"DHCP Server” ( DHCP AR5

fE. BZ(EE, 1550 5 67 T1H]“Wizards” v

RGBS ERE 5. fE Firewall/NAT ([jK54%/NAT) > NAT br2srhfic &

NATHEN, TEZ(EHE, 55 0.5 33 Tip” NAT”

I ZAEA 64 EdgeRouter ¥4 6. % i (i S Pl ®
. 1£ Firewall/NAT ([ K1/NAT Firewall Policies (}j
B | I S . N . :
OSPF X% 0 £| OSPF X3 1 KHEHWS) bR LRED AN, FEZER, W5
OSPF [X 13 0 #| OSPF X% 2 .28 28 T1 4 Firewall Policies” (B AJESREL)

OSPF X1 1 C MR, B AN E .
OSPF [X 15 1%Internet

OSPF X1 2
OSPF [X1# 2 #| Internet

o vk W=
-3
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NEEE
W7 14 EdgeRouter ¥4 . 3/ 14 1% b2

EtR

* Internet
- DMZ
* LAN

| EdgeRouter

Internet
E::fx/
\:5
N
e =
IQ:\/ NS |
S|
N\ | Ry
N | N~ |
DMz
o
|

LAN

TSR R BRI R,
1. f£ System (R0 ARZEPECEMNKBE; HLHE

2.

B, 52 0._2%E 4 T1pY” System
FEHLAK

i [X

WX 5K 44

k45 #3344

NTP:

EDashboard R Fr%E *Eﬂﬁ%lﬁl FEEAH
B, EZS L 2 10 TaY “Interfaces

7E Services (%) FRZEHHCEDHCPIRS % H21E
B, {52 . %39 TIAY”"DHCP Server”( DHCP

Rl

”
o

1E Firewall/NAT ([ﬁﬁki /NAT) > NAT brZE Al &
NATHIL; T2 EE, {550 £33 i “NAT”

1F Firewall/NAT (i ‘k3%/NAT) > Firewall Policies ([
k%ﬁ%%) *T e B By kB %Ju')_'J E%ﬁm BZ

6. MRHETE, B HAMSIKE.
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Chapter 2: i EdgeOS

EdgeOS e —ME AR M K HAE RS, HTERK

(") EdgeRouter. TR | HAk—ANEE T Yo 2% 1) St i
(EdgeOS AL & St AACE) 4b, Efegt— s
ATHE (CL) T S AR E .

Pilal EdgeOS it & Fitii :

L B — 2% DI 2 M FRL i 4 A P) i 11 32 42 31
EdgeRouter [ #ric % eth0 [k [,

L 7R EoRPURMERCAR L E — > 192.168.1.x T M P
HIFERAS 1P ikl (%01192.168.1.100)
@ GRS, BT DL — AR R AT IR R
EdgeRouter ] Console (¥5fill&) iill. HZ%
E8, 5% 0 % 89 T1_FAY“Command Line
Interface (L 1TRME ” .

2. JaBl Web D% 2%, 7EHuhERS AN
https://192.168.1.1 . % T enter (PC) 5% return (Mac)

L <> ||+ @ nhttps://192.168.1.1

3. B HE RN K. fE Username (U &FR) Al
Password C#Ai%) F:rhfii N ubnt. [513 Ubiquiti
License Agreement (Ubiquiti YFA[ H) , &1
agree to the terms of this License Agreement & [F] & L 11
AR50 DAz 263K Hidli Login (3%

FolgeMAX"

EdgeOS Mt & FH i Eos t ok, AT DURYE 7 2 B 5 U
BH

Ubiquiti Networks, Inc.

Chapter 2: {#F Edge0S

E: jj%%ﬁtcéri, AT W s T T — AT
BENINC s

s 7E Users (ﬁﬁ):') > Local (AHL) FrEEhikE—
NHRRA P CEiRETD . BEEE, 15K
% %61 T1H“Local (A< ith)”

« 7£ Users (/") >Llocal (AHL) hr&r oo
ubnt ERAERINERL . HEEL, WS
62 T1H“Configure the User” ”
im O FARSER
Ports (i 1) EUR R RIEANERE. KEuHRR 10
Mbps, BEHim 1R 8 100 Mbps, £t tai 378 1000
Mbps. Status CIRZE) ZEER DR THNIEE:
CPU !7x EdgeRouter {8 FH 1AL 3L E ) A 70 LE
RAM .7~ EdgeRouter f# H¥] RAM FH )Lt
Uptime GZ1TRTE]) IR EdgeRouter &b TG SR A BT
£

1 month, 1 week, 3 hours

W RBRELE— N BT LR oS R
Enabled/Disabled (Ff/ZH) EREIHRE.
Link (551%) SOREBRSE.

Speed GEE) W/RHE (Mbps) AR T,

Port eth1
Enabled

Link: up
Speed: 1000/full

E.‘—

~T

EdgeOS B 10 MEERZE, HLURZILAT T
%o ARHFIERE D BB MRS H R EIEI-R T
1, 152 WAH R 15

Dashboard ({{F&1R) “Dashboard({¥

)7 E s RS AN O FPRESE R . teAh, drf DI E R O
AR B (VLAN) .

Traffic Analysis GRRE747) 217 T “Traffic
Analysis GRE2H1)” WS M OFPREFEE. T
A, 1 0] DATE B 4% RN R 481553899 (VLAN)

Routing (EFH) 2521 T1AY” Routing (B )L E

Mﬁﬁﬂ%ﬂﬁ B
. XEAEO,

Firewall/NAT ([ A35/NAT) 2227 TiH9“Firewall/
NAT( B A5 /NAT) I & i R B KBS s . R0 4% 3

HEHE A5 (NAT) U RN K 5 /NATEEZH .

Services (%) 25 39 Tify” Services (R%) ” W

B DHCP JR%#%. DNS %Kk PPPoE f%5%%.

VPN £E 45 T1g4“VPN"ECE PPTP IT#2i/7 (a1 IPSec if
B Xt & VPN %EIR .

QoS 25 49 T1AY" QoS "INt & Z HEBAFI . FEABAF Fll iz 2
BAB A T,

Users (FAF) 261 71" Users

SAEERAE ST ORLRR B P K 7 o
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+ Config Tree (BCE#) 11 Z Config Tree
63 T1HY “Config Tree "JeCLIFC &
wEMEREEREL.
« Wizards (E1%) 2
S T &%ﬁﬂﬁ)ﬂ?ﬁﬂﬁé SOHO *‘B%E’J
EdgeRouter %4 [M T\ - 7 F A IIEE M o

PR A P RO AR, 7 S T A 22 A X85k S s A B 45
AT ,\\EIU~$$ open/close (FTTF/KM1) FrZEk
BBk B S 71 AH 2% X 35

Open/Close (fTJF/5CH]) 5%

EdgeMAX

Open/Close

CIBIVES

M) HR%%
18 F A &I

1 H] S L TR AN EdgeOS B I BT A FR A8 # RE VS ]
I,

+ Welcome (¥xidl)
« CLI
+ Toolbox (T EF)
« Alerts ($271)
+ System (&%)

WA H A E RS *BonEE 0 BIe, Erblad
b EIbR B AR R I RS
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Welcome (¥xil)

EHEE A EE, #idi Welcome (Wil A LIEH
Logout GEH) iET:

Welcome ubnt v

Logout

Logout (IBH)) ZEFFNRH EdgeRouter it & F1m, W]
DL s I
CLI

R FH AT DA FH Linuxr 4 58 OB B . 7 1 1 PR A
b, BRI F2EE, ES 0 Eeo T L
HJ“Command Lme Interface (6 £1TRE)"-

Toolbox (T E#H)

i A b, ok I, {4 AT L R T R 2%
BRI T A

+ “Ping” (5 85T1)

+ “Bandwidth (7F3%) ” (5586 T1)

« “Trace (IREF) ” (5587 T1)

+ “Discover (&F)) " (5587 1)

- “Packet Capture (¥ %K) 7 (5588T1)
* “Log Monitor (HFEMIES) ” (5588 T71)
Alerts (}87Rx)

21t HAE BT R A=

FEHE RS, il Alerts (3275) Fr%%.

Message GHE) BRI TFHEEMBH,

Field ({EFSEE) BIRZHMAHMIIRE .
Actions (321E) TFFETURT AL A

+ Remove (#FR) Bdibiz@iER — MR

« Clear All (£8BERR) i IZEIERITE IR,
i Alerts (B275) A28 EMAATLLGHE .
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System(H %)
TEE AEHES, Hidi System (RS0 ARZEn] LAUS A 15 45 16
&

Alerts System

WA VEE 7 BT B85
+ “Basic Settings 5% "E5M)
+ “Management Settings (EIFi¥ "E6M

+ “Configuration Management & Device Maintenance (

.'Sé‘.i u‘l‘L =01 7ﬁ
. “Restart & Shut Down Router (EFTEshF1XEFEEH

B)"FEIH

Restore Config

Basic Settings (EXIEE)
Host Name (F#1&#R)

Basic Settings
Host Name

System host name: | ybnt-demo

System host name (R FEHZFR) HiA EdgeRouter
(475, EHLAFREK EdgeRouterbr il N —AMEFE R & o
B0, .com URLIE i A EA% =

<host_name>.domain_name.com
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Time Zone(B}[X)

Time Zone

(O Use Coordinated Universal Time (UTC)

(OTime zone: | Select continent/ocean * |

Use Coordinated Universal Time (UTC)  (fdi F i F bR
If[A] UTC) UTC J2 P2 I [a] il (NTP) ik 5% #5453 F 1) [
BRI AIARAE . An RIS ) 2 N B8 28 - AR AEAN RIS X, AT
B UTC.

Time zone 75 EU IR I 4L AR ERTIX, W LLE#E
Timezone (If[X) , ZRJGHE FFiEIi:

+ Select continent/ocean GEF AP/ A5E) EBEEH

(A=
+ Select country/region GEFEZR/MIX) EHEEHA
#H

+ Selecttime zone GEFEATX) EHEEHIN X,
Gateway(% %)

Gateway

System gateway address:

+ System gateway address (RGMxiit) HiA MK
FIPH L. XA BRI BRI . 5 E B 2B
P&HH, FTLATE Routing (B%HH) AR%F ol e AT & ik
A, F2ELR, ES N 2 21 TTH1“Routing(#§
E)”o

AFRBR SR

4 25 (DNS) K45 24 B 2 M IPHEEE s Internet b [15RF4

DS 55 28 #BAE HAH B () DNS B 28 Hh A 773 e e 5

Name Server

System name server:

+ Add New

System name server (REHMIRFR) WAL

DNS iR %52 Pl (i fn: 192.0.2.1 (I FIPv4) B
2001:db8:1 (T IPv6) ) . Hiifi Add New i) ]
LA I 22 iRk 55445 -

Domain Name (5%)

Domain Name

System domain-name:

System domain name (E%id %) %i A\ EdgeRouterff]
W4, WA T Internet L4717 EdgeRouter 1%
%, fltn, .com URLIEF 1 A% 20

host_name.<domain_name>.com
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NTP

NTP 2 —Mihil, M T B Edm s, AR R5 [H
B 25 K [F) 25 B R GE It ST DU e R ik E
EdgeRouter L[ RGHTA]. WS )JHH T SystemLog (&
GHE &, WEMHEXE CBILRGHMS) K554
S RGN E .

NTP

Automatically update system &

Automatically update system time using NTP (Bzif
FINTPE S RGBT [ED)  fEERIAELL T, M Internet L1
I 1) I 55 st SR 2R e []

Hifi Save (fRAF) ] LA FT/ER S04
Management Settings (EIFiZE)
SSH Server (SSHARS52S)

Management Settings

SSH Server
Enable @

Port: | 22

Enable (BR) TEBLIAMEHOL TG . HLIED VX
EdgeRouter $14T SSH (%4=4b58) Vi, LUEH 41T
BHTIARRCE . SSH A FH N2 FNSAiE, PRk & —Fh2e 4id
W, BZEE, 205 89 T LA “Command

Line Interface A5 1T A H"

Port (ix[) #85€ Telnet IR5 25 TCP/IP i 1. BRA
iR 22,

Telnet Server (Telnetff5528)

Telnet Server

Enable |

Port:

Enable (BA) 7EERNEN FEEH . BiE Do vrxt
EdgeRouter $14T Telnet 11, LAEH dr 247 3T I A2
B Telnet ARzl , FIHIRAITHESE SSH, BHZ
ZR, {EZ W, %8971 LAY “Command Line Interface
(HSITRAE)".

Port (i) H5E Telnet R4 23K TCP/P % . ERIA
fH A2 23.

System Log (R HE
HAHEHEBAS 2L A RGEN A FEN AR, @,
HEH RS EAE ARG E RS L. KA
AR5 103 B B A AR LR SCRA R EIFE . @,
SRR BEESEMERGMSHE, Ak, tarel
A VEAN IR A B . RS B RS BEEg, A
R H ST B A oK.
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System Log

Log to remote server: } ‘

Log Level: | Error

Log to remote server (HELEXZ|ZiZARSGER) ik
Iifo VT EdgeRouter ¥ R4t H HIH B K IE B FE AR 55 4% o
NN ARG HE (syslog) VS HIIZFE AL 1P Hihik Al
TCP/IP 3 1. 514 /& M R 40H 8 H &S T AR ER I b
M,

Log Level (HERR) EFEAHMMPHE HEHER

7]: Emergency (&%) . Urgent (Z2) . Critical (
M=) . Error ($51%) . Warning (%) | Further
Investigation (i#—Z5iHZ) . Informational (7T f#)

, B &EDebug GEX) . ERIMEE Error (55i%) .

R TR syslog ThBGH R, DAZUERGAL B i
FHlo
UBNT Discovery(UBNT % i)
UBNT Discovery (UBNTAFIL) IhREH15 AR Ubiquiti
WA nl LUl Discovery (ORI T HRAE I E A,
Z L EAIF Toolbox (T EHA) W (55 W55 87 T
“Discover (& F])”, AT DLk LR 3 A s R K

www.ubnt.com/download/utilities

UBNT Discovery
Enable &

Enable (M) FEBGAELL TR . R In] #EHUBNT
RILINRE

SNMP Agent (SNMP{{IE)

8 L) 5 IS R (SNMIP) J& — AN E s, HAE
ST AT X 28 1 46 2 IR (A BERAS B A #e o TN 4 3L A8 )
SNMP SRR 3% W 2B 1 %, LR BILTR B OGTE 1 )
EdgeRouter {1 &> SNMP AQEE, & HA FHIMEH:

o RHE—AEED, DMEMA SNMP s d &

© 5 SNMP BN AR 7 HEAT 18 TR DASR AR X 286 4 1 I 55
o SOV 4R TR 57 WA 42 X 2% 1k B TR e A 4%, i)
NTIRBIAEE, WTLIEE SNMP ACHE LK B 2 AAIG B
2 gy

SR

SNMP Agent
Enable J

SNMP community:
Contact:

Location:

Enable (GA) FEBUIATEOLNAEH . IIETUEGE SNMP
REE,

SNMP community (SNMP #t[X) #85%E SNMP #XF#F
B TEIGUEXS MIB CEFERAS B X GO R H 1)U 1] B
SR EREIRANE D . W& SRR R B X P AT ef s R
EHAINT MIBHIIFTEN R XA ERN A
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AR, EESABR. 5% FF SNMPvl. 2Rik
82 public (A3%) .

Contact (BXHREN) REERSIHN FEAMEBLRAN.
Location () ¥4 EdgeRouter [FH)FENALH

Save (fRfF) AJ AN FHF{E I BE 24

Configuration Management & Device
Maintenance(fit & EI2 AL ZH1P)

ARy A TS R R OB B B4R IR
wREMEE) BIARE.

Back Up Config (Z#HECE)
gﬂ‘]@iﬂ@ﬁ%?ﬁ#EJ‘ZL%%‘J?EEEZ%%%%%%%EE

Configuration Management & Device Maintenance
Back Up Config

Download backup config file: | pownload

Download backup config file (TT&&HEE ) H

i Download (F#) AL NHECYRT RGHC B S
ERE R EHEG R, RRITEZ I
W IC B SO RAEAE 2 A o P B S8
Wy HRZ, HAREMSAES (4t VPN, BGP. ik
F1 RADIUS Z5ff ) LA SCATE A7k -

Restore Config (IREHLE)

Restore Config

Upload config file:

Upload config file ( EfZECESZ ) il Upload a file
(ALY FeB) 2 Hifd F Back Up Config (%43 BLED
IO L B S IEFE M, SRJ5 Hiili Choose (i
B o BATEUUETE FALHNCE 2 AT &0 41T RACHE

SRR FFEESIN: BT DS A R T A R A
fic & SC 1, /config/config.boot, using this option.

Upgrade System Image (FHRZRZiAR1%)

I downloads.ubnt.com T & [E £ 301, K HARAE B
R

[E 44 B 5 BT T B B ¥ . #E EdgeRouter BT 2T
R AR, SREARRRE. AT, RATEZEVUETE
ST WA AT R AR E

Upgrade System Image

Upload system image:

To check for updates go to: www.ubnt.com/download

Upload system image ( -fERGRE) FHERK
EdgeRouter % 28 [ {4, 7 LLH i Upload a file ( I
ey, REE . SR )5 il Choose GEFF)
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[ R SEEIRE TR 2 3 B 7 408, iE A% . 7 R AR
B SER Z HT, EANREVT I EdgeRouter .
SE R YRS, BB, E
R sha W J EdgeRouter 4%, 75 M| 23R
EdgeRouter!
Reset Config to Default (IFE.EEE AKIANKE)
HE T K EdgeRouter 8 B N ERINEL B o i DK 55T
A zlEdgeRouter, FEEREBINECE . FATTEEDUELER:
EdgeRouter® B NER NN B 2 BT &0 40T KRG AL E -

Reset Config to Default

‘ Reset to Default I

Reset to Default (EEHREINIRE) Z¥ EdgeRouter
HENHBOARE, & ditikm,

Restart & Shut Down Router (E#/BEhF1XFERHA
)

Restart Router (EFEENIKEHEE)

Restart & Shut Down Router

Restart Router

Restart (EHZ5) #E KM EdgeRouter 24 5 B #i T
Ja, AT LA g T

Shut Down Router (EFIREHER)

Shut Down Router

Shut Down

Shut Down (3K[F])  #H25CH] EdgeRouter, W LLEE

iU
2 il Shut Down (SEH) IEAf< A
EdgeRouter. # K7 AAY, wkTT
EdgeRouter 15, 245 R%HE !

Hifi System (R0 WA LATTLOCHE.
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EdgeMAX

Welcomeubnt v  tosj-lab

Services

Routes
connected
static
rip
ospf
ebgp
ibgp
total

OSPF is disabled

areas

W cho
W e

eth1.100
eth2
eth3
eth4
ethS

eth6

Dashboard

Tx Rate (M3ps)

Chapter 3: {YFE#R

6 days, 14 hours, 58 minutes

Traffic Analysis Routing Firewall/NAT Config Tree Wizards

Hide Distribution

Rx Rate (<bps)

NAT is enabled
rules

Add Interface v

PPPoE

Search

All Ethernet

Description Interface 4

Firewall is enabled
rulesets
rules

production net eth0
lab network eth1

DHCP is enabled

eth1.100 eth1.100

active servers
inactive servers eth2 eth2
eth3 eth3
eth4 ethd4

eths eths

ethé ethé

Showing 1109 of 9 entries

Chapter 3: {{ =R

Dashboard (R FrE&ERIRS A O FPRSE R

BeAh, B RT DARC B B DRSS (VLANS) o T A i
ESIH WA E . Bon(s S EARR, Pl

PR &R A RLE DU LS S .

W

¥ 275 EdgePoint EP-R8 (K- IR 15 K o

Temperature normal

Power
Consumption 1433 W
PoE input 273.08 mA/0.00 mA
DC input 0.00 mA
Input voltage 5249V

B
Temperature GEE) ERRE.

DL

Consumption (IIZ)
PoE input (PoEXfi\)
DCinput (ER#HIN)
Input voltage CGINEE[E)

&7~ EdgePoint i FH i FLEL.
7R PoE Hiifi.

T AZNI= R/ TNE /TS

STV DA RS

Ubiquiti Networks, Inc.

Type

ethernet

ethernet

vian

ethernet

ethernet

ethernet

ethernet

ethernet

1P Addr < MU ¢ LY Rx Status < Actions

10.17.111.174724 1500 186.16 Kbps 40.52 Kbps Connected Actions v |

1500 122.08 Kbps 72.42 Kbps Connected Actions v |

172.16.3.242/24 1500 120.76 Kbps 58.90 Kbps Connected Actions v |

1500 0bps 0bps Disc Actions v |

1500 0Obps 0bps Actions_ v |

1500 Obps 0bps Actions v |

1500 0bps 0bps Actions v |

10.15.0.15/24 1600 Obps 0bps Actions v |

Services (BR%%)
BRRGIRESER . B FRE

FEHRE R
EER

Routes

A MERERERE, T

connected
static

rip

ospf

ebgp
ibgp

total

wooooNwWw

OSPE is disabled

areas n/a

NAT is enabled

rules 1

Firewall is enabled
rulesets 1
rules 2

DHCP is enabled
active servers 1
inactive servers 0

Routes (¥&E3)

B A B A

«  Connected (CER)

«  Static (&)

«  RIP GHEEHO

-« OSPF (JFJtfm st At )
«  EBGP (AT IO
+IBGP (PRI S M K0
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TR AR 2 BRI A 8. 5 Routes 1%
FEDN RN Routing (% H1) >Routestab (HFHI) Hr%%.
WEZER, 20 £ 227 EAY"Routes ",

OSPF

7R OSPRIRZAS. WE. DAKIXE#E. i OSPF I i
7K Routing (#%H1) >OSPFtabbrss. HLEE, HSI.
&5 24 TIH“OSPF”,

NAT

R NAT (MSHbhERE) IRASFT NAT SR . s
NAT i} 278 Firewall/NAT (5 K 55%/NAT) > NAT tabbr2s,
FLEL, 5508 33 TIA”"NAT” .

Firewall (F5A3E)

S IRBI KRR LA RN 80 . #d; Firewall
(B k%) B 7N Firewall/NAT (I%)(%/NAT) > Firewall
Pol:c:estab P& A *TA E%ﬁu, ES I8

DHCP

7~ DHCP IR 5% %R 25 DA K3 sh A AV 3l Bl 45 2% 1 B
Hithi DHCP I iR Services (IR #r%s. HE2ER, ik
2, 28 3971 B“DHCP Server (DHCP "y

Interfaces (3Z[7)

Distribution (97 1E/5)

Hi Hide Distribution (B2 /A TE 0L AT LAF& K
Interfaces ($:11) > Distribution (AatEMm) XK.

Fi 42 1) open/close CHTJT/5:H) FR&EH] LA B R
Interfaces ($:11) > Distribution (ZAatEN) X,

n i I
eth3 L I
etha 0 50 I
i . LI i I'Illlil ||I I
- P A— [IHEATHIA] HHH AT

Open/Close Tab (FTH/3KM1) krsk

M Interfaces (4% 11) F1|rhife £ B 7R (1) B B AU 2
Mo Hifi « FRREUE R .

10
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W etho
W et

eth1.100
eth2
eth3
eth4

eths

ethé

RAIEEFRMPUCER KB EoR YT ddE e, L
SRR PRI EC . ISR R RN it B0l (il
Mbps) BiE R EMEMISZML. SGit8dEasE

o

B SRUBR A 2% I L W] A BTk 12 11 1) 224 i3 SR At

160
140
120
100
80
60
40
20

Rx Rate (<0ps),

g

g

CURRENT RATE

W etho 139.34 Kbps
W e 32.90 Kbps.

‘ -
d==ill--0__ =

TOTAL AMOUNT
538.08 MB
235.30 MB

an

Ubiquiti Networks, Inc.



EdgeOS User Guide

All/Ethernet/VLAN/PPPoE

Add Interface GRAMIED) HEQIE T VLANTC
PPPoE #:I1, wJLLHiid; Add Interface (7RINFEIT) . 4R
JE AR BB 1 S [ 15 B AT A B R A

770 VLAN
Create a New VLAN (B1##7 VLAN D I [ &7 H K

Create New VLAN -]
VLANID * ! i
Description !
MTU ‘ 1500 (i]
s

| + Addre |

« VLANID VLANID /2 N¥/ 1545 E% VLAN FRIKIT
ME—1{H; &> VLANID fRE—AFEM VLAN . A5
VLAN ID il 2 0 % 4094,

 Interface GGZE[) EFAHMNIIEED.

+ Description (JiER) HiASLT it VLAN [H)5CHE .

« MTU %N\ MTU (BeRAIERIT) {8, BEIMZE D mLL
KIEM R KREIEE, (FH) o XFF ER-X. ER-X-SFP #l
EP-R6, HXL MTU HIJLFEZ 68 2| 2018, X+ HAthfr
HHRS, A MTU 152 68 2] 9000. FRIMEZ
1500.

« Address (Hufib) & RHE .
- No address (JEiJfbth) VLANTﬁﬁﬁf@ﬂbﬁE 1

REZHIENT, TE L.
- Use DHCP (EFHDHCP) VLANM DHCPv4 IR %3
FREUN 2% 1 B .

- Use DHCP for IPv6 (X{IPv6{ffFIDHCP) VLAN M
DHCPv6 55 w5 SR HN I 4% % B .
- Manually define IP address(es) (FzfiE XIPith

) EANES P HEE ORfBl: 192.0.2.1/24 (T
IPv4) B2001:db8::1/32 (FIFIPv6) ) .

Address Manually define IP address +

| e

- AddIP GRmniP)  #idi AddIP G IP) /] LI
W P Hibk. i Save  ({RAE) N FTAE 04,
w3 i Cancel (BUH)

Ubiquiti Networks, Inc.
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710 PPPoE
Create a New PPPoE (|3 %1 PPPoE ) il &~ H K.

Create New PPPoE

PPPOE ID * {

Account Name {

MTU

« PPPoEID PPPOE ID /& N ¥4 7% %%/ PPPoE &%
TBIRMME—1H; 4F PPPOE ID L& — P ANH [ PPPOE %
¥, %% PPPOE ID #7820 ] 15 .

 Interface GGE[]) EFAHMNIEED.

+ Account Name (IKFZFR) i ATEERET] PPPoE Ak
At P 2wk B A5 E PPPoE 4y 2% b
Fic & - 2 — 2

+ Password (ZZR3) HANTLER:F] PPPOE IR 45 23R fif
PR, E A5 1E PPPOE Iy a4 b ic B 1% i —
o EHILHERT, EoRER,

« MTU A\ MTU (i RRIE SR IG) fH, BRI Hm] L
KIER R RKBIRA (F34) o B MTU a4 68
F| 1500. ERIMESZ 1492,

@ FEEET 1492 1 MTU 520 ISP #2430 4,

ISTFEA NG #E E (ethX) ) MTU {A.
i Save (fRA7) NAFMERE N, B R
Cancel (HUE) .

Search (%) W REE AR, FHENEIT,; X
W% enter. AN EN TG, SEmf ks
R

All/Ethernet/VLAN/PPPoE (£ 3}/ AKM/VLAN/
PPPoE) #R¥ETRE, FAdiAH N ARt kTt i .
< All (£80) HEBRUNELT, DRTAE#EO.

« Ethernet (LLAM) BoRATHE UKD,

+ VLAN E/RFTH VLAN.
E—NRPEREMEOR RINE R, B— g hs g ny
PAAZZ AR AT HE o

xxxxxxxx

nnnnnnnn

Showing 1109 of 9 entre

Description (IHER) R R AR HE: 1 B
Interface (3%[0) EREORBK.

1
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EAEBRNET, G —A Switch £ 11 (fUR
EdgeRouter PoE. EdgeRouter X. EdgeRouter X SFP
8{EdgePoint EP-R6) ; {HZ, TEERINIEIL FHRAA
v . A EA Switch e HBCE i, AT LA
Actions (#£{F) > Config (B.E) , ARG FIH
A

. “BpE Switch (EdgeRouter PoE)” (5513 T1)

. “Fip & Switch (EdgeRouter X Platform)” (&
14T7)

Type (KA EoR#EEOMEA,

PoE ({i& T EdgePoint EP-R6. EdgePoint EP-R81X,

EdgeRouter PoE. ) 7~ PoE IIREATIRA (5¢) BiHLE.

IPAddr C IPHBHE) EorE2OK IP ikt

MTU /RN MTU (RORRIEFRIT) fH. XN

PLR LI KRB AL (C7T5)

TX B RIEEE .

RX 4% D 3R SGHE FE

Status CIX7S) ERBOERRES.

Actions (32{E) B Actions (FR{E) $&4815 10 T 41k

Tiji s

Config (BLE) #HEMEZN, 7lLLHEd Config (L

B o FETRAEAR R .
- ethernet (LAKM) S E2 02 H g 0, EF 3

N B & T 5

« VLAN WS40 VLAN, #3813 T “ELE
VLAN”

« PPPoE HIHE4E1/2 PPPoE, i 5|SE13TAMALE
PPPOE”

« switch W ME Switch (L&A T EdgeRouter
PoE) , 1H4%ZI%E 13 T18Y“BL E Switch (EdgeRouter
PoE)”

+ switch W ME Switch (L&A T EdgeRouter
PoE) , 1H4%%|2E 14 TIHY“BLE Switch (EdgeRouter
X Platform)”

« PoE (il T EdgePoint EP-R6. EdgePoint EP-R8
o EdgeRouter PoE. ) ZI[LE PoE & H, m LI
PoE. 1B%%%2I%5 15 TI“FL E PoE 1R E”

- Disable (F) #MH#EM, (A{AHHEE. Switch #
FIANREZEH o

7 BEEEH — A, H PoE Dy friE. (X
{3&FF EdgeRouter PoE . )

* Delete (fflf%)  (AUG&EHIT VLAN. ) MR VLAN M

EdgeRouter fii &.
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BLE#O
H.i5 Config (ECE) J&, Interface Configuration (%L
B HE [ R R

Interface Configuration for eth2

I

Description ‘ eth2
Enable ~

Address No address :

| + addip |
MTU ITW e

Speed/Duplex | Auto negotiation %

Proxy ARP =1

R 75 B AT B 2
+ Description (HR) M ASC T ILEE L SR8 ] o
 Enable (FF) &IbiER, BHMZED., Frasd
HRAEEE R B E b H2, RARMHNEOER
#% FlfEM .
B AR — N, H PoE DiRefi R . (X
{Vi&H T EdgeRouter PoE. ) )

« Address (ffib) &£ R —I:

- No address (Fcihiib) FOAFEAMIERE. (FEX
ZHIEDLT, FTE—AHbE. )

- Use DHCP ({#FIDHCP) %M DHCPv4 IR 55253k
WV B . i Renew (FEIT) %4 nT LLIREUH
B P 285 V% o

Address | Use DHCP

Renew

- Use DHCP for IPv6 (¥t IPv6 {£F DHCP) M
DHCPv6 Ik 5% % 31 B 2% 1

- Manually define IP address(es) (FZIENX IPih
HE)  EINERAS 1P HibE OR#: 192.02.1/24 (HT
IPv4) % 2001:db8::1/32 (HIF IPv6) ) &

Address ( Manually define IP address +

[ ‘ [ )
L

- AddIP G7im 1IP) i Add IP 300 IP) A LLF
FZ P HuhE

« MTU fIN MTU (e RRIZEHIT) {H, RIS
LRSI B R 6L (779) o XFF ER-X. ER-X-SFP
Al EP-R6, AL MTU HIiEFl2 68 # 2018. XTI
flpr B RS, AR MTU FYEHE 2 68 £ 9000, ERIAME
& 1500,

+ Speed/Duplex GRE/WT) BRIAKER Auto
negotiation (EHZH) . EdgeRouter £ H 3 5%} /7
M RESE, WNHEEMN T, EidfEd, MgEks
BB )1, ARG IR EA AR SRR e PR R 2%

Ubiquiti Networks, Inc.
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Wi, B EF IR KSR A T, 1HEH
—Fﬁg/l\ﬁilﬁ
100/ T, 100/3WT. 10/2WTH10/3FEWT.
A A SOV R B 00 i e 2 TR S AR v X ) i
W, ARERR B8R — A7 11T AS B8 [R] B X ) o

+ Proxy ARP ({XIZARP) fi¥ EdgeRouter Ifiw i
HLEJARP CHBHEMERT IR V53R, B SRAZEIR FEHLM
g% B R EHLE 1P Hukik. ARP SRR — R 2% 1)
FNUES FTE  MAC Hihk &2k 5522 3R B AR I
X P bk, W ENIAIER—MZE S, 2 2 2
B IERIAL M WS )JHH T Proxy ARP (fREE
ARP) , EdgeRouter i LLHIE “HiE]#frit” .

H.ii Save (URTE) NMHAFMEME R, B0 R
Cancel (HUH) -

ft & VLAN

iy (BCE) &, Interface Configuration (FEOMCE) M
TH R H k.

Interface Configuration for eth1.100 ®

VLAN ID 100
Parent eth1

Description ‘

Enable ~
Address Manually define IP address +

| e

\7; Add 1P |
MTU 560

Proxy ARP O

HRAE 5 24T L
« VLANID #Jx VLANID
« Parent (%) E/8ET I VLAN 30,
« Description (iiER) Hi AT b M OCHA .
- Enable (FMA) &HubHERt, JBA VLAN. Frfy

VLAN #RAFTE RSl B s Hig, HA R
VLAN 7E35e 2% FAeEH

« Address (Hufib) EFE R —i:

- No address (Fcihlib) #HOAMEHMMKE. (E
KEHERT, TE Ak, >

- Use DHCP (f£f DHCP) #:1JM DHCPv4 IR %8
SREUM 28 4% B . Hidy Renew (EEHT) F448 ] LFREL
MR E

Address | Use DHCP &)

Renew

- Use DHCP for IPv6 (Xt IPv6 £ DHCP) M
DHCPv6 iR 45 23 SR 45 5 5 -

- Manually define IP address(es) (FFhEX IP i
HE)  HAERAS P 3R CORf: 192.0.2.1/24 (T
IPv4) 5% 2001:db8:1/32 (¥ IPv6) ) &

Ubiquiti Networks, Inc.
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Address Manually define IP address +

| e

- AddIP G7fn 1P) s AddIP GRIN IP) ] L%
ANEZ P Hubik,

© MTU fAN MTU CRORRIEFTE) {H, RBP4 CA] DL

KIEM B ARBIEE (F3) o 5T ER-X. ER-X-SFP £l
EP-R6, AR MTU il & 68 3| 2018, X T HAdFT
HRS, A% MTU YEHE 2 68 3| 9000, ERIAE 2
1500.

+ Proxy ARP ({XIZ ARP) fu¥F EdgeRouter M i+

HUIT ARP CHBEMEMT IS R, RIESRASAE IR E ML
2 I H L ENLE 1P Mk, ARP SRR — 4% )

W@ A MAC Hihk & I558 2 2 # R A I
P70 1P ik WA EATAER —M L, 2 22
B IEBA L Bt WS AT Proxy ARP (/R
ARP) , EdgeRouter i LLHPE “HE#fF” .

fit & PPPoE

#iifi Config (HZH) J&, Interface Configuration ($201
BCED [ RN oK .

I

Interface Configuration for pppoe5

Parent ethl
Address

Account Name | PPPOE test |

Password | i|:|

MTU i 1500 |o

n o

R 4 T BT S
PPPoEID 75 PPPOEID.

« Address (Hbfib) Eon IPHiblk,

+ Account Name (IKFZFR)  H ATEZEHES] PPPoE IR
S A I P 28k, B A5 TE PPPoE AR 45 2% 1
i & I P 28— 2.

« Password (ZH3) Hig NTEZEHT] PPPoE AR 4% a8 f#
FR 2, S 57F PPPoE RS 4 -1t B 25 60—
o kP ILHER, EoRE.

« MTU %N MTU (BeRAIERIT) {5, BEIMZ8HEE D m] L
KL ARG () o« A% MTU TEHEE 68
F| 1500, ERIMEE 1492
@ FWEET 1492 (19 MTU B2 ISP #2437 £,

IS T EAR NI I A2 (ethX) ) MTU {E.

il save (fRfF) MHAIPTERIE D, 2 #.ii Cancel
(BUH) -
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fii & Switch (EdgeRouter PoE)

Switch Bt & {i& H T EdgeRouter PoE . EdgeRouter X

. EdgeRouter X SFP 1 EdgePoint EP-R6 . I/ N i K

EdgeRouter PoE [ KL, 3 F —=2Fp g HAR RS
f{Jlc & Switch(EdgeRouter X Platform)#fi /3.

Hi Config (ECE) J5, Interface Configuration (211
BCED i Ros k.

I

Interface Configuration for switchO

Description 1 switcho

address
|+ addip |

SwitchPorts () eth2 () eth3 [ eth4

Proxy ARP O

MRS 75 B AT T 2
« Description (IFA) HIAKT I Switch [FOCHEH .
« Address (Hbiib) EFEN—I0:

- No address (Fcitiiib) Switch ANMEHMIEEE .  (
ERZHNEN T, TE—AHbk, D

- Use DHCP ({¥FIDHCP) ZZ#:ALA DHCPv4 k% 2%
KB B E . Hidi Renew (HEHT) F448 n] LLFREL
ST 28 4 B

Address | Use DHCP &)

Renew

- Use DHCP for IPv6 (Xt IPv6 £ DHCP) AZ#tl
M DHCPV6 i 55 #% $REN N 25 13 E

- Manually define IP address(es) (FEhENX IP i
HE)  EIANERAS 1P HihE ORBI: 192.0.2.1/24 for IPv4
(HT IPv4) 52001:db8:1/32 (JHT IPv6) ) . H
HAdd IP (5H IP) AT NEE S 1P Hhhl.

Address Manually define IP address +

| e

+ Switch Ports (323w [0) EFATHIL D5 .

« Proxy ARP ({XIE ARP) f3¥F EdgeRouter i i+
HLE) ARP GHuEEMTEM) 153K, RIHERAEIREHL
W& L) B R EALE 1P Mk, ARP fo i[RI 4 b
K NGB AT MAC Hibk &5 2 2 R M A
P 7 Pt . W R EATATE R — M &, 22T
PR VR 2AH H i W5 A T Proxy ARP (U3
ARP) , EdgeRouter AJ LLHIfE"H [EIHF 42"

i save (fRfF) RMHFTEMI R, i Cancel (
HUE) .
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fii & the Switch (EdgeRouter X Platform)

({i&H T EdgeRouter X . EdgeRouter X SFP I
EdgePoint EP-R6. ) Hiifi Config (ECE) J5, Interface
Configuration (FZIECE) HH Eos Hk.

Interface Configuration for switch0 L
Config Vian
Descri ption

Address | No address :

| + Addip |
Proxy ARP L]

WA T EHATH . APIAHRZE: Config (FLE) A
VLAN .

BcE
- Description (i#EB) AR Switch 192517
 Address (ihfib) &+ T —Ti:

- No address (Fcithiit)  Switch ASF A E .  (
ERZHIEN T, FE—AHhE. D
- Use DHCP ({#f DHCP) Switch )\ DHCPv4 [R%

PRI B E . il Renew  (FEHT) #5 AT LLIR
BT B 45 5

Address Use DHCP 3

\ + AddIP ‘

- Use DHCP for IPv6 (Xt IPv6 {£F DHCP) Switch
M. DHCPV6 i 55 @3 SR B 25 132

Address Use DHCP for IPv6é 3

‘ + AddIP |

- Manually define IP address(es) (FZIENX IP i
b)) HIAERA Pl ORfl: 192.0.2.1/24 FH TIPv4
) BY 2001:db8:1/32 (HHF IPv6) ) . Hif; AddIP
WP TRV Z 1P Hudik .

Address Manually define IP address +

} (i}

« AddIP G7im IP) IR — 1P Hubk.

+ Proxy ARP (/XIE ARP) fu¥ EdgeRouter i &+
LK) ARP CGHuBEEAT IR 153K, R RAEIR EHLM
% ERH M ENLE 1P bk, ARP SRV [F— ML H
FHEL A MAC Hihk AR 28 2 2 # R BAH I
XPI7 1P Mk WA EATAER — ML, 5 22T
W oEREHH I W EH T Proxy ARP (fREE
ARP ) , EdgeRouter ] LLFH/E “HE#FE"” .

Wi Save (fRA7) NHHPTIEMITE S, B Hd
Cancel (BUH)

Ubiquiti Networks, Inc.
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VLAN

+ VLAN Aware (VLAN Z4%1) M EdgeOSv1.8.5 2, ¥
PO IR TR VLAN Thig. a2 g bk, jn]
7E Switch #5315 B AN 1 TS bR ic FbRic VLAN
o WISRARERSLIRTNIZERPIRAS (BRI, WA Hed L
B E T A VLAN S8 IS5 &3 1 VLAN g ) fij
B2 EAH)
« Switch Ports 4% Switch 22 1 [ o
- pvid W EA VLAN Aware ( VLAN D , T
TR .\ I EE R (VLAN ) ID. A R
JalEZ 1 3] 4087,

- vid WS EH VLAN Aware (VLAN 51D , Nk
WA SN ERUR IR (VLAN) ID. SRV 24
VID; 1§AE Sk VID. HXGEHEZ 13 4087.

Interface Configuration for switchO ®

Config Vian

VIANAware (4 Enabled
SwitchPorts ¢ etho

pvid ‘ 0
vid ‘ 0
[J etht
() eth2

[ % cancel |

i Save (fRAF) MHFTERISEEL, (3 #id7 Cancel
(B .
BCE PoEIXE
JEAEJE A PoE ZHi, i airFiber . airMAX .
UniFi . UniFiVideo . {480 =77 4%, TR E
1132 ¥ 5=\ PoE HEE ] FHL % &
({Li&E T EdgePoint EP-R6 . EdgePoint EP-R8

&}, EdgeRouter POE. ) H.ifi PoE J5, Interface
Configuration (FZIECE) HTH [¥] PoE 5% Ron k.

Interface Configuration for eth1 *x
Config PoE
PoE | 24av 3|
PoE Watchdog
Enable @  Cutting power during FW upgrade will
damage your device. Make sure you

Watchdog specify safe Ping Interval
IP Address * 0
Ping Interval (i ]
Startup Delay i ]
Failure Count 0
Cut power for (i ]

(oo

FEERNTE LY, PoE fEFTA i I L2 . gt S
A5 P L «

Ubiquiti Networks, Inc.

Chapter 3: {YFE#R

+ EdgeRouter X (LA F)
» EdgePoint EP-R6/EdgeRouter X SFP (below)
+ “EdgePoint EP-R8” Z£ 15 T1
+ “EdgeRouter PoE” 5 15 1
EdgeRouter X
¢ eth4 7 #F PoE passthrough.
* PoE i&$% T —Wi:
- Off (SkH])  #H A PoE, mILLERE Off (K

S FEEEARH PoE I, I E ., B{EE
F—ANi 1, 3 PoE ThRe <78 .

- Passthrough (Ei#) ZRIFHsIN PoElid, i&
% Passthrough (i) .
EdgePoint EP-R6/EdgeRouter X SFP
* PoE & T ifl— -
- Off (kHF])  #HEAEH] PoE, nILLIEH: Off (G

@ EEAER] PoE, WAZUEMIMBCE . WIREH

Ui 1, 3 PoE ThEEATI &R B o
- 24V FEE 24V, 2 %) PoE iy B TR 1 ¥ A%
A LG 24V.
EdgePoint EP-R8
* PoE &% FIH—I:
- Off #EEE PoE, TLLEH: Off (OCHD) .
E: REAER] PoE W, WAL E . EPffizE
F—AN T, H PoE ThAE &R .
- 24V-4pair (24V-4 %) ((GEH Feth1-2) 55

24V. 4%} PoE fiyth BT iEFE IR 4, A LLEF: 24V-

4 %t

- 54V-4pair (54V-4 %) ({UGEH Teth1-2) HEH

54V. 4%} PoE fijth BT iR 4, A DLk 54V-

4 %,

- 24V (fU&EHF3-7) # 2% 24V . 2 %) PoE it 2| Ay

R, A LAETE 24V,
EdgeRouter PoE
* PoE i&F% T —Wi:
- Off (ki) #EAEH PoE, w]LL%EHE Off (SGHD)

@ A EZER PoE, WAL E . BIfEZER—
N 1, H PoE BhReh &R .
- 24V FHE 24V PoE fin i BT iER R4, AT DLk
24V,
- 48V FHE 48V PoE i B T iER W4, Al DLk
¥ 48V,
B UE ] 48V FLYRIERL Y VS N
EdgeRouter PoE fitHi; 0], AFVFITIH 48V
PoE.
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PoE Watchdog( PoE &)

Poe F | THAXIE F T )5 F PoE s 1. B & ICE N
AW ping —/NH 7 X 1P ke (g dn,  RTRE 2
Internet WX 2<) o WISAER e LINLIR%A4F N ik ping
W, WK E s LK PoE, ARG EFIFIE. ik
T 3. —F “fail-proof” (BlitkkE) HLH .

PoE BT 1MIMIMEFTET, H Ping T HAKH iz 5k
REENAIRE &R . Ping T A HbrENLLIE ICMP echo
R, SRIFHMT ICMP echo B[R4 . U S A U ]
FRE MR R, T HMG E RS s

+ Enable Watchdog (ERZEI ) RVFEH PoEET]
¥,

- IP Address To Ping (Ping IP itiiit) #55%€ PoE &7

BRI B AR ENLE 1Pv4 8¢ IPv6 ik,

- Ping Interval (Ping FJ[E][E]fR) FH5E PoE &I 1MK

P19 ICMP echo R 2 IR IR () . BRI

& 15F,

- Startup Delay (FFMIEIR) #8ELE PoE &I M KI%

-/ ICMP echoif =R Z BT IHI UGS RIZEIR (FD) o
ZRIME = 300 F.

W EHRSN, W DM LEREYIIR ST
F—SUfa], KA SRR E AR T 60 B

- Failure Count (E[E)X#) +57E ICMP echo i v [A]

K WRAESIL RN 1 E BN ICMP echo i
R, PoE & T I EHT R sh st # . BRIMA

- Cut power for (HTEERTE]) #5720 N E {5

PoE CHiEM) MR HL. BOAMER 5. .

EH AR TH GO R B 3G RO R . B
TRAEE 2421 Ping IR [H] ) .

il save (fR17) MIAHFTEMR M, B i
Cancel (HUJH) .
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B cu # Toolbox v
6 days, 15 hours, 34 minutes

EdgeMAX

Welcomeubnt v tosj-lab Dashboard Traffic Analysis Routing FirewalU/NAT Services VPN QoS Users Config Tree Wizards

Traffic Analysis  ClearData Operational Status © Enabled @ Hosts only @ Disabled

Top Hosts @ Tx Bytes @ Rx Bytes O Total Bytes Search
earc|

MR3 - 172.16.3.83 (91.70%)

WISP-B - 172.16.3.35 (5.37%) oS Ix Rate RxRate Tx Bytes Rx Bytes

Other (2.92%) -172163.20 Obps 0bps 10.62 Kbytes 19.64 Kbytes
ubnt - 172.16.3.21 0bps Obps 35.12 Kbytes 29.25 Kbytes
ubnt - 172.16.3.24 0bps 0bps 2.88 Kbytes 2.00 Kbytes
Total Bytes
6.74 Mbytes 172.16.3.28 Obps Obps 0 bytes 630 bytes
ubnt - 172.16.3.32 0Obps Obps 2.79 Koytes 5.37 Koytes
1SP-B-172.163.35 1.30 Kops 912 bps 233.14 Kbytes 129.24 Kbytes
DPI- 172.16.3.40 0bps Obps 2.07 Koytes 4.47 Koytes
PC-172.16347 192 bps Obps 64.72 Kbytes Obytes

manual-dut2-pro - 0Obps Obps 2.70 Koytes 277 Koytes
172.16.351

+ Add Category ERLleft-172.16.3.78 0bps 0bps 279 Koytes 8.58 Koytes

Showing 1 to 10 of 12 entries
Category Apps

blocked-apps Valve Steam

Actions v
Youtube

Showing 1t0 1 of 1 entries

Alerts

Open/Close (TJF/5H]) %

Chapter 4: Traffic Analysis Gi
= 771h)

Traffic Analysis  CILE 5P HT) FR%F s A S
EdgeRouter Jii i PR A5 B, ALHE A L ALRI 25 70 ey
FA. BBV DA B N 2RI, A AT O I
2k E . Son(s R, et tbEir i G
FHRLIE T VEAAE B

M EdgeOSv1.7 2, BLEHREZEEAI (DP)IIHR

=T IhEEX T EdgeRouter Lite. EdgeRouter

i —}
PoE. EdgeRouter. EdgeRouter PRO 1 EdgePoint EP-R8 7)%,2%1‘)'—[
P e ? Clear Data ABRHGIR) it T A0 B2

P o
M EdgeOSv1.8.5 2, L& DPI IR T DIHER T . =g e —
EdgeRouter X. EdgeRouter X SFP #1 EdgePoint EP-R6 %] Operational Status CEATRA) @ FILTE:
A, » Enabled (B/EM) I&FF LRI VFE I DPIN. AT
DPI LE 5 A5 6K (SPY) iU %62 Ubiquiti H77 BUATLEITT. AL RPTA R (CHRATES

M2k DPI 5| S35 5T 8 IR A2 44, AT ERER &5 B -
BEZWEINA CFIP Hhb) o « Hostsonly ({XZFEA)  EFILIEITATAAE FE NG A

Open/Close —{=
CFTHF/ 6D hRss | =

WE T Dy RER A IR AR & D BE . DPI 5% 44 SR L VF
PR, BT R A B BN TR, AR R R A
P,

HeAH MK open/close  (FTHF/5CH]) A8 ml Bk 5 i 7
Traffic Analysis  CiitfE 7041 ¥4 Top Hosts  (fff Fl iy %t
REZMEND 5y, SH Top Hosts (ff I SE e £ 13
ML) A1 Category (35D B4
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ER®IE&RZHEN
DB 5 B LI 9 P

Top Hosts @TxBytes @ Rx Bytes O Total Bytes
‘ WR3 - 172.16.3.83 (91.70%)

MISP-B - 172.16.3.35 (5.37%)
Other (2.92%)

Total Bytes
6.74 Mbytes

TX Bytes (RIXFHE) Sl % &2 EHLE K
RIEHTE CFD .

RX Bytes (iZFT530) Eonf R %ERZ EVEHN
B e CE .

Total Bytes (EFT5%) oMl w2 ENERM
BAETE (CFEAT)

M RERNEERTRERZNENRETRERE S
tt.

KEAAEAENHGESERE, ZENERATERSHN
RS EREGETRE. BHEENNDERTBhEFERPH
F#l.
1 Emanual-dut1 - 172.16.3.40
(59.54%)
Mmanual-dut2-pro - 172.16.3.57
(29.86%)
manual-dut1 manual-dut3-poe - 172.16.3.84
ot St 17521 Wbyt B2y
Top2 Apps M Other (0.97%)
‘Web File Transfer(39.90%)
NTP(0.10%)
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EH
AT — AN WL Bt 47 T R 5 L i S
T

Search

Host 4 TxRae S Rxae S Txbyes ¢ Ruoyes
50.0.0.1 0bps Obps 342 bytes. Obytes
ubnt- 17216323 0Obps 0bps 5259 Kbytes 3919 Kbytes
Top Apps (T Bytes/Rx Bytes)

TP (100.00%) - | S 5259 Kbytes/39.19 Kbytes

ubnt-172.163.24 Obps Obps Obytes 31.50 Koytes

manual-dut - Obps Obps 359 Mbytes 175.62 Mbytes
17216340
ubnt- 172.163.43 Obps Obps 43.69 Kbytes 37.90 Koytes
krishna.PC- 17216347  Obps Obps 810,50 Kbytes Obytes
Obps 0Obps 136.98 Kbytes 249.60 Kbytes
manual-dut2-pro - 0Obps 0bps 1.84 Moytes 88.04 Moytes
17216357
nt-172.16.358 Obps 0bps Koyt 40.55 Koytes
ERLleft-172.163.78 Obps Obps 41.12 Koytes 75.33 Koytes
Showing 1 to 10 of 15 entries. - ‘

Search (%) AVEERINRFMRE XA, FFiH
BENRIAT, LT entero AWM EZNFRZ )G, &
SER IS R
Host (E#) E/RENLHA 1P L.
TXRate (ZXIRFE) EIRKEHE,
RX Rate (IZEYUiER%E) EiRBIGER,
TXBytes (XEXFTH) BRAKEMNEIEE.
RX BytesiZWIF 1% BaaBHiEE.
B AT AT A R N A A R O
+ Top Apps (TX Bytes/RX Bytes) ({5 & % B 2 3
(REFHH/FERFTHE ) ERUT&:
- (name) (ZFR) B MHARREILERME B 2 X
A A0 e A BB R TH N AR 5

- (%) BN AR IS DL R MU T8 1 F 2
te.

- (bar graph) (FEFED R R RIE RIS A I
DS SIASE 7

- (TX/RX) (&iE/#UWD B IE 7T
Rz A 2851
App Configuration (RFRAELE) BHEZEREFR.
< App (RZF) EBRMHMATK.

« Category (ZH) WRKHCOHFE, WM THF]
RPFATIESE. WRALAE, 1HEFE Create New
Category (BIEFIZER]) FAECL N B oA BT
AN FR

App Configuration

App * NTP

Category * Create New Category *

=3 2

i Ssave (fR17F) MAPATERIE R, 035 B
Cancel (HUH) &
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?37“:']
ST LB £ 195 K it S o AP B 19 2 SRR o 3R A

ﬁﬁﬁki TUYE#J%%F”H@IE@E DPI 1E%Uﬂﬁiﬁﬁ@ (38
z’fn Y] “ﬁ%lj_lb o5

Add Category GRMNZERI) HEERMEH, wLLRSg
Add Category CNIIZEAD .

Create Category (BIEEIEI) Hf i H K

Category *

oo | + AddApp

B save ¥ Cancel

SERAIRE
. Category (ZEZ) NIHEHHAN—NHHK,

« Apps (RZF) i Add App (R IIN LR AN
NEFH o %Eiﬁ)\ﬁjﬂﬂﬁ@%fﬁo AR R e R fE—
AN E E SR,

7 N A RRS LS Traffic Analysis  CRUE >
BT FR%E 7R B REAN B A AHTUAC o

« Remove (#[%) Hii Remove (F2[%) W MEE R
. i Save (fRfF) MHFTEMIRE M, B i
Cancel (HUH) -

Search (¥%) fVFEHRIHMEH IRFEA. THh
SENEIR]; % entere BAWANEEAN TG, &
DR PURELE S

Category (7)) EIRHEEXEHHKLK.
Apps (RZF)  EoRFT &SI

Actions (321E) i Actions GE{E) 42y 71k
T s

« Config (ALE) FEMEZYN, "LL¥TL Config (iU
) o HRE|TN R E AR A

+ Delete (IB&)  MIERSET,
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fo & 25
H.i5 Config (L&) )&, Category Configuration (At
B R H R

Category Configuration

blocked-apps

Apps Valve Steam || - Remove |

Youtube H — Remove ‘

| + AddApp

« Category (ZEH) A LLTE SR 2 FK.
« Apps (RZF) s Add App CASIIN R ®IEn

R RIS ARR.  (—ARH R AR TE—
ANEE ST D
E: MBI FRLZE Traffic Analysis G &4y
HT) AR2E R R (A B R AHVTIE .

« Remove (#F%) i Remove (2[5 W MIEGR N H o

B save (fR1F) MAHPFTEMIE N, 8 Hd
Cancel (HUH)
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EdgeMAX

Welcomeubnt v  tosjlab Dashboard

Routes

[ sese | comeres

Selected < Description Destination - Next Hop

+ Add Static Route

0.0.0.0/0 10.17.111.1
10.17.111.0/24

127.0.0.0/8

172.16.3.0/24

221.11.1.62/32

Showing 110 5 of 5 entries

Chapter 5: Routing (#§H)

Routing (EH) W& EN R B4, RIP Al OSPF %
FRER PR B . IR RT AR B § A B Al OSPFik
i, HEGRES « MIHSLEEE. BnE R
I, R DA I bR A B A SO T LR B

H 2 NMFir%:

Routes (F%H) EFHHEEMNAIEHSKHE.

OSPF P& OSPF &I,

IPv6 I H

IPv6 (Internet BhM A 6) IELEYE K, I HIBNWSFEE

IP FHEFE RGN R 2. EdgeOS AL E FtiH

Y FE IPve AR

- System (£&%:) > Name Server configuration (% FxHk
48 BlE
(EE N 5 T1HY“Name Server (Z 1 2)”)

« Dashboard ({XFH#) > VLAN creation (#EH) FE
(EE&E 11 71 g9“Add VLAN (GA0VLAN)”

« Dashboard ({{Z&HM) > Interface BiL &
(FZ L% 12 T1#Y“Configure the Interface (L E %
o)”

« Dashboard ({{Z&H) > VLAN L&
(&M% 13 T1#"“Configure the VLAN (L&
VLAN)"”

* VPN > IPsec Site-to-Site configuration (IPsec} s %k
RO ALE

Ubiquiti Networks, Inc.
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Chapter 5: Routing (E8ZH])

B cu # Toolbox v
6 days, 19 hours, 6 minutes

Routing Firewall/NAT Services VPN Users Config Tree Wizards

OSPF Search

Interface Route Type Actions
eth0 static

eth0 connected

lo connected

eth1.100 connected

static Actions ¥

(152 L% 46 “IPsec Site-to-Site (IPsec i} £ %t it £1)”
« Config Tree (FLEH)

EZ L2 63T1H]“Config Tree )"
XIFIPveHhtt, EdgeOSH:E FHiH " CWES) id
%5, R"RRE BN ERIARIE16A X E . . 2001:db8:1
B, IPvethik £ A8 A
2001:db8:0000:0000:0000:0000:0000:0001
EdgeOS Mit & F M R =M B Fon 1Pve it
- System (&%) > Name Server section (ZHRHRS#%)

[X 45,

« Dashboard tab ([ FEM) P2
« VPN > IPsec Site-to-Site tab  (IPsec ¥} s 3k i) bR
EdgeOS fic & 5 44 7E LA G B R A 3G st 1Pve 193¢
Fro X FIHADkD, AT CUE A EREL CLL, BEiRftE
= IIPve TR,
A MHECEMEL CLI M EF AL ESE EdgeOS
HiC B S AR A SRR 1PV T,
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Routes (M)

6 i s g i B A AR s B B BN 2% . G 2N EE

%, EdgeRouter 2 A% H 4 I 255k LU i ml FH A

Wi, AEEEEENEH. TR ENHRSKEH. 3hE

B, DL ERINE . EdgeRouter i FH 5 BEE FE B9 f 4

%

AII (BrA) /static (275) /Connected (
E#E) /RIP/OSPF

Add Static Route GRMEwRASEH) HEME—DHHE
A, FLL# L Add Static Route (RINFFSIKH) -

Create Static Route (G A EE D I 7 2w k.

SeectRute e

Destination network *

Next hop address *

Description

Distance (1-255)

\

\

\

\
Enable 4

XN

SERCT A B :

+ Select Route Type GEFFEEHIAER!) H=/1k
Tji: Gateway (%) . Interface (#:11) B¥Black
Hole R .
- Gateway (W3%) AN —/NBEEEMOCH 1P HitikAn
TIHERD K e S

Create IPv4 Static Route ®

SeectRute e

Destination network *
Next hop addre:

Description

|0®
‘0

EdgeOS User Guide
OSPF) , EdgeRoutersx LA, SR J5 18 FH E 25 i
FLI RS HH o
- Enable (FMA) i&rpubHEnt, HHHb.
Hiidi Save  (fRAF) AT LASLA /R 1K BE 4

- Interface (3Z[0) M F— B DK€ L%

.
Create IPv4 Static Route ®

Select Route Type

Destination network * ‘ ‘ (i ]

Next hop interface *

Description ‘ ‘

Distance (1-255) ‘ ‘

Enable )

=

- Destination network (BRUIBIM4) FRILICE
BN IP Mk AN R AL .
<network_IP_address>[<subnet_mask_number> (7
#1: 192.0.2.0/24).

 Next hop interface ("—ABk4E3E0O) MTHF
TR PN I

« Description (UEER) i NI BL % Hi 0 508 1]

- Distance (1-255) (fEE, 1-255) M AEEMHE
. HAKEZ N KIEMFEFERE (WFEES. RIPH
OSPF) , EdgeRoutersx LA, SR J5 18 FH E 25
FEI M.

- Enable (FA) &P ILHER, jBHABEH.
Hid save (fRfF) T W“JEFJFMEE’JEE&

Distance (1-255)

I

"

\

\
Enable 4

XN

- Destination network (BRIHMZE) ARSI
BN P HhhERTF R HERY
<network_IP_address>/<subnet_mask_number> (71
192.0.2.0/24).

kk*"%ﬁ)\ﬁ%ﬂﬂf /E System (Z4) W5 FHCE,
FLEL, BSIESH Efl”System gateway

T EERS Eﬁ\ ERFH 44N 0.0. 0 0/0
+ Next hop address (T~ —NEk&gHbtE) i \IPHh
hEs

+ Description (BERR) 4 AR E U B

- Distance (1-255) (fEE, 1-255) HANEHMER
B HAKRAZASKEMIFERE S (FA. RIPEE

22

* Black Hole (ZEJE) X —ANAIEFFEA L EIRE K%
H.
Select Route Type

Destination network * ‘

| (i ]

Description

Distance (1-255)

\
\
Enable ~

£

+ Destination network (B

AN P AN P R -

HOMLR) AR

<network_IP_address>/<subnet_mask_number> (7~

151]: 192.0.2.0/24).

« Description (tFR) i AR b i ) SC B ] o
- Distance (1-255) (i,

1-255) i NEHM:EE

o HAKAZ RIS (g, RIP

F1 OSPF) , EdgeRouter
20 BRI EH

B, AR)E R

« Enable (FH) & ubHERs, /B HMH.
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il save (fRAF) FT AR HIITAE 5 25

Search (%) RVFEHRFFECA. FFHEANRA];
Toiitkenter. AN EZ NFER G, SSLnfid s
R

All (EFA) /Static (27%) /Connected (2i%3#E) /RIP/
OSPF #R¥ETTE, TN AR 2% i B3R T3

o All (£E0) HEBNENT, TRFTAMH.

. Static (5275) DB CEEMIAHSEKE.

. Connected (Ei%##) E/RE#ERF] EdgeRouter
KT B .

* RIP E/RFTH RIP (BHEEHBO BH. RIP 22—
DAY 0 B o) e 4% PR Eﬁﬁﬁﬁ%%mi&ﬂwﬁmﬂﬁ
.

« OSPF T RATH OSPF (JFHUmm i ainse) %

H. OSPF & — /N FEHAIRS IS H s, e AR
KR T AR o 2 1T B W AR — TR, RAR
BRI -

HE—NRPEREMEEBO TIIEE . B — N yhs@n]

DL AZ AR AT HE Y -

5 omabion Paprs— T e o 5 rowenpe o mme o ke

nnnnnnn

Selected (iE#E) EIRESHIRES: 2H O ANMBRER

Eio .
Description (IHER) WS AT A, K SRR % i ) o0 g
1] o

Destination (HRYH) S x B 1P Hubik,

Next Hop (F—/ BkEE) HEoR F—BEFEEE M IP Hb
il

Interface (3%[0) EREOMALHK.
Route Type (EEEZER!) EIRESHMIEA.

InFIB (7£FIBH) ERBHERIRS: E&EE
FIB (3R 5 EE) .

Actions ({E) Hiii Actions (FEAE) 8k V5 ) T ik
IDE\E;

+ Config (BLE) AHEMEMH, nLLHRT Config. (JiL
) o FER|R R AL E ER S B
+ Delete (ffIF5) MHERESH; A E R HMER.

+ Disable (Z£F) ZFMh, HAHHERE. bikm
AN T M. D

Ubiquiti Networks, Inc.

Chapter 5: Routing (E8H)

AL E RS E

il Config (BZE) J&, Static Route Configuration (&%
A HECE) RN k.

Static Route Configuration ®
Route type gateway
Destination network  221.11.1.62/32
Next hop address 10.15.0.1
Description ‘ |
Distance (1-255) ‘ |
Enable )

i B Save '

AP A L i e SRR PR ek P i B«

(TS
+ Route type (EEEZEA!)  MIHt i H N — B
KNP IEFI T P FERD

+ Destination network (BRJHMNLE) Ex IP kM
FRHERD (RIS .

+ Next hop address (T—Mpkaghit) E/RT—Bk
W S AP L o

« Description (EHR) % R L #% BH A QB 1]
- Distance (1-255) (#EZ, 1-255) M AEHHEE

B HAKEZ A RIERFRMERDE (NEES. RIP
OSPF) , EdgeRouter< LLER K, 48514 H #E 25 5kl
I H -

« Enable (M) &P ILHER, JGRSH.

Hiifi save (fRAF) HT AR/ 5 25

xva
&0
Static Route Configuration x
Route type interface

Destination network  203,0.113.170/32

Next hop interface 203.0.113.177

Description ‘ |

Distance (1-255) ‘ y |

Enable )

|Bsave'

* Route type (EEXEHZEE)) OB HMEH N — Mk E:

He

+ Destination network (BRJHMZE) TIx IP bk

TN GREILE) .

* Nexthop interface (TT—NBkEEIEO) ZRF—Bk

L qmiiEy i

« Description (IAA) % AR G B (1) S B A
« Distance (1-255) (fE53, 1-255) HNEFEMEEE

B HAKREZAKRERFRESE (WS, RIP F
OSPF) , EdgeRouter 2Lk, &5 PR B icfi
1% £
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« Enable (FA) &P ULHER, BHABEHE.
Hii Save ({RAF) 0 LUK FTAE R BE 4L
Black Hole (£;f))

Static Route Configuration ®
Route type blackhole

Destination network  192.168.0.0/23

Description ‘

Distance (1-255) ‘

Enable ~

e

* Route type (EEHZEH!) HFKHBSEFALERR
o

+ Destination network (EHIMILE) o~ IP HihkAd
TFIHERD (R

« Description CtER) % AR bEE B A S B ia]

+ Distance (1-255) (#EE3, 1-255) M AEFEMERE
B HAKEZASKREMFFEEE (WS, RIP A
OSPF) , EdgeRouter 2L, A58 FHE &5 i ke
AT F

« Enable (FR) &+ IbiERT, &5 HBH.

7 Save (fR7F) AT LLNIHI TR KB 2

OSPF

MR EERCRAE 1, B8 s U ROIR S AR LA AL, B
H1 s 2 (A AR 25 0. BRI R S AR B0 B 4R 15 2
FHT M o i 1) A S G SR A BT DR 2 SR o B e 2 B
A5 P Bt S Sk Sl ST R B i 1 R

EdgeMAX
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HEERS

Router

RouterID: | 10.1.254.1 i

B Save @ Delete OSPF

Router ID (F%EHaF ID) M AR T{E OSPF W% i)
FrE B8 1P k. 7 OSPF w, feiiif 281D E
WIEAN % 1 28 2 45 5 % HH#$(DR), B 7 50K B8 0k B Hoil
OSPF %%, Click ¥ty Save (f£77) N FHR{EHIHE
M, B Hids Delete OSPF (fiH[%: OSPF) MIE% Router (
%) . Redistribution (EE¥T/0AC) FlArea ([XiH) 4%
WH, Interfaces (1) WEARH.

Redistribution (ZEF 49 )

AN # T DU B OSSR 1 2 AN B

111 OSPF #1 RIP. bﬁ/)ﬁwﬁﬁﬁk@%/\wua’m 5, AR5
Vs SR E H B R0 245 IR /N 5% ph o 485 RT DA SRS 2 S P
W, DEP EAHEZ .

Redistribution
Redistribute connected: @ Redistribute static: ] Announce default route: [
Metric: Metric:

Redistribute connected (EHIHEEEE) HEH,
| EdgeRouters=l OSPF X sk £z 21| — AN FH AN [F] 15 Hi
PRSI, SR S B A B 10 B 12 1) 4% el EE B o0 L 3
OSPF X3, iXLLik Rl NS OSPF i H .

- Metric (F=) WIRBE—AH A 24

B, OSPF fii &% & 7 AN R IEFE— A B . N
HH A ICH DO R UR— N A {H . EdgeRouter
B 5w DA F o i 1 5ok bl A e it el AN A
OSPF % Hi

Redistribute static (EF9ECERS) HRA, W
EdgeRouter 244 OSPF X 1% 422 2| — AME AN [A] i Hi 0
WIPZ%, AR 5 F A s ) i A B i EE 0T /0 B 31 OSPF
X3, IXLLEE i N/ OSPF B H .

- Metric (F=) WIRBE—AH A 245
B, OSPF fii & & 7 AN R IERE— B . N
HH TS 2% B IR — A E . EdgeRouter
B 5w DA F o i 1 5ok bl A e it el AN A
OSPF #% .
Announce default route GEEHEIARE) EHEH,
M| EdgeRouter 2x¥4ERINES H1 75 %01 OSPF [ 25 (1) HoAth
BEH, WER AR A R E B . BRI R
OSPF [ 28 243 21| A1 I 265
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Areas ([Xig)

NEGsEY ek, OSPF W2 thvF 2 /N XAl . s/ it
A DETXE, FRAXE 0.

a0 o A S manmpe S Newwork o Ao

Add Area GRINXIE) AHEQIE—ABXE, 77LLHdg
Add Area C/RINIXIELD .

Create OSPF Area (fl% OSPF [X33) it & m k.

Create OSPF Area ®
Area D * i}
AreaType * [ Normal/sec ¢ |
Auth Type | off s ]
Network * 0
+ Add New
B Save
2o N
SE A

« ArealD (XiF ID) XM TRANXEKEwS. E0T
PLig— AN, TR S 1Pv4a sihb RIS =0,
 Area Type (XA  Hig AL XA AT 52 1) 2%
FH o 3% A0 B PR3 T«
- Normal/sec BRINZERIBLSZ AT 6 o
- NSSANSSA ORATXIE) ML KT H—Fp
B . B LA 7R IE Y (5 NSSA #f
K SNIMEBEEH .
- Stub (GRT5) MIKEA IS . BY, EXMEH
TR R BRI RS
« Auth Type (JRUFEM)  IGUFA B T1R47 1% b 28 2 (R 1)
T2 4. EFRAH N T .
- Off (ki) AEHIIE.

- MD5/sec AN HI#R AT — N8 (CERY) Al
FHID. T SHA T B AR, X 2 R 2 e ik
T,

- Plaintext (Zi377K)  FEANEEH #8578 —

o HBTZHUA AR L, B R AR
zhE.

- Network (M%) fEHRZLICERN 1P HbEFI-F M
FEh .
<network_IP_address>/<subnet_mask_number> (Gl
192.0.2.0/24).

Fifi Add New CHTHE) T DU B 22 f 26 it
Hif Save C(fRAFF) AT LLN I A B

HE—AFRPERED OSPF X FHEE. Bd—4
B bR AT LAY s A T HE
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a0 A S munmpe S Newonk o Acon

nomal 101254024, 101,003,101 200024, 102621024 Actons +

ArealD (XiFID) B RXBIIRAGS -

Area Type (XiF2E8)) BIRXIHHIZEA,

Auth Type (IGIFZERY) EIRXIBAIIIER.

Network (P%4%) onXIg M4 ik .

A%:tions (#1E)  Huili Actions (FF) %8V I0 R H1lik

i

. Config (FLE) HERHE OSPF X, nJLLHd;
Config. (FLE) . 2| FHEIMACE OSPF XIHHr.

« Delete (ffif%) MiIB% OSPF XK.

fil & OSPF [X1F

#uili Config (BL®) J&, OSPF Area Configuration (OSPF
DXL D i ] o H R

OSPF Area Configuration x

Area ID 0.0.0.0
AreaType * | Normal/sec ¢ |
Auth Type | off B
Network * 10.1.254.0724
10.1.0.023
10.1.200.0724

10.242.1.0/24

e e e e e O

10.1.5.0/24
10.1.6.0724

+ Add New |

| @ Save

FR A 7 EE AT o
« ArealD (XIFHID) XEAHTRANXEMHS. ©r LA
N, W UME S IPv4 kS RL A% 2.
 Area Type (XiZJEA)) Hig AL XA AT H:52 1) 2%
FH o 3% 50 B PR 3% T«
- Normal/sec BRINZETIBLAZ AT B o
- NSSANSSA ORATIXIE) L2 KT H—Fp
B . B LA 7R IE S (5 NSSA #
K FNIMEBEEH .
- Stub (GRT5) MIKEA IS . BY, EXMEH
TR R BRI RS
« Auth Type (IGIFZERY)  IGUFA B T1R47 1% b 28 2 [ )
T2 4. EFRAH N T .
- Off (ki) AEHIRIE.

- MD5/sec TS HIEH — AN (E) i
FHID. BT SHA T B, IR 2 2 ik
T o
- Plain text (Zhi3z7K) &AM B35 7 s A — 5%
o BTZHUA AR L, B R A
wheE,
Network (PXI£&) ffi FHRIZiCiES N 1P Hudik A1 P
g
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<network_IP_address>/<subnet_mask_number> (7~ f:
192.0.2.0/24).
Hifi Add New CFii) nf LU NTE 2 M2 ik, .
it Save (fRAF) AT LARH BRI L. .
Interfaces (3£M1)
&R LA ML B R € OSPF LIt

+ Add OSPF Interface |

Interface - Cost < Actions

vtun1 Actions v
vtun2 _ Actlons v
vtun3 | Actions v

Add OSPF Interface (7Rl OSPF#0) HEAIE—
L, TLL#T Add OSPF Interface (V5/1 OSPF 4%
.

OSPF Interface Configuration (OSPF F:HCHE ) HiTH o~
I’:H}'EO

OSPF Interface Configuration ®
Interface * [ - select- 3]
Auth Type off
Auth Key
Cost
B Save
2o L
FER T A

* Interface (3[0) M FHLYIR PG BEAH N BFH M .

+ Auth Type (IIF2E!)  OSPF ilEA B TR 2
1 RS o vk 7 E VA B i T
- Off (kHD  AMEHLIE.
- MD5/sec TN HHAR 70— N5 GRS A

WHID. hTEPIATE R, IR R 2 A ik
i

- Plaintext (ZE327%) &R &80 Al —
Blo TSP LLAORRE S, DX R R I
zatk.

* AuthKey (BIEZEA)  HNTAE RT3 H B E A

+ Cost () FEBUATEOLT, 0 RARRT Hod
%8s A, AT LATF BN O BURA
Hilr save  (fRA7) AT LARLH T/ (3 24

FE—ARPEREA OSPF M FHIMEE. Bdi—1
bR AT DA 2 bR AT HE Y o
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Interface - Cost < Actions

No interfaces configured for OSPF.

Interface (3Z0) ERFEOREZR.

Cost (FRA) WRFEMIREA . OSPF i F sl Ak th &
AR .

Actions (3{E) Hidi Actions (FE1E) $&4815 10 1 41k
Iﬁ:

 Config (ACE) AHERE OSPF #:M, mlLld
Config (ALE) . FF|ECE OSPF H:H4).
+ Delete (%) fHEx OSPF 211,

B ZEOSPF#[

H.it Config (FL®E) J&, OSPFInterface
Configuration (OSPF AL ED) i [ B~ k.

Interface *  vtun1
AuthType  [oOff &
Auth Key
Cost
B Save
(554 s
AR 5 E AT B

« Interface (3[0) SERBEORLIR.
« Auth Type (30FZERY)  IOUEA B RIS th 28 2 A1

DL R SO v 2 E VA B

- Off (k1) M FIRIE.

- MD5/sec TN HER T HIMERH —NEE (D) 1
EEHID. T EAAT B, R &2 nik
i, .

- Plain text (4i3zAK) &AM H#s 0 A H— %
e BT EHULASCAK L, X SRRk
ghtt. .

+ Auth Key (3IEFSH)  fa NIIE AT A 0% 8
+ Cost (BRZA) FEERINEOLT, 2O SARR T Moy

%8s A, AT BLFE N D A .
il save (fRA7) F AR HI T/ B3 24
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EdgeMAX

Welcomeubnt v tosjdab Dashboard Traffic Analysis

Port Forwarding Firewall Policies NAT Firewall/NAT Groups
() Show advanced options
WAN interface | - B

Hairpin NAT @j Enable hairpin NAT (also known as "NAT loopback” or "NAT reflection")
LAN interface + AddLAN

Port forwarding rules
Original port Protocol Forward-to address  Forward-to port Description

+ Add Rule

% Delete @ Cancel B Apply

Chapter 6: 75 ‘X 15/NAT

Firewall/NAT (BJi KE5/NAT) FREEIR LR S IR (S
B D8R B kKBS SRmS . NAT (HERE#) K0 AR
G/ NAT BE2H . 1 H, I8 nT DR B iX SesRms . 2. M
AR, A EEE S IH2WHEEE. EnER
Elbr @ IF, ] DL G AR A B A LR T RIS S .
H 4NTFhR%:

Port Forwarding (i [O%5%) & & FAIE b O K

.,

Firewall Policies (B /AIETREE) BN KBS RIS AR 2 —
ZHRN, 2R Aas 45 e I BEAT R

NAT &EEAAIE NAT M,

Firewall/NAT Groups ([5A3E/NATZH)  GEEZ 1P Hy
HE X2 Mk B 15110 i S

Ubiquiti Networks, Inc.

(_JShow rules stats

Chapter 6: BFNIE/NAT

] €U 4 Toolbox v
6 days, 19 hours, 12 minutes

Routing Firewall/NAT VPN Qos Users Config Tree Wizards

i (5% &

SN S ALFL TR RN, LRSS L T
BL{E ] EdgeRouter 92436 1P st (L EHLAH Vil
s LR 5.

@ Show advanced options

WAN interface [c—]

Hairpin NAT @ Enable hairpin NAT (also known as "NAT loopback" or "NAT reflection”)

Auto firewall @ Enable auto firewall (automatically open ports for specified port forwarding rules)
LAN interface + Add LAN

Port forwarding rules (_JShow rules stats

Original port Protocol Forward-to address  Forward-to port Description

+ Add Rule

x Delete | | @ Cancel | | @ Apply

Show advanced options (EREHKIET) EHIHEiE

HER] &7~ Auto firewall (EBhT k) BRI,

WAN interface (WANE) M NH0F15R Ak £EAH B

B, (WRiEF Other (HAh) , TETERBLIH NS
WAL AR. D

Hairpin NAT EATEOL N EH . ZERTFNEMNELE RN
AL 1P HhED7 [ IR S5 2%, 158 A Hairpin NAT.
(Hairpin NAT X FK NAT [A[32%8 NAT &5, D
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SE: A0S H Hairpin NAT , Y fo 4 9 1) S iE
SCH 3 IV S NS B Hairpin NAT 3 AS£x 5400 £E
Firewall/NAT (95 <35/NAT) > NAT & X5 H frih

NAT #1012 I.”Destination NAT Rules( B gt
NAT#101])” 28 35 T3).

Auto firewall (BzIfFAE) EERINER TEH. WH
JAfT Show advanced options (/R , M4
BoR. ¥ EdgeRouter N 5E )i D%E%JLU‘JE
AT O, %5 Auto firewall CH B ki)

A H  Auto firewall (EBhF KBS BRI, 4”%'%%@
Firewall/NAT (BJj-k3%/NAT) > Firewall Policies ([ -k $% 5
&) AnZE B TFahE KRN GES WL — B KB
HEME .

LAN interface (LAN#£[) Hiii AddLAN GHri) ml i
N MR SREIEPMBIEE D . (InRIERE Other (
HAth) , IEERAE AR PR O LR, D

Remove LAN (#[£LAN) it Remove LAN #[&
LAND m] IR+ 1 .

Add LAN GHAILAN) ¥ Add LAN (500 LAND A7
s —AHrE .

() Show advanced options

WAN interface (—
Hairpin NAT @ Enable hairpin NAT (also known as "NAT loopback" or "NAT reflection"”)
LAN interface lu ) — Remove LAN

+ Add LAN

Port forwarding rules @Show rules stats

Original port Protocol Forward-to address  Forward-to port Description Packets Bytes
‘ x Delete | @ Cancel || 8 Apply

RYiT) s 4]

i 1 3% & AL

IR0 o V8 60 e i 1 2 R R U] o0 LA B

Show rules stats (E/RMMGIHEIE) EHHHEIEE
EAREEN RN B gt HdE -

« Packets (##EE) B RKERONEE.

. Bytes (£%5) BRERTITHEE.

() Show advanced options

WAN interface (—
Hairpin NAT @ Enable hairpin NAT (also known as "NAT loopback" or "NAT reflection"”)
LAN interface lu ) — Remove LAN

+ Add LAN

Port forwarding rules @Show rules stats

Original port Protocol Forward-to address  Forward-to port Description Packets Bytes

‘ x Delete | @ Cancel || 8 Apply

Add Rule GHEM#M)  H#.85 Add Rule GZSIEEND wy LA
BB R o
. Originalport (Riaum ) BN K2 LAN 1355
Mo A AF ga's A/aaFEvr iRm0 . 2%
AN I, AR LUES 2 FE R 51 2R
~l:  https,20-23,554
+ Protocol (1) i NKHFE K Z] LAN BB
Both (##) , TCP = UDP.
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+ Forward-to address (3&ithit) AW K1
Ui B LAN IP Mk

+ Forward-to port (3% un[) H A0 Kk 13 O
WEREE . WHEEAAR. g5 A/ sE EAR I .
R AR 2t Forward-to port (B4R ¥11) , Kfd
R E R 4G B R .

+ Description (IFA) S AFRIRCHL I 1) 5S8R

« Remove (#[%) 5 Remove (F2[%) wIMHBEHL
.,

+ Add Rule GHM#M) 4 Add Rule GZITEEN)D A
PLAN 2T

@ Show advanced options

WAN interface 9

Hairpin NAT ™ Enable hairpin NAT (also known as "NAT loopback" or "NAT reflection”)
Auto firewall @ Enable auto firewall (automatically open ports for specified port forwarding rules)
LAN interface [ | = Remove LAN

| + Addian |

Port forwarding rules

Original port Protocol Forward-to address  Forward-to port Description

\ |@ (e 2] e o | [ = Remove rute

+ AddRule

! X Delete ‘ ; @ Cancel | B Apply

ER RN ORI E, S di Delete (M) .
far Apply (MDD NMHFHERE R, 5ifd Cancel (
B

Firewall Policies([5 A 155K ER)

*/\lz)?)d RIS —HIEE T BB R . B K
TRBEAE SNAT ORVEM b4 ) 2 BTl DNAT CHI

Mo 2 k34 2 JE AT N .

B g B K 5% TR -

1. i Firewall/NAT Groups (B KHS/NATZH) Hr%%, 4R
Fﬁﬂ@ﬁﬂﬂﬁ’]]@ikfﬁﬁ E%fnm lﬁélﬂ_%i

2. $$ Firewall Policies (K)‘Ud%'ﬁiﬂi%) *ﬂii, PR

Add Ruleset. CGRIIFINAE) . BLERASH. FL
FE, WBS WA BE I 2 5 .

3. @Eﬁf%}( IS PR E%ﬁu, L Jué_
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All/Drop/Reject/Accept(£ 2R/ EFH /{E4/1E
%)
Add Ruleset GRNANIEE) FHEQE—AFKE, ATL

i Add Ruleset. GAIEENIZE) . Create New Firewall
Ruleset (G55 KB4 ) i TH] o H oK.

Create New Firewall Ruleset ®

Name * ‘ ‘ i)

Description

Default action * (¢) Drop
O Reject
(O Accept

Default Log @] (i ]

s |

FERU R AACE

« Name (ZFR) HILRBSHAN—DAK.

+ Description (I7FA) i A\ JHd L SR M (1) OB A]

+ Defaultaction (BRIANIRIE) PR SHESENH — 1 BRIA#E
B, 8IS P NS ASUCEC I 047 It . ak 4%
FHRL BRI BRAE
- Drop (£3) FHIEEHEG, EAKEEATHRC
- Reject ($E4&) PHIREIEE, FFRIE—%

ICMP (InternetfZHil# SCHISO 30, S EJCiEV A
H [
- Accept (3#%) RVFEIRE @S P K.

+ DefaultLog (ERIAHZE) I ULAER, 290 HBLfk
REBINERAE B .

Huidi Save  (4R7E) AT AR {1 B 24

Search (#Z) RVFEHIRRE XA, RN,

TFi1% enter. AN NG, 2t Ess;

e

All/Drop/Reject/Accept (£EB/EF/IELH/1%F) B

HH N R 25 AT 3 e BR 45V E SR 07 128 SRS

« All (280 EERUENT, SR ke,

« Drop (£3) LRTH EFHKEE.

* Reject ($B%48) TIRPpTrAIELRRIK.

« Accept (3%3) EIRATHESZIRIE.

E—NRPEREN RS TIEE . Bl — ]

PAAZAZ bR AT FE T o

+ AdaRulesec AL s | R | Acert Searen

Name (ZFR) EIREIEHILFR.

Interfaces ($[0) WonfEEm DR ET A .
Number of Rules (FIN|# =) EIREIEFHRNEE.
Default Action (BRIAIRIE) Won 4% 65 B g M #p
ANUGHC I SRS AT O H A

Actions (32{E) B Actions (FE/E) 5 n T %1%k
Iﬁ:

Ubiquiti Networks, Inc.
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* EditRules (4mEEHIN]) FEECEMMN, =] LLRT Edit

Rules C(ZwiE RN o BRI —F=rp A&7 o

+ Configuration (ALE) HEMERM, ofLIREHESR

32 11 f{’]”"Configuration ”

* Interfaces (3#[0) FHFEIRFRIRME I DM E T

M, AJLLEAT: Interfaces (3%11) . # % $ 32 7
H”Interfaces (3E[]) ”

.+ Stats (AR HEEEPKEE BTG

&, AILLdiStats (GiilhEdiE) o 2 337
H“Stats (it 3R 7 .

+ Copy Ruleset (EHIFMNE) ZaIE—ANEA, 7]

PLH.i5 Copy Ruleset (i #iN4) . Copy Firewall
Ruleset (A il K45 HLIAE ) i i S 7 Hi K

Copy Firewall Ruleset

- Name (ZFR) NIHIEHAN—NHT LK.
HdiCopy (D #EATHIIN, B Hidi Cancel (HX
H .
+ Delete Ruleset (RIPRAMMIE) MIERHMILE.
Configure the Firewall Policy(Fic & [ A 15 SR #%)

Ruleset Configuration for (IR AERC B ) i ] 7w
*o

Ruleset Configuration for WAN_IN

Order  Description Source Destination Protocol Action
accept | Actions ¥ |
2 - 2 drop |_Actions ¥ |

o]

H 4N HARZ:

B CRRIAD

+ “Configuration(fL &)” £ 32 11

+ “Interfaces (3Z[1) "5 32 W

« “Stats (Fiit#IE) "5 33 W

Add New Rule GRINFAFM) #HEGIZE—FN,
] L7 Add New Rule CZSIIGETIEND . 3 ZE 5 30
T1“Add or Configure a Rule(GR sk ZmiE £101])".

Save Rule Order (RTFHNIIGF) ESCEHNIGT, &
DR o5 B a2 | el T AT e A = 29 G
SERJE, i Save Rule Order (fRAZHENINGE)
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Rules CHLNI))

R 1 2 45 %0 EdgeRouter X4 & B AL P AT A4 1
fE. X TFHIIH:

o FR VLA S A

o P UG AL AT A

SR — AN ES, L IR @ R G 3547 8
o anRE 65— AN 2 AR ARUCES 1 fik i AH N 1
BefE. B, REH TN,
E—NRPERENNE TIEE . B — N Fhs g nT
DA AZ AR AT HE

Order (JIF) KL & P BEA TR H o B0 2 5
Y& 2

Description (iZRA) IR EEHI N B9 LRI ) 5 B
1]

Source (GEIE) oI MLIFE 2 AR IE

Destination (EAIHE) IR ILFNIAE €/ H B,
Protocol (1) x5 HE I UG EE A B sl

Action CR1E) ZoRUBLHEINIAE & ik .

Ruleset Configuration for WAN_IN

Order  Description Source Destination Protocol Action

2 s * drop. Actions v |

=

Actions (321E) i Actions (HfE) F&8s i R o)k

IDE\I:

 Basic (FEA&) FHFERE —AMNFEALT, wTLLHR
i Basic (JEA) o BRI — A REAREH .

« Advanced (Z%%) FERE — AN & Fik
Wi, ®LLHd; Advanced ((H42) . #%E 831 W
#“Advanced (%) ” .

+ Source (GEIE) HEME—/MRMFRIFIETT, =] LA
HifiSource CEIE) . 2 ZE%E 31 7] “Source 3k

+ Destination (BRUHh) A EECE — MUK H FHhk
I, W LLEET; Destination (HWH) . 3 EEE 32
T1fY “Destination Qb)) 7

« Time (Ef[E]) 57 EACE — AN R &, AT
i Time (MAD) . 327 H] “Time (FF
I‘E ) " .

« CopyRule (ZFIFN) HEQE—NEAR, ATLHE
i Copy Rule CEHIFLND o &l AN HILLE SR T
JECHR -

+ Delete Rule CHHBRAEMI)  MHIBRFLI o
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AN ECE AN

The Rule Configuration for _ (_FIFUNEC & D i T .7
Ko A ST HIRZE:

o AR (UFIRD

s mE (ST

"$E31H

- “Destination #) "5 327

+ “Time (BH[ED " 327

Basic

+ “Source (j

Add New Rule

Description ‘

Enable ~

Action * () Drop
O Reject
(O Accept

Protocol (® All protocols
O 1cp
O upr
() Both TCP and UDP
() Choose a protocol by name.
() Enter a protocol number

Logging )]

« Description (EHR) % NFHIR e R (1 G B 1]
* Enable (EM) & bEmy, 5N,
« Action G{E)  JEFERT 5 L HN 2% 4 DT 1) Bt B i
PAT B4R AE
- Drop (£%#) MIEHHEG, EAREEAHRIC
- Reject ($E48) FHIEEIEAL, HRIE—% ICMP (
Ii%ternet PR SO o, FETeiE i iE E§)
- Accept (3%%) RFHIHEMEL.
+ Protocol (1180)
- All protocols (FrEML) ULECHTA PR R (.
- TCP ULECTCPHd £
- UDP ILFCUDP##fi .

- Both TCP and UDP (TCP 1 UDP) [LE TCP Al
UDPHfE .

- Choose a protocol by name (32 & FRikFE—
WO M TRFIR A ERE ML VCHC S EE
(e
- Match all protocols except for this (LA i3

AT TS0 VLRSI PR BTk il BR oD

(&) Choose a protocol by name

| ah D)
() Match all protocols except for this

- Enter a protocol number CHIAWMYS) HATHL
()3 15 o DEHC e B i 60

Ubiquiti Networks, Inc.
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+ Match all protocols except for this (JLE i 2 4h
FIFTA O VEECRT A CHTE il BRalh ) %
£,

(®) Enter a protocol number

(C) Match all protocols except for this

« Logging (IBFEHE) FHiETILHE, 755 M UTHC
ek S .

K save (RTE) MHFEME N, 50 Hidi Cancel
(EGED

Advanced (5%%)

Add New Rule

State () Established
() Invalid
(J New
() Related
Recent Time ‘ ‘ (i ]

Recent Count ‘ ‘ (i}

IPsec (O Don't match on IPsec packets
(O Match inbound IPsec packets
(O Match inbound non-IPsec packets

P2P (O None

Ol

(O Choose P2P app(s) by name
Application [ -- D)

+ State CIRZS) R BUIE W HERRS

- Established (237) VLEAE NI A ERE—H 7010
B

- Invalid (e PLECARLETCVE R A BE 0. .
- New CH3#) VLECHRLL G EHIER M EHE .

- Related (#H3%) [LACHRLE 5 OO NLIERA R HE
.

. RecentT|me (FIEESED AR R — AR 2 22 gk
TR EL.

* Recent Count (5iTit#) ¥IAfE RecentTime (&
JECESFTE] ) SRR ) 281 7] — S st (1 K B

. Zsec (Internettiil &%) TR EE BB %<

- Don’t match on IPsec packets (ANULEC IPsec (4%
£3) AULHEL IPsec Z¥E .

- Match inbound IPsec packets (ILEZ{ENAY IPseci
#B6) ULEME N EdgeRouter %R o

- Match inbound non-IPsec packets ([ILEZ{ENHIIE
IPsec #{#E€)) ULACfE N EdgeRouter [19E IPsec %k
L.

« P2P [LEC P2P (XF45) Wi .
- None (J&) AULAC P2P i##z.
- All (£30) ULECATA P2P %,
- Choose P2P app(s) by name (3ZZ#Ri%$E P2P

Ubiquiti Networks, Inc.
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) VLECHTE P2P N H I . 7EIEA3 ik
AR P2P N FHIAE, B2k PeiZ N .

(&) Choose P2P app(s) by name

() AppleJuce (] eDonkey

() BitTorrent (J Gnutella

() Direct Connect (| KaZaA

« Application (FZF) M NHSEHR Ak EAH BB A

k9. (ATLAfE Traffic Analysis CRiEZMHT) #R%5 L
Bl EE X NHER; E2EE, HEREE17R

B “Traffic Analysis(Gii = 73 4)"”

K save (IRTE) NHAHPFTEMHE N, 50 Hidi Cancel
(BGH) -

Source (j&)

Add New Rule

Basic Advanced

Address ‘ ‘ 0
Port ‘ ‘ (i )
MAC Address ’ ‘ (i )
Address Group (-~ ¢ ] or InterfaceAddr (- ¢
Network Group [ - ¢
PortGroup (- 3]

« Address (HbilF)  Fy ARIER IP Mt
« Port (i) B ASKRIE A5G 05 5 TE H
« MAC Address (MAC b))  #ASRIEK) MAC Hodik.

AJ{E Firewall/NAT Groups (Flj ‘KIg/NATAL) #5%5 b G
Fiokdidl; WEER, B2 I8 37 TR “Firewall/
NAT Groups (B A S5/NAT 28)" % AN 4H; 7EixEedl
o, EARE 244

o —ANHUHEALA— AN T4
o AL — AN T2
e 60 25 5 PN LERICE A R U

+ Address Group or Interface Addr (3thiib4A 5§ 32 13t

HE) L EFEAE R MR B D k. R IEEE Other
(HAt) e AR OhE, BRI AL P A D
Ko 5 KBS UK UG AL BT ide $22 11 (1) 1P bt

+ Network Group (W%4&2H) IZFEEEHINLEAH.
+ Port Group (im[%H) EPFAIEM IR 4.

i Save (IRTF) MAIFTEMI L, =i Hiifi Cancel
(BUH)
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Destination (BaJith)

Add New Rule

Basic Advanced

=3 23

+ Address (ifib) N\ HPIHLET 1P ikl

« Port (im) A HMHEN S .
AITE Firewall/NAT Groups (i K35/NATZHD) Fr2& A
Bk diidl; H2EE, W2 N 28 37 1 “Firewall/

1A SEINATERLE) " FEAR S AL fEIX L
HEd, mEniRE2MH:
o —/Nbhk g AT — A 20
o — AN AT — N 1 20
HA 0 b 205 AN HASUTIC, A e R R

+ Address Group or Interface Addr. (Hhiit¢AER#EO
b)) EFEAIE bR B D bl . W R RS
Other (H:Ath) fE A3 msbdl, HAEFLAE R4 AL T4
NFEFVAHR . By K 304 T T i 422 E1 RGP bk

* Network Group (#%2H) EFEERIMLEA.
 PortGroup (ifm[4H) EFEEHuHOAH.
Hii Save (4RTF) FMIHFTIEMITE Y, B Cancel (
BUHD .
Time (AFE])

Add New Rule
Basic Advanced Source
Month Days ‘ ‘ (i ]
() Match all month days except for these
Week Days ‘ ‘ (i]

() Match all week days except for these

Start Date ‘ - i - ‘0
Start Time ‘7 - 77777‘0
S‘Op Date ‘77777 e ———— —— 7‘ 0
StopTlme ‘777 T ——— p— 77‘0

() Interpret dates and times as UTC

« Month Days (A BEA) AR SR BN EH H#.
BN 1 E 3N JEEIANRE T HRAPRELLE, R
Mg 5 rkRdcy (. 3,4,5)

- Match all month days except for these ([Lfgix Lt
ZAMNIFTE A BER)  VUECHriE H 2 A A H H
e

+ Week Days (JEHHRD) AR =2 N R H
HNSun CEMIH) . Mon CEH—) . Tue (A
=) L Wed CEII=) | Thu CEIHIY | Fri G
i) Bisat (BRHIN) o FHEAPRELL L, HEHE
SrBRECT (B0 Mon (EHI—) . Tue (EHI—)
« Wed (EHI=) ) .
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- Match all week days except for these ([LHrix Lt
ZASNIFTEE BER  UTECHTE H 2 AN B A R H
M.

+ Start Date (FFEEHEHD) S NN H 468 FH B H #1.

R YYYY-MM-DD (4E-H-H) #&=.

« Start Time (FFERETIE]) Gy N LI S FF 46 07 FH A A 1]
R 24 /IS HH:IMM:SS (IsF: 43 88D

« Stop Date ({Z=1EHEHD) i AMUIN R4S kR 8 H A
{EFYYYY-MM-DD (4E-H-H) #%X.

+ Stop Time ({Z1EEFE]) 4 A N 52 10 S FH AR ]
R 24 /IS HH:IMM:SS (IsF: 43 88D

+ Interpret dates and times as UTC ({£FBUTCHZRE HHA
FNEFED BRI UTCRS, & tHE.
i Save (fRAF) MHPTER S, 8% Hdi Cancel
BHD
Configuration(fit &)

Ruleset Configuration for WAN_IN

Name (ZfR) E/RILEREHIAFR.

Description (UEEA) i A\ FH 1A I SR W 1) DG 58 3]
Default action (EXIAIR{E) FrA SKESEA — A BRIAHE:
1, 28 A5 B A R B AS DE FC A AT e o e R AH
LT ER AR A -

« Drop (£7F) MIEEIEG, HEAREEARIC

 Reject ($B28) FHIEHIRE, HARIE—%

IE]%l\i/J[IﬁP (nternet¥EHilf SCHMIO I, & ATCIEYs TR H
« Accept (3%%) RFHIHAMEIT.
Default Log (BRINHE) & ILHER, SxidsRBLsfk
BROAERAE I EE ..
Hii; Add Ruleset (/S INFRIIER ) W] LLRSLH BT AE 1 5 24

Interfaces (¥:[)

Ruleset Configuration for WAN_IN

+ Add Interface

+ Interface ($:[0) M NRFIRHIEEEAHNKHEH .
« Direction (73[E) EHRMERITTI .
- in (fEN)  UURCAE NEdE .
- out (f£H1) DLFCAL &R (0.
- local (ZAHh) PLECASHOEHE E0 .
« Remove (#%[%) .l Remove (F5[%) AlRERRHEI.
+ Add Interface G7EfN#EM0) 5l Add Interface (if

Ubiquiti Networks, Inc.
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) mrmAZ AN,
il Save Ruleset (fR7ZHMMEE) =] LAN FH ATAE A 3 24 .
Stats (ZitH%3R)

Ruleset Configuration for WAN_IN

1 422067 29358143 ACCEPT
2 0 0 DROP

10000 0 0 DROP DEFAULT ACTION

FE— MR ERENNE TS s . Bdi—AFbs
AT DL AR AT HE T o

Rule LN AU H2 HE 8 & T @EAT LA o R0 G5
FZ P 5o o

Packets (R#EE1) RonflR RN i #dE e .
Bytes (F77) Ronfi i e H ] 1) 715 %

Action GIE1E) st HUNITE & MERAE .

I‘)jescription CREA) R A N I I SR () S5
] o

NAT

NAT B 28 50 00 1) S0k . NAT FEIU 48 i A& 75 %n
EdgeRouter X REE £ A HATAH A HAE . CF A

H:

o FdE AL DT 2%

o UL HCEORE B AT I R 1

ZANMMA R — NS, AR TR E R 247 5
Mo W B OE — AR A AHILED, R AT R
BefE. BN, ST AR,

EdgeMAX

Wekcoma b - tosHab

Ubiquiti Networks, Inc.
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Source NAT Rules (GEJENATHII)

SKVR NAT A2 58 o B AL it ks — > S 7R P
BT HRIR T E S N L H AT @I SRR NAT A1)
T MBI AL L%, EMbZ G, WIS s
JFEdgeRouter 2 Hif N

Add Source NAT Rule GRINKIENATHIN) FHEAIzE
—ANETHN, AT LLE T Add Source NAT Rule (Vs sk

U5 NAT D o %% % 5 34 T1H“Add or Configure a
Source NAT Rule” 7 /nEk SIENATHLD ”

Save Rule Order (fREFHMIIAR) ESAMNIGF, W
DL R 12 7 51 b ) B sl S HESD, SRS RO ) .
SERRJE, M Save Rule Order (fRAEFRMIIGF) o
Search (#£%) R EHRIFE A, JHEANRT];
T Htienter. BAWANKENFRZ G, oSLRfljEss
R

E—NRAPERENNE TINE R . Bdi— s nT
PAAZAZ AR AT HERY
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,,,,,,,,,,,,,

Order (JifF)  MEMHLIEE E BNFREAT R - M4
FL LY 7R o

Description (IBf) R REHIN FIHEIA AL ) S E
i o

Source CGRIR) WonsRIFIPHLNEEL A .
Destination (EHy#t) Eox H KHIPHhEEEZH .

Translation (3%3%) R ¥4 B (W masquerade to
eth_).

Count (I1#0) BIREHIREL

Actions (321F) i Actions (FR1E) #4710 T4k

I—Dj;

. Config (L&) HELEMM, 7ILLH T Config (AL

) o FER R A N Bk AL B IENAT R 5

« Copy (B3] HEQE—IEAR, WLl TECopy (B
HD o BRI H BATE B 3R AR TR

+ Delete (ffiF&%) MHIERFEM

Add or Configure a Source NAT Rule (77 i 2k i

ERIE NAT #0)

Hi5 Config (L&) J&, Source NAT Rule Configuration (

SRUE NAT HUIUEC B D 18 7] 5o H SR

Source NAT Rule Configuration *
Description ‘ ‘
Enable “
Outbound Interface * [ -- -
Translation * () UseMasquerade @
() Specify address and/or port
Exclude from NAT @]
Enable Logging (8]
Protocol () Al protocols
O T1cp O uop

() Both TCP and UDP
O Choose a protocol by name
() Entera protocol number

Src Address ‘ ‘ 0
Src Port ‘ ‘ (i ]

Src Address Group == % | or Interface Addr | -~ B2
Src Network Group -3
Src Port Group -3

Dest Address ‘ ‘ (i}

Dest Port ‘ ‘ (i}

Dest Address Group -~ ¢ or Interface Addr [ -- +
Dest Network Group -3
Dest Port Group == $

+ Description (I£#8) i AREAUCHLI %G,
+ Enable GEFD) JEFULAERS, R ATILHLI.

+ Outbound Interface (f8H#EN) EHEIMEHIER
JEIT AN 1B HF EdgeRouter. 3 W g AT A
Masquerade[fJ5KJE NAT KLU .

* Translation (%%#) E# FEH—i:
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- Use Masquerade (ffi[] Masquerade) Masquerade
FERUR NAT B)—N2RA . 5 I, s B RSk IS IPHY
HERRAAE BB 2 SEIPH

- Specify address and/or port (3&E it/ =5 if

) JE R, s R EIPHbE s e 2 Pk A1

5t 1

 Address (ihib) FA—/> IP#hiht, HLAE sk
HRHFRERYR 1P sk, & A] Pl N —A IP stk
PN EE P L W E SN Yy R 116 8

« Port (im)  HA—ANum5, FLAE #oMESIR
AR 15 o AT DU — Nl L5 Y5 4
A5 FH I ) — AN 15

(®) Specify address and/or port
Address ‘ (i}

Port ‘ i ]

« Exclude from NAT (M NAT HERR) G AER, M

NAT A HE -5 e MU DG P (1 K 2.

+ Enable Logging (R BEIZR) FHiEHIHE, KL

500 VT T i % S

+ Protocol (1Y) #E# FH—:

- All protocols (FTEML)  VLECHTE Ph il i dE .
- TCP UCHECTCPAE A .
- UDP [CHEZUDPHE L.

- Both TCP and UDP (TCP #1 UDP) [GHEC TCP #i
UDP %450 .

- Choose a protocol by name (3Z&FRikF— M
WO W TFRFIR AR VTR s 8
o

« Match all protocols except for this (ICECILL 1Y 2
SMEORRATIL)  DLECHTA B (I il BRoh) 1)

(®) Choose a protocol by name

b his—

(CJ Match all protocols except for this

- Enter a protocol number CIAWMYS) HATHL
B3 5o DUHC e B 2 0.
+ Match all protocols except for this (ILEC 173 2
%l;ﬂ'ﬂgﬁ’m‘i}‘() VEECHTA P CFrik Bl BRAM) 1

(®) Enter a protocol number

(CJ Match all protocols except for this

+ Src Address CEIRHBHE)  fi N SRIF BIIPHE 3R B /X 2% 3

bk A PR —MPHINETE ] A A R — A
Hdk .
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NS R, A R R 2R 10V A AN IP R
FIF W8S <network_IP_address>/<subnet_
mask_number> (7Rfil: 192.0.2.0/24) .

« SrcPort GRimO)  HASKIER 6 O LR S . S
AT LA N — A S5 s Al A g — AN S
A {EFirewall/NAT Groups ([ K E5/NATZHD Fr%5 A7
NATH; HEZ(EE, 153 W5 37 T1H)“Firewall/NAT
Groups([i K 3E/NATLH)” . EFEFAMN 4 7EIX LA
B, EE TR E 2N
o — AR ZH AN — A T 2H
o — AN 2% 2H AN — A T 2H
BB S WA EAAITHS, 7 58N

+ Src Address Group or Interface Addr. (R4 sY
O  EREER LA e O bk dn Sk R
Other CHAh) {ERRETIHMME, 15 FRAL A4 AR T
AN AFR . NAT HUUPEE UTHRC ik £z T 1) 1P Hbbik.

+ Src Network Group CGEM%E4H) EHFEEHIMLEH .

* SrcPortGroup (FRimO4H) EHFAERIHOH,

+ Dest. Addresss (ERUHbHE)  H N H A 1P Huhksk
ML AT AN —AN 1P Ml s A A 3
o — ANk

AN R, 8 AR ZR LA N IP UL A
TG : <network_IP_address>/<subnet_mask_
number> (7r%1: 192.0.2.0/24).

+ Dest.Port (BERIHbImO)  H A B 15 1 4 PR 8
H5 . & mr PN — A -5 s Rl o) —
AN 15

+ Dest Address Group or Interface Addr. (HHithithiiF¢R
ERECIMbHE) R AE AR A ks k. SRR
Other CHAh) 1E A NE, EERMEAHAFE 5
ANFEFZAHR . NATHEUUKE THAC ik 4% F 1 1P bl .

+ Dest Network Group (BHEIHMLELE) EFEESEHMN
“,

+ Dest Port Group (BRIHthiRO4E) EHFE &R D
4.,

i Save (RfF) NAFTERIE R, sl Cancel (
BB
Destination NAT Rules(H g NATHL 1)

H I ENAT R 2 58 S8l G H stk — A g
T LR A ORI 225 L A H gt Tl if. i
NAT I A SR 2% 205 R 2%, 2 3% 1 2 BTREH o
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EdgeMAX

Add Destination NAT Rule GRANE /I NAT #0) #
BRI —ASHN, A LL# T Add Destination NAT Rule

CENINH B NAT D o BB nehc & B i NAT
U4y

Save Rule Order ({RTEHLNINAAF) 7 Z o528 B0 G ,
IR RS 5 B2 o oy 1 L e v I s A I ) P A = = 3 G N
M. 52RJ5, B Save Rule Order ({FAERENIGT) o

Search (%) R RFFE A, HHENRT];
T4 enter . AN EN TG, LSS
2=,

FE—NRPERS MWK FHER . i — D IR
LAAZ % hm AT HER o

Order (JFfF)  HUNHZ 5 € AU HEAT N D 26 5
OB 2R o

Description (172Bf) R RIEHIN FIHHIR HCAE I 1) 5 E
1] o

Source (CGRiE) RiRKIE IP HihkE4 .

Destination (BEaJih) EIxH ML IP kb sk .
Translation (4%#%) B RFEEUGAT (U0 <IP_address>).
Count (%) EIRFEHIKEL

Actions (321E) Ifii Actions (FR{E) 3410 R4k
IDE\[;

+ Config (FLE) #HEMEMM, "TLLHd Config. (L
B o BRI TRIAIASINEE E H A NAT FUUES 2.

+ Copy (E#) HEME NEAR, FLLHT Copy (
D o SR B SR AR

« Delete (ffiFR)  MIBRHLMI,
Add or Configure a Destination NAT Rule(;75 /il
ke & B A HENATHL)

i Config (FCE) J&, Destination NAT Rule
Configuration C(H [FJHh NAT FUNACED i 2os H k.

35



Chapter 6: PBFANIE/NAT

Destination NAT Rule Configuration &
Description ‘ ‘
Enable “

Inbound Interface * E

Translations * Address | SE——— |0

Port [ — 7'0

Exclude from NAT

00

Enable Logging

Protocol O All protocols
O TCp
(O uop
(O Both TCP and UDP
(O Choose a protocol by name

O Enter a protocol number

Src Address ‘ o
|e

or Interface Addr E

SrcPort

Src Address Group
Src Network Group
Src Port Group

Dest Address ‘ o
|e

or Interface Addr E]

Dest Port

Dest Address Group
Dest Network Group

LR | R |

Dest Port Group

- Description (UEBA) i \HfId e R0 1) % ]
« Enable (FR) & ubtEr, J& A M.

* Inbound Interface (fEAN#ZEM) EFEALIECET
W8N 4% 1 33k N\EdgeRouter .

 Translations (3%#t) SERFAIRE:

- Address (Hbilb) FAN—/NPHubE, F CAE Hfe A%
AL H P AL
- Port (Um)  FAN—u A5, FH ULt A5
AL H b s S
« Exclude from NAT (MNATHRHERR) & HAER, M
NAT A HE R 55 k0 0] TR 1 20 6
+ Enable Logging (BRI BEIZR) FHiEHIHE, KL
5549000 DT PR B0 57 52 4
+ Protocol (1#¥)
- All protocols (ER AWML  VLACHTA Pris 8 6.
- TCP ULFE TCP Bkl .
- UDP [t UDP %4l .

- Both TCP and UDP (TCP#IUDP) [LACL TCPAI UDP
- Choose a protocol by name (32 & FRikFE—h
P ORNYINE 27| 3 thvi = 37 SO N ) SO €7
(o
« Match all protocols except for this (ICECILL 1Y 2

SNPRAETL)  TLECHTA PR (g RSN [

(® Choose a protocol by name

(J Match all protocols except for this

- Enter a protocol number GHIAWMYS) HATHL
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(3 15 o DGRC B A 2O 69

+ Match all protocols except for this (ILHEC L1 2
SNERATD  TLECHr A H Tk il BRah) 1)
EAE/ TR

(®) Enter a protocol number

(C) Match all protocols except for this

+ Src Address CEIREHBYE) S ANRIFHT 1P Hodik sl kX 2%

ko AT DA —A 1P HETE R s R A A Y
—/ bk

SEH NS R, AR R 20 vk s NP HE RN
TG . <network IP_address>/<subnet_mask_
number> (7Rfl:  192.0.2.0/24).

« SrcPort GRimO)  HASKIER 6 O 2w . B

A DA — Ao 5 Ya s A i — N S
AI{E Firewall/NAT Groups (i K 35/NATZD) Fr%s 4115
NAT 2H: BHZEE, S 0T R KE/NATAH R
Oy o IEPEAN UL EXEH AT, HEfEE 24
4

o —ANHHEALR— AN D 4
o —ANRZRALRI— AN D 4
SO (2 SN LRI, AR AU

+ Src Address Group or Interface Addr (Ithilt4A s} 1%

Chib) . PG & bk 4 sl Cbhk . anSRaE %
Other (LAt fEy#: bk, ETERRAE IS i
AN AFR B ks AEK DLRC i iz #2 1 1P Stk

+ Src Network Group ([M484H) EFEEERIMEEA.
* SrcPort Group (FRim4H) EFEAERLG 4,
* Dest. Address (B AUHbHE) A H B 1P Huhik sk M

2eduhk. BT DU A 1P RS R 3
i —> bk

NIRRT, Al RIZRICVR N 1P HuhE
T MR : <network IP_address>/<subnet_
mask_number> (7Rfil: 192.0.2.0/24) .

« Dest.Port (HAYHbIm)  F N B M R O 42 57 5l

O (WA — MRS IR —
A0,

+ Dest Address Group or Interface Addr. (B ayithithiit4A

sRRECMil)  ERREE R B O k. Rk
£ Other (HAh) 1E AR ML, TEIESRAERIH AL P
BNFE A FR . NAT ALK DL P 64 1T 1) 1P Hihik

+ Dest Network Group (BHRIHIMLELE) EHEEEHMN

2R

+ Dest Port Group (BRIHthin[O4H) EFEASEREH

A

Ubiquiti Networks, Inc.
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Huidi Save (fRAF) MHFTEMITE M, Bl Cancel (

HHD
Firewall/NAT Groups([7 A 55 /NATEE
2H)

B P bk, 2 Mk w5 3R AT A B 4

FdgeMAX

All/Address/Network/Port (& Z[/Hbiit/
“&/im )

Add Group GRMN4E) HEAE—AHH, vJLIRE
Add Group (N4l .

Create New Firewall/NAT Group (1] #5715 K 45 /NATZHL)
T [ 27 HH oK o

Create New Firewall/NAT Group ®
Name * ‘7 - ‘ o

Description ‘ ‘

Group Type * (&) Address Group

SRR AIRE
« Name (ZfR) EIRAMEIK,
* Description (I2FA) i A\ JHid HL2H 1 D081
 Group Type (im[4H) HeHEAHM BN
- Address Group (Hbilb2H) $% IP bk L —/M4H.

- Network Group (W%4&4H) &M ZHblwE L —/
éﬁo

- Port Group (im[4H) #&um 15 % L—1 4,

Ubiquiti Networks, Inc.

Chapter 6: BHANIE/NAT

i Save (fRAF) T LA FH BT B 4
Search (%) ARVEIMRKFE A, FHENRIT;
ﬁ%@entero AW NFRZ )G, SLm e
All/Address/Network/Port (£ &B/Hiit/M4&/iH00) 1R
AT EL, PR A N AR X AT O3
< All (5D EERAEL T, BRprad.
« Address (Huiib) SWoRATE bk .
+ Network (W4%) BEIRATH M.
« Port (im) WoRfrE 4.
E—NRPERENMHAPTFINEE . B — SR AT DL
FZhR AT HE T -

e P s e S umberotgoup merbers s
Showing0ts0of0 entries

Name (&) SRHMIZIK.
Description (iFf) BRI FIHGAH FoEER . .
Type (ZE#)) BIRUIHIRAL,
Number of group members (ARG HE) ERAEARA

Actions (321E) .5 Actions GEE) 42y in) T 31k
T s

- Config (ELE) FEREM, LU Config. (FiL
B o FE| NI K HCE K R/NATA R 7y

« Delete (ffiFR) MHERZ.
Configure the Firewall/NAT Group(Ffg E 5 A
E/NATH)

¥uili Config (BL®) J&, Firewall Group (4w’ -k 5%
YD T TN H SR o SR A I 2H 2R A A FH g A

+ Address Group (IbiF2H) HR¥E 7 BT B L.

Edit Firewall/NAT Group ®
Name a
Description
Address * 10.1.1.244 L]
+ Add New |
B Save

- Name (&#R) SEoRILHMLFR.
- Description CEAA) i AR I 2H 1 G B

- Address (b))  FAIPHubEEEHhbEYEHE OR
fil: 192.0.2.18%192.0.2.1-15) . .7 Add New CFf
) Al U N T 2P

ity Save  (LRAF) A DAL AR 58 05
* Network Group (#g2H) AR¥EFHEHITHEK.
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Edit Firewall/NAT Group ®
Name UBNT-LAN
Description ‘ Ubiquiti LAN
Network * | 100.1.024 i
| + AddNew
| ® save |

- Name (&#R) SEoRILHMLFR.
- Description CERA) i AR I 2H 1 G B iA]

- Network (%) fFHFHEICERI 1P Huhbk AR
A
<network_IP_address>/<subnet_mask_number> (=17l
192.0.2.0/24).

¥di Add New  CGHrt#) a] DU N B 22 W 25 Hiu i
¥l Save (fRAF) AT LAS FHFTER L. .

 PortGroup (im[4H) R4 FHFEHITH K.

Edit Firewall/NAT Group ®

Name

Description

Port *

Web-Server-1
‘ website mirror, Asia

| 2228

38

[+ AddNew

L sme |

- Name (&FR) SoRIAKILIR,

- Description (IHER) i AR G 2H 1 OB 1] o

- Port (im[1) AN &R, 45 okiai . i
Add New CHH) mT LU NTE 21,

it Save (fRAF) AILARIFHATAE RIS L.

EdgeOS User Guide
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EdGeMAX"  iscroicervro v e e ol e

Welcomeubnt ~  tosjlab Dashboard Traffic Analysis

+ Add DHCP Server

Name Subnet

lab 172.16.3.0/24

Showing 110 1 of 1 entries

Chapter 7: Services (fR55)

Services (A%%) #r%E i R DHCP %548 W& R4
(DNS) #%%. #h# DNS Fl PPPoE JIR%-4e4 RS
o WAEORE S« LN EE. TGS ER
i, AT DL I P AR A R N T E NS R

B 3 MR

DHCP Server (DHCP fg5585) Wi ® DHCP AR %%, LA
LRSI SN E 7M. .

DNS B E DNS # K MzNA DNS 2 OARS . .

PPPOE Server (PPPoE fiR%522) Tii® PPPoE JRZ-5%,

{fILFE PPPoE %) it L") EdgeRouter [JFEiE Ltk
CEER

DHCP Server (DHCP 5528

DHCP J%5#% N DHCP & Fum#gik 1P shiht. #&n] PARC
BZA DHCP JIR%5#s, DMEANAEE O ERAFE-F M
R IP JUHE.

Add DHCP Server (¥l DHCP R%5%%) #HEfg—4
HHY DHCP HR%#%, mLL#.d; Add DHCP Server (I
DHCP k%5%%) -

Create DHCP Server (fll% DHCP fR4#%) i oo~
*.

Ubiquiti Networks, Inc.

Chapter 7: Services (AR%)

] cu & Toolbox ~
6 days, 20 hours, 58 minutes

Routing Firewall/NAT Config Tree Wizards

Create DHCP Server

DHCP Name *
Subnet *

Range Start

SER AR E

- DHCP Name (DHCP#Z#R) ‘At DHCP AR4s-#fA—
I

* Subnet (FM) flHRIZEICERA P bk AT M
fih:
<network_IP_address>I<subnet_mask_number> (7 1l:
192.0.2.0/24).

« Range Start CEEE) HATGHEIRLE 1P Hidik,
* Range Stop CGEE%R) MATWEMERE— IP
k. .

* Router (E%FHES) %A DHCP % /i 1) BRI B
. DHCP & it A B A i 20t 1P st 78
KEZHIEI N, X/ EdgeRouter H &) IP Hudik. .

- DNS1 HIAEIE DNS R45#s Pl . %1 ISP 1]
ReafRftbE R, s LML T 8.8.8.8 1
Google DNS %%

« DNS2 % N%H DNS R %511 1P Hiht. .
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« UniFi Controller (UniFitZ#I28) #i A\ UniFi® f#i)2%
H1 IP Huhlt. DHCP MRZ5#5 %% UniFi 262511 1P
R [F1 2] H DHCP % /7. WiS% iy UniFi AP,
ERSEEWAECR UniFi 8645 .

« Enable (EF) E&dHER, J5H L DHCP R4S %%
Hidi save (fRAF) AT LA FHFTVERI B . .

« Search (%) RUFEHEREFE A, i AR
]y LI enter. NN EN TG, 252mid
JELER, .

NP EIRED DHCP RSB FIER. Hdi—

BN bR AT DA Z AR R AT HE P -

|~m P o oo o oo o aabe o s s

Name (Z#R) &~ DHCP R4523HILTR.

Subnet (F[) 75 DHCP 525 HIPHL L7
9. .

Pool size (itik/\) B IP HuhkAO S E0E

Leased (FHA) /- 1P Ml %R, .

Available (FTA) &/RATH IP sidkr)%cE. .

Static (F%75) RRERS IP HilERI%E. .

Actions (321E) i Actions (FR1E) #4510 N 41ik
T s

+ View Leases (Z=FTHMH) HEAEYHE] DHCP i
H, AILLETR View Leases (HEMA) . 3 FHEI
BiE DHCP JiRss#s > MR-

+ Configure Static Map (FCEFFSIE) HEHEDS
IP HihEwRg 2] MAC Hisik, RTLLEE TS Configure Static
Map (ECEEHSHET) . 45358 41 T1H)“Static
MAC/IP Mapping (F27SMAC/IPBRET) ”

* View Details (EFIFHMER) HEAE DHCP k5
2%, AILLEE View Details (BHIFMER) . #F
£ 42 T1HY“Details” GERIE 2)".

- Delete (HiIF%) MiIBR DHCP fR45%%; JLc B K wi it

IR o

« Disable (Zf) Z:H] DHCP R%5%%, (HAFEH Hd
B, .
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Configure the DHCP Server(fit 2 DHCP fR5%

75)
DHCP Server (DHCP fR45%%) i Entik. 5 3 AT
bRz, .

Leases (fHFA)

Showing 1 to 12 of 12 entries.

DHCP Server - lab

Static MAC/IP Mapping

. Subnet: 172.16.3.0/24
i = Range Start: 172.16.3.20

60 12 48

Router: 172.16.3.242

Pool Size: DNS 1: 172.16.3.242

Range End: 172.16.3.90 DNS 2:
Unifi Controller: Status: Enabled
search |

IP Address & MAC Address ¢ Expiration ¢ Pool ¢ Hostname &
17216320 f0:9:c2:/7:7:88 2015/12/1800:49:51  lab [ mapsatcie |
17216321 04:18:6:07:99:5 2015/12/1800:50:30  lab ubnt [ mapsatce |
17216332 80:22:a8:(7:(7:73 2015/12/18 00:50:22 lab ubnt | Map Static IP |
17216335 04:18:d6:31:96:70 2015/12/1800:50:12  lab 15P-8 [ mapsatcie |
172.16.3.40 00:15:6:07:08:4¢ 2015/12/1800:50:15  lab oPI | Mapstaticle |
17216344 daigfidor4:2aiae 2015/12/1800:49:30  lab UBNT [ mapsaticie |
17216347 00:23:54:24:9¢:8 2015/12/1800:50:05  lab krishna-PC [ mapsatcie |
17216349 44:9:07:06:76:08 2015/12/1800:50:21  lab [ mapsaticie |

A R T REE B

Pool Size GtiA/Jv) Wi IP Ml S EE.
MR- 1P Huhbyh (ERZE) 4RIk IP Huht.

Leased (FHF) SRCH IP HlkrEE. .
Available (FTA) Eo/xm A IP #ibkr%E.
Static (F%75) DURERA 1P HUhEEE .

Subnet (FN) &% DHCP ARZ52:(1 1P HuhkFl-¥ R
Y (RIZidiR) .
Range Start GGEEIFFIR)

Range End GGEEZA3R)
b1

Router (EEEES) lfzn DHCP &7 i (1 BRIA S
H. DHCP %27 i TG 2 e ik e 2k 1P shhik; 78
KEZHHEI T, X/ EdgeRouter H &K IP Hidik.

DNS 75 DNS HR45-#:10 1P Hudik,

Status CIK7S) I8 DHCP RS #11E A/ 4 AR
7

IARE)

Search (GIEFERET) RFEIREFE A, FFhHE
NHIT, B entere AWAREN T2 )G, &
SR eSS R .

WoRVE P 1P Huhk.
WoREREIRRE— 1P i

FE—ANRPRERENHE MAC/IP BUF TFIER. fid
— N BUBR AT DA SR AT T

IP Address & MAC Address ¢ Expiration ¢ Pool ¢ Hostname &

17216320 10:9%:247:7:88 2015/12/1800:48:51  lab [ mapsatce |
172.163.21 04:18:d6:07:99:c5 2015/12/1800:50:30  lab ubnt [ mapstatcie |
17216332 80:22:28:f7:(7:73 2015/12/18 00:50:22 lab ubnt | Mapstaticlp |

IP Address (IP iitit)
P Hidik.

MAC Address (MAC Htiit)

S RN DHCP %% /7 it 0 BL i)
S~ DHCP & i i

Ubiquiti Networks, Inc.
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MAC ik,

+ Lease Expiration (FHFZIHA)
HAH BT TR] .

« Pool (Gth) !/~ DHCP R4 #9475,

+ Hostname (FEH1ZHR) EaHTHIN DHCP &) i
HIFFR o

« Map Static IP (BREFEEZSIP)  #HFEWBhAS DHCP LA
oS, vl DU Map Static IP. (BRGS ERES
IP) . 3| N Add to Static MAC/IP Mapping (3N
FIEE MAC/IP BRSE) #5745,

AEMTHEH, FTLAAd Delete (IMER) kMR DHCP
5538 R I E
Add to Static MAC/IP Mapping GRINZEIE%:7 MAC/IP BR
Cop)
Add to Static MAC/IP Mapping CRINEIFEZ MAC/IP Bt
B BoRlsk. .

Add to Static MAC/IP Mapping 7

S~ DHCP FHLHH )

IP Address * ‘ 172.163.20 i
Mac Address * £0:9f:c2:f7:f7:88
Name * ‘
e,
FERC T AE

+ IP Address (IPHbilt) I R~ DHCP %7 b4 i 1P
bk, AT DU 75 BT

- MAC Address (MACH3E)
MAC i, .

- Name (Z#R) E/RHTHRIE DHCP % il 44
FRo AT DAAR B 75 BT o 2o

Hi save  (fRAF) W DAL T A A BE 5

7R DHCP & Pt

Ubiquiti Networks, Inc.
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Static MAC/IP Mapping (E%7SMAC/IPRRST)

Showing 1 to 16 of 16 entries.

DHCP Server - lab

Static MAC/IP Mapping

Subnet: 172.16.3.0/24 Router: 172.16.3.242
Range Start: 172.16.3.20 DNS 1: 172.16.3.242
Range End: 172.16.3.90 DNS 2:

Status: Enabled

Pool Size:

60 | 12

Available:

28 16

Unifi Controller:

Search

Name « MAC Address & 1P Address &

bgp test 00:27:22:02:00:d1 172.163.69 [ Actions ~
st 00:40:90:23:92:1 17216336 [ Actions_~ |
cs2 00:40:9d:23:93:2f 17216337 | Actions ~
es241 24:A4:3C06:CO51 17216392 [ Actions_~ |
esag1 24:A4:3C06:82:4 17216391 | Actions v
mb-air 24:43c3:53:ab 172.16.3.98 [ Actions_~ |
mPort 00:27:22:7¢:10:43 172.16.362 | Actions ~
mPorts1 00:27:22:7¢:109b 17216331 [ Actions_~
mParts? 0N:7:37:7100b1 17216354 [ Actions v

EER X R R AREE B

Pool Size (itik/)\) I IP Hihk S H&E.

Leased (FHA) EonH IP HubEI%E. .
Available (FJf) E/-0H 1P #ibkEE.

Static (F#75) Eorirds IP shkpgHcE.

Subnet (F[) &7~ DHCP JRE-45H) IP Huhb A7
AL (RIZidiR)
Range Start GEEFH)

Range End GGEEI4®R)
k.

Router (EEFES) E/n DHCP &/ ufi BRI S
. DHCP % i T A #m g h 3k 1P shdik; 78
KEZHIEM T, 1X/2& EdgeRouter H &) IP Huik.

DNS 1/2 75 DNS ARZ %51 1P Hibik.

Status CIA7ZS) B~ DHCP RS 2812 H /25 Rk
K

Create New Mapping (8iZHRET) FHEHR IS
\PH bkl 31— AN E MAC Mk, 7 LL# T Create
New Mapping (GJEHBLG) .

Create Static MAC/IP (B4 MAC/IP BT IR
ﬂéo .

WoRVE P P Huhk.
WoRVEREIRRE— 1P Hh

Create Static MAC/IP Mapping X

D * | ‘
L

MAC Address * | ‘
|

IP Address * | ‘

e
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SERR B E
- ID NIt — AR

- MAC Address (MAC #itlt) %\ DHCP % /i
MAC bk,

- IP Address (IP Hitib) #g NS4 ECH 1P bk .
i Save (fRAF) W] LU FH ATAE ) T B

+ Search (%) RWEHERREA. N

;. BRI entere BAWANEENFRFZ )G, 25LH
HE—ANARPERENEHS MAC/IP B RS E. B
— AN bR R] LA Z bR R AT HEF

Name « MAC Address & IP Address &
bgp-test 00:27:22:22:00:d1 17216369

cs1 00:40:90:23:92:f1 17216336

cs2 00:40:9d:23:93:2¢ 17216337

+ Name (FFR) SIRBUN AR,

« MAC Address (MACHELE) &7~ DHCP %% i i)
MAC Hu il

+ IP Address (IPHufiE) B/~ NAHR. MAC HihEZ B IP
Hhhik

« Actions (32{E) Hidi Actions (3AE) $&4817 i T4
T :

- Config (FLE) #FEMEWI, 7LLFH Config.
(FE) . ¥%F| MM Configure Static MAC/IP
Mapping (Ft B A MAC/IP WL 347

- Delete (HfIF&) M Firade i o B o

EM S, T LA diDelete (IFR) SKAMMFRDHCPAR
a5 M HACE .
Configure Static MAC/IP Mapping(fic £5%7x MAC/IP B
5)
MAC/IP Mapping (i MAC/IP WS i 1 s ok .

Static MAC/IP Mapping L

ID* bgp-test

MAC Address * | 00.27.22:02:00:d1

IP Address * } 172.16.3.69

1 B Save

R i EE AT B 2
- ID BRI A4 K o

- MAC Address (MACHELE) %\ DHCP %/ i 1]
MAC Hidil:.

- IP Address (IPHbtlE)  #y AN ZrECAT 1P Hibik .
Hidi save (fRAF) W LA A FTAE A BE 24

42

EdgeOS User Guide

Details((¥ZH{5 R)

DHCP Server - lab

Subnet: 172.16.3.0/24 Router: 172.16.3.242
Range Start: 172.16.3.20 DNS 1: 172.16.3.242
Range End: 172.16.3.90 DNS 2:
Unifi Controller: Status: Enabled
DHCP Name lab DNS 1 | 17216022 |
Subnet 172.163.0/24 ey ‘ ‘
Range Start w2320 = —
Domain ‘ |
Range Stop 17216390 )
— = — LeaseTinX ‘ 120 | second:
72.16. =——-
172163242 . &
Unifi Controller
B save |

X E R T PREE S

+ Pool Size Gt K/N)  HoR IP Mk S BR

* Leased (FHA) E/nC A IPHubERIEE.

+ Available (FJA) R/-ATH P bk % E .

« Static (B%7) DoREAS IPHUbERIEE.

* Subnet (-F/) &/~ DHCP 552311 1P Hubik A1 k4
Y (RHRidi) .

 Range Start GEEFE) DonuREIEE 1P ik,

- RangeEnd GoE%HR) EBaaUBEM®E—A IPH
i

+ Router (EF2S) E/~ DHCP &)™ i FERA
HHo DHCP & F il B 4Hs (0. 2% eh Bt 1P Mk 7E°K
ZHAEM T, X2 EdgeRouter [ IP M.

« DNS 1/2 '/~ DNS JRZ-#51% 1P Hudl.
« Status CIK7S) o~ DHCP RS 25100 8 /25 IR A .
Details (VE4IMEE) FREMH A BR FAIMER:

« DHCP Name (DHCP#&#R) I/~ DHCP fR% #3114

« Subnet (F) 7~ DHCP RSS2 1P Hudk A7 ™
i (RZid .

o IRHETRE, WHCR Ak

* Range Start GEEFE) HAJGEIIELG 1P Hibk.

* Range Stop GEEI%TR) HAUHEMHRE— P
HE

« Router (IEEIES) %A\ DHCP ) i i BRIA IR
H. DHCP % it BT A 508 AL g e 20k 1P bk 72K
ZHAEM R, X2 EdgeRouter [ IP M.

« UniFi Controller (UniFiiZ§28) #i A\ UniFi® 5|52
1 1P Hitk. DHCP AR # 2 ¥ UniFi #5148 11 1P HuhkiR
[0 £ H DHCP % P, W& A UniFi AP, B
SENBEUAEL R UniFi #8625

« DNS 1 Hi NEi% DNS R0 1P Hudik. #5A ISP

AIRE SRt E R, BT LME AT 8.8.8.8
Google DNS i %5 4% o

« DNS 2 %A\ DNS RS 251 1P Hiik .
« Domain () #i A DHCP % /b ik 4 .
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+ Lease Time (FHFARTE) %A\ DHCP FHF M HFEE KIS
| )

« Enable (FRA) EHILHERS, 5L DHCP JIr%5 % .
Hif Save (fRAF) AT LARIFHATPERI B K.
FEE T JEEHS, AILAHds Delete (HHIER) KMIFR DHCP
A5 2% e L E

DNS

DNS B & 8 3y IP Hulik; Internet [ (1451 DNS IR %% 5
FRLE AR DNS Hks e A AR A7 X S i 5

£ DNS #3251, AILLA DNS B KRBLE Z M2, i
] EFH 24307 DNS R4 RECE 2 4314 DNS #:11.

EdgeMAX

DNS Forwarding (DNS%#:%)

EdgeRouter 232175 LAN DNSIH 3R -6 e 411486 K 2 Ak
S PRAET Y DNS IR%5 %5 . EdgeRouter &%k 1 DNS
JIR 55 2% A N e AT A B LAN 25 b

DNS Forwarding

Cache Size 150 [i]
Interface * (et ]
J
)

+ Add Listen Interface

% Delete | | @ Cancel | M@ Save

Cache Size ((ZTFK/N)  ZRAF5E#0) DNS &K, gz
1726 B e SR [R) 4 J, AT 982 ddE 7] DNS AR 5525 193
. MNEZELE) DNS 2 i KBRS

Interface (3[1) &FFEAHMN ML, LME EdgeRouteri
W%z M H-4% ) DNS 152K

Add Listen Interface GRMEETIED) T LEFEZA
PO, BN DNS ¥k, wllfd Add
Listen Interface CAINMENTHEE) o €8 Interface (1%
M) Nhsr, EEAEN .

Remove (#[%) H.di Remove (F4[%) AlfHREE,
" LA Delete (MIBR) SRAHERDNS %% K& Iic & .

Hifr Save (fRA7) NAIFTERIRE L, B#.diCancel (L
H) o
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Dynamic DNS (Zf7SDNS)

7174 DNS (DDNS) & —FRL RS, & LUK & &IP
B IARSERT @A DNS B4 a4 . B & IPHhE &k A2 A8
1k, ATy AT I I A AL R R R

Dynamic DNS

Interface [eth1 5 —r

X Delete @ Cancel 8 Apply | @ Force Update |

Add DDNS Interface C/RfIDDNS#EO)  #HERM
DDNS %411, ] LA Add DDNS Interface 5 2 i1
DDNS AR %5211, w] PLHLE;
« Interface LAY EdgeRouter #4171,
« Remove (#[%) #.ii Remove (FFR) AMHIEREE .,
o Web E#H TIREUASIL 1P HihEIAHN N 5T, 8% % ik
% URL Jf4 N\ %€ . URL. Web 1 Web-skip (Webk
) 15 E SRR AT HABNATZ 5 2 5 1 T
« Web-skip (Web®kit) i\ iZ#k 20 HAL T Brik
TUASL 1P HUBERT A SCAS . SCAR R A ) DDNS AR 45 1M
. nfEl: 1P Address: ‘Ffl‘Current IP Address:’ (Ffif1E
B9 Emnzsig. D
- Service (R%5) M FHSEHHIEFAHRT DDNS
RS IRAETT, BiE AT custom (HE ) A
DDNS AR %5 $R AL i i 44 7K
- Hostname (EHZFR) HNEETIEVLHK, 4
FRIULIIE DDNS AR 45 8% k1T 5035 .
7~f5l: sample.ddns.com
- Login CE3%) %A DDNS MK/ HIH 1 4FK
- Password (ZRZ) % A\ DDNS K HIZ4D
- Protocol (#1980 M N8 rhif FAH B Bl o
- Server (fRZ585) HmARZYL DDNS %HH) DDNS
JR45 B84 1P HhE A =N FR
- Add Service GARNMARSS) sy LLAE A F [E—#piX
FIZ ARG . B nHAth DDNS iR%s, iEHd Add
Service. ;N IIARS) - A5, BCE 418 DDNS i
%% E (Protocol (Whil) WHERIN .
Add DDNS Interface GG/l DDNS3#E0) & LMEHZ
ADDNSE . # BRI — A DDNSHR S5 11, Al LU
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Add DDNS Interface (/5 DDNS #11) . X5, ME
— T IDDNSHE M5 B

n] LA Delete (MIBR) SKAH R DDNS A H .

i Apply (D CRAFFTERIE G, B Cancel (
B

n L ¥k Force Update (il 58T e x) DDNS %%
P 1P R .

PPPOE

EdgeRouter ] LLFI{E PPPoE (LA WA _E f s bt A pis)
k%545, e PPPoE 7% F iy il [] EdgeRouter [1]
FiziE DLEEAT P85 1)

PPPOE Server (PPPoE fR%2%)

ngﬂMA X

Welcome ubnt ~ to ubnt

PPPoE Server

Client IP pool range start * 172.16.100.100 (i ]
Client IP pool range stop * :m"mzm Li}
RADIUS server IP address * EREK L]
RADIUS server key * : -_;,,:r;. ;.;_'s_ — i)
MTU 717492 P ——
DNS 1 [01.01 i)
DNs2 | 10102 | 0
Interface * IE
;7+ Add Listen Interface |
| @ cancel ‘:7|BSave |

A MR CAEA CLI SR EMECE PPPOE, NITE
Web Ul i ] PPPOE AR25HY, WbZU4E X LL T
o
Client IP pool range start (Zif IPHSEEFR) &
J i | P2 TS FEPPPOE S F it A FH () IP L . i A\ LG
Ju R IEIPH L (R LA/ 24 F D
Client IP pool range stop (Eif; IPSEEISER) %
NG 1) 5 fa — AN IPHbE
RADIUS server IP address (RADIUSHRSS28 IP ith
fE)  RADIUS CGEFEVF TR FHNHFIRSS) 5wt
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I0AIE AT B RS PPPOE iEH: )% 4. i\ RADIUS Jilz%5
a0 1P Mk,

RADIUS server key (RADIUS R 3EZ4H) #WANS
RADIUS Jil %5 28 L= %481

MTU fIN MTU (R AIEH T 18, BPMIZ3 0l bk
HEREREIEA () . AT PPPoE #&dE, BRIME A
1492,

DNS 1 # NS PPPoE 2 7 i A5 FH AO o ie iz F2 5 17
DNS IR 45 23F 1P k.

DNS 2 % N\ % HZ 27517 DNS 454511 1P Hutik.
Interface (3[10) EHEAHMN A4, LAME EdgeRouter
MW iZ 2 1 4% & PPPOE 15K .

Add Listen Interface CGRNMITIED) &R UEFEZ A
Bl HERMNY—A PPPoE 44211, W LIHT Add
Listen Interface GRINMENT#20) o 7EHT Interface (3%
M) Fhsrh, RPN,

i save (fRfF) NMATERITE S, i3 i Cancel (
BUE) .
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EdgeMAX

Welcomeubnt v tosj-lab Dashboard Traffic Analysis

PPTP Remote Access IPsec Site-to-Site

Client IP pool range start *

Client IP pool range stop *

Server outside address *
RADIUS server IP address *
RADIUS server key *

MTU

DNS 1

DNS 2

% Delete @ Cancel B Save

Chapter 8: VPN

VPN #5325 57~ PPTP 1 IPsec VPN LT FPIRSE B, ik

A DAL B SR, A GRS I R E .
B E S 0 EERE, fnr DL b B bR 7 A S T
NS

H2NFHr%:

PPTP Remote Access (PPTPIEiEif[a))
Fii &)y PPTP VPN Il %5%s.

IPsec Site-to-Site (IPsecii A xfum) % EdgeRouter AL
BEONFEA IPsec uli mUREE AT VPN BETE IR0 45 2% 4% .

Ay

PPTP Remote Access (PPTP iZ12i/19])

W LZRAYY) VPN AEF PPTP (i s B IE 050
. EdgeRouter i LA PPTP VPN 4548, fCVFZFEVPN
% il Internet {8 F PPTP VPN FiE K1/ 7] LAN.

# EdgeRouter
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Chapter 8: VPN

B cu # Toolbox v
6 days, 21 hours, 8 minutes

Routing Firewall/NAT Services VPN Qos Users Config Tree Wizards

Client IP poal range start *
Client IP poal range stop *
Server outside address *
RADIUS server IP address *
RADIUS server key *

MTU

DN51

DNs 2

x Delete @ Cancel B Save

Client IP pool range start (ZFigIPitSCEFIR) &/
Uty P VB AZZEFE VPN & a0 1P bbb, BNt
JEEIRRRAE 1P bk (HhE iAE 24 T D
Client IP pool range stop (ZFis IPBSEELER) #i
NG Wi E— 1P Huhk,

Server outside address (ARZ523MERMBIE) i\ VPN
TG R R M) 1P Mk X2 PPTP RS 2% 14 Hh
Bl

RADIUS server IP address (RADIUS B335 IP ith

fE)  RADIUS CIEREvs ik S NH RS ko5 a4t
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IOAUECAFS Bh RS VPN FBIE 224>, %\ RADIUS ili55 #%1
IP bk

RADIUS server key (RADIUSERSE2%4A) NG
RADIUS il 55 23 HE = 1 %41

MTU N MTU (R RARIERIT) 18, BEPMZEE: R PLK
R REEE (FT) o AT PPTP VPN 4%, BRiAE
N 1492,

DNS 1 % A VPN & it Al FH 16 B 2 28 #2775 1) DNS
AR 55 28 HIPHi ik

DNS 2 #ig N4&HZFEV5 1 DNS RSS2 6 1P Mk,

" LA Delete (MBS SRMIER PPTP i F2 1 v fil & o
i Save (fRAF) NWHAIFTEMIE X, #i#idi Cancel (
BE)

IPsec Site-to-Site(IPsec i} 5 X4 &)

— R VPNAEF IPsec (IP 24130
- EdgeRouter 1] LLFMEXT S5 2% FHAS, IXFEPIAS 0T 5526 HH
FHERTLATE Internet LA IPsec 3l ST o 21 VPN fi%
‘E‘ Bl B 2 AR 2% . BN 28 2 AN
18, LA,

i SEAE B F i v ORAF AT o] BE CA0Ks 7 A
CLI AR Pl (A AT 5 4

EdgeMAX

e Sy

Show advanced options (REREKIET) EHILEE
FETT E o~ Frewall ([5-k3%) &1,

2T

IPsec Interfaces (IPseciZ[1) #& EGIE— 1 IPsec
1, ®JLL¥dr Add Interface (7RI o ARJG M FHE
SRR RN A EE

Remove Interface (FE[RIZEO)  EMIEE IPsec #:0, 3
i Remove Interface (FR8E11) .
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WARNING: Applying changes in Ul will override all changes made by CLI.

(J) Show advanced options

Global Options

IPsec interfaces [ )|

+ Add Interface
Site-to-site peers
| + Addpeer |

| x pelete | | @ cancel || ® Apply |

Firewall (fFA3E) fERRUBRTEM. WREHT
Show advanced options CHL/REZGETD , &R,
WIR B EdgeRouterEEJﬁTﬂ;KﬁkfmﬁU\ NAT Hol &
Hebk, EH Firewall Bk

WIRAAF] Firewall (B kd5) ﬁilﬁ, 15T EALE Firewall/
NAT ([Jjk35%/NAT) > Firewall Policies ([57 -k 3% 5% )
*TAJ:iszEXIKﬁJd %JLU”J (1%3 5 28 T1H

WARNING: Applying changes in Ul will override all changes made by CLI.

@Show advanced options

Global Options

IPsec interfaces ‘ it

Firewall @ Automatically open firewall and exclude from NAT
Site-to-site peers

G

e Bea G

Site-to-Site Peers (3 s X3l 2 5 25 1% H 2%)

Add Peer GRINATEIREIZE) 28 BRI, 250 sl p 5o &5
PR Es, ALl Add Peer CGRINATEEREHIES)

WARNING: Applying changes in Ul will override all changes made by CLI.

(J) Show advanced options

Global Options

IPsec interfaces [ ¢ — Remove Interface

+ Add Interface
Site-to-site peers
| + Addpeer |

| x pelete | | @ cancel || ® Apply |

SER T A
« Peer (FEHHEHZE) FAXTSER HAR I EHL 2 FREL
IPv4/IPv6ith it .

+ Description (I2FA) i N\ 0 55 2% th 28 (1) S E A
* Local IP (ZA&#1IP) %A\ EdgeRouter ff] IPv4/IPv6 Ml
bk, BRI AATAT

+ Encryption (JN%) WIRJEH T Show advanced
options CRIREIETD , W BRZm. P&
% EH A U AR R (I 77 e TG0 N 7
i%: AES-128, AES-256, & 3DES. ERIME/E AES-128

o

« Hash (E¢%) 4R JEH T Show advanced options (
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BoREPURTD , WS BIRZIETL. WA SR 250
LAl AR R B v . R A& BN E YL SHAT
5 MD5. BRIAME 2 SHAT.
DH Group (DH#41) WikJ5H T Show advanced
options /R ok , W4 8%k, DH (Diffie-
Hellman)ZHL {5 & T2 835 e DH B EHIBEEE . AN
it 2% 6 258 FHARE] B DH 4. 3k F&&E ) DH 4. 2,
5,14,15, 16, 19, 20, 21, 25, 5 26. Bk il fii2 14.
+ Pre-shared secret (Fi£Z=%4%0) HMATIILEZEH.
TR A X 45 155 E 2 0 2505 FE AR [R) ) T S 2 g A7 3R AIE o
+ Local subnet (ZAHtFM) i AAHL IPv4/IPv6 25

k.
+ Remote subnet (ZI2FM) HINZFE IPv4/IPv6 W45
Hodil,

+ Add Subnets G+ M) FHEQE—HHTMN, A
LLEL Add Subnets AN o SRJE5ERGET Local
subnet (A7) F1 Remote subnet GEFETM) F
B

+ Remove Subnets (FZ[&FM) HEMEE—HTFM, A
LL¥.55 Remove Subnets (F2[2T- M) .

Site-to-site peers

i L = Remove Peer
Description e me————
Local IP e
Encryption AES-128 : |
Hash SHAL 3|
DH Group 14 3
Pre-shared o
secret
Local subnet o
Remote subnet o
Local subnet | o
Remote subnet o _ Rem:we s’u ;M'(;

+ Add Subnets

‘ + Add Peer

=a el Gaa

Remove Peer (FBRRXTEFEIRAES) & EMIBRIT M H
2 T LU Remove Peerfs [ X 25 58 HHAS)

AT LT Delete (JHIER) SKRMIBR 1Psec v ri % vk ML & .

i Save (fR7F) MFIFTERIE L, sl Cancel C(HL
H) .
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EdgeMAX oo -

Welcome admin v  to occore-gw Traffic Analysis

Smart Queue
() Show advanced options

Smart Queue Management

Policy name

WAN Interface | -

Upload [ Apply to upload traffic
Rate | (Mbsjsec
Download 4 Apply to download traffic

Rate \ | Mbits/sec

+ Add Smart Queue \

x Delete | @ Cancel || @ Apply

Chapter 9: QoS

QoS &5 ERFGERAF) . FEARBAFAIE 2B QoS &I
FPRZSE B k] DLRC B X SeR 0. 545 15 (02 511
THREBHEEE ., SonER0 Eisk, el blad Kl
bR G A N IE T VELIE .

B 3NTFhR%:

Smart Queue (FEEPAFI)  ARALEEA WAN 7 55 HI4E
T

Basic Queue (EZARPBAFI) MEASEI:AIEHINTIThEE
] ] BLQOS T .

Advanced Queue (FZBA%)) FEEHM T LB 44 %
2T R JZ BB

EEEANND

HRERAFIThRE T HR At FQ-CODEL C(HA Ml 1B (1 A~
BAO +HTB (3 J= i) Hidk, JF H, B AR
BN RIEOL T CRER G 1 BLE R R AT 59K
BESEURSIANN

HTB s R TS m R AUAE 5%, R R B AR R 52 B
EE R NIRRT T CiESEBREESR) o PR
{0 O 2 EARMTN SO AR AR Bk T B AR 5 Ak
PRIREE AR o

LR 2 YT RE B BE T BE ) — ABCAR S B -

Ubiquiti Networks, Inc.

Chapter 9: QoS

EJ cU 4 Toolbox v
18 hours, 14 minutes

Routing Firewall/NAT Services se Config Tree Wizards

BS TEA s ML RE

EP-R6 100 - 250 Mbps
EP-R8 120 - 330 Mbps
ER-X 100 - 250 Mbps
EEI;X' 100 - 250 Mbps
ERLite-3 60 - 200 Mbps
ERPoe-5 60 - 200 Mbps
ER-8 160 - 450 Mbps
ERPro-8 200 - 550 Mbps

I IAT ISR TS R E B (OSBRI, IRk
FOBFRE . VBRIV . Shr A & B
STRTEAN 95 %, WABE, M UM 1T
E

A REBA B0 22 S B AT BN R e
AL 2 s

@ E BRI TR S RIS EC B R, Rk
X A BERIN B 2R — 82 1,
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() Show advanced options i” J:/f:g ?}ﬁ%) —ﬂ%}ii/fg ?}ﬁ% E,:] QOS o
Smart Queue Management - Rate (GRE) Hu AN sibRl, HkHe el .
T — bits/sec (tb4%5/%)) , Kbits/sec (Kbit/F)) 3, Mbits/
WAN Interface [~ —s) sec (Mbit/f‘i\) °
Upload @ Apply to upload traffic - Burst (%E) ﬁD%E}EﬁT Show advanced
e e Je options CEIREZEETD , M4 B/RZIEI. AT
e RRAGE R B RE =, HEFENERL: bytes (
» N T F¥) . Kbytes (FFT5) = Mbytes (JKFT) .
= ARG 1500 1] 10 K75,
= - Target (BH#r) WHREH T Show advanced
ettt s options CEREHIET) , WM& RRIZET. A
[ petete | [ @ cancel | | apoly B/NBABIIEIR,, FEIEFENE A7 microseconds

({4 F(ps)) . milliseconds (ms), (ZF#(ms)) 3

N \ By L A7k
Show advanced options (B REKIET) EHIHE seconds () o HAGEHL 10us 51 10s.

HEMER] S RBurst (2% . Target (H#5) . Interval ( EARARIREE, K BB AR T R

[HFE) « ECN. Flows (i) . Limit (fRfD . FQ_ Target (HFR) Al Interval C(JAIRE) .

%))D%ﬁ?uantum (§#) Fl HTB Quantum (HTB#E - Interval GEEE) MR T Show advanced

options CRI/REIETD , W& ERIZIEN. 4k

@ Show advanced options d‘MﬁUﬂi}:\_’ﬁﬂj Target (H*ﬂf\‘) E‘JH‘TI‘Q&?HBEE@

Bt Caie Ve Interval ([f]f#) Ff, EdgeRouter Kjit N FEFHFH .
R NI R] ARG, JFIE SR E A7 microseconds (ps)

Policyname | (ﬁf\i‘(ps)) . , milliseconds (ms) (%ﬂ‘(ms)) EE
VAN Intartece @'——" seconds (#) . A VEHIZ1 msF|20s.

ERORTREE, K B Bh TR TERERE

ate : Mbits/sec (i} o ? ~
:um P —— Target (H#5) A Interval (JEIBE) -
il T - ECN %53 T Show advanced options ({27 =2k
el D ° EID , SRRk R A BRI AR I A
ECN ‘@Enable (Mark packets instead of dropping them) %%ﬁﬁﬁ@“ i%jﬁ?%lttjﬁlﬁo E?jﬁ%‘l‘%%?ﬁ)ﬂ .
Flows 1024 (i)
s ["io240 ° - Flows GiiZ£) WHRJEH T Show advanced
oroon | om be options CRIRRIEETD , W BRZED. A
T ENBHR BT R ER. ARG &15)65535
HTB Quantum i bytes @ o %ﬁ‘u\{ﬁ/—\% 10240
Download & Apply o downioad wraffc - Limit (PR&]) 1R J3 H T Show advanced options (
Rate ? (Wois/sec Je WIOREPIETD , M2 B RIZE . A% SEBRBA
urst 1 (s Je IR/ R 1) Ei e E A BOEE 2 1 3
Target [ milliseconds (ms) (i ] 10000000 ?jﬁy\{ﬁi% 102400
e - FQ_CODEL Quantum (FQ_CODELE#E) WHREH
ECN @ Enable (Mark packets instead of dropping them) ShOW advancedoptions (Ei%g&jﬁlﬁ) ’ I)_I\U/Z%Eki—\‘
}:;—:“ ZIET. %I\ FQ_CODEL HI¥GR (i e, 54
‘ e A0 R 256 # 65535, ERIMEZ 1514,
FQ_CODEL 1514 ytes
i - HTB Quantum (HTBE#2) WHRBH T Show
T8 Quanum | byces © advanced options CE/REZETD) , & BRiZi%k
E——— Wi, N HTB IR EFRE. F1a SCul2
T 1 % 65535,
+ Add Smart Queue . N .
. - Download (%) &+ Apply to download traffic
o | 0 ot |8 tog (MBI TEmE) & FERER QoS.
. " . - Rate (GR%E) N sefRE], FFkB & ni.
Smart Queue Management (ZFEEPATIEIE) HEAIE bits/sec (EL4F/#0) , Kbits/sec, (Kbit/#) = Mbits/
—ANHIR e, AT LLELH Add Smart Queue (RN sec (Mbit/F) .

BREATND o IR SE L T Ak I

* Policy name (REEZFR) HAN— R IELIR.

« WAN Interface (WAN#) EHEAMAHMEIED.

* Upload (_Ef%) % Apply to upload traffic (]

- Burst (3£%) W5 T Show advanced options (
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EoREPOETD , M BRIZIET. AT RE
IR R NEAR &, HEFNERLA: bytes (F
) . Kbytes (FF¥5) . Mbytes (JKFET) =
Gbytes (FIFT5) . ARGEHEZE 1500 1% 10
JEFAT .

- Target (H#r) WIS T Show advanced options
CRIRREPIETD , W2 BN ZET. N NAs
SEIR, FRkZFME A7 microseconds (us) (FRFD
(ps)) + milliseconds (ms) (Z#(ms)) =X seconds (
) o AGEREZ 10us £ 10s.

MR ARTREAE, K B SRR S R
Target CHAR) 1 Interval C[EIRE)

- Interval (EIf®) WHREH T Show advanced
options CR Rk , W ERiZiET. Mix
INAFISEIR AR Target CHFR) B A]K T ic B 1
Interval ([A]f#) B, EdgeRoutertfitt A&,

S NI TR) TR BE, JEE B &E A7 . microseconds (us)
(1% #b(ps)) .+ , milliseconds (ms) (ZF)(ms)) B
seconds (#0) . HRGEHIZE 1 ms F] 20s .

L WURARTREAE, R B BRSO
Target (H#5r) Al Interval ([H]FE) .

- ECN W5 H T Show advanced options ({7~ 2%
WD, W BoRiZIET . WA BEhrACEE LA
REFHIEE, HERFED. EEOAEN T ERH.

- Flows GiiE) WHREAT Show advanced
options CRIRFFIETD , W& ERZET. BN
WA N B AT 2 R E R AROEEZ 13
65535, BRIMEZ 1024,

- Limit (PR&H)) @R BHAT Show advanced
options CEIREZLETD , M BRIZIET. AR
SR BA B RIS R PR 1l o 5000 B0 B0 8 RTE L A2 1
#]1000000. BRIMEZ 10240.

- FQ_CODEL Quantum %15 Show advanced
options CRIRFEFIETD , W& ERZET. BN
FQ_CODEL HJ¥i i fE &2 . W ARGEREZE 256
F| 65535, FRINMESZE 1514,

- HTB Quantum (HTBEZ7E) WHREMHT Show
advanced options CRIRRZEETD , W BoRiZik
Wi, N HTB FIEIR A EEFRE. T a SCuHE2
1365535,

Remove (F2[%) ZHEREREON S, i Remove (#
FR) o AL Delete (HHIER) SRMIEER %S GEBAFIRE &

i Apply (RZR) RAFFTERIE R, By Cancel (
BED
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ERBAF

Basic Queue (FEAPAF) IhEE R VFIEECE AN & E A mH

PAZI T RE T 5. QoS HEh .

EdgeOS fit & 2 I A A FI T RE AT 7E J5 & A2 B s 4 DA %71
BlE . WS JS4E7E Basic Queue (FEAPAA) THRZEAMER
i sE g Gl CLIE; Advanced Queue (EZBAFD Fhr
Z5) , W] Basic Queue (JEARRAFI) FAr2E¥s A FRENS T
NZELE . Bk, WREEA Basic Queue (FEARPBAFID

TR, TENAZBRHIXT Basic Queue (FEARAZ) THR%s
AT QoS it & F i«

EdgeMAX

N RN EARBAG SRS ). EDA N, B
FAFI 236 7€ 0L (192.168.100.101) H A5 2 Mbps I A% #
ZPRENFT 10 Mbps N #E MR ORI fEH SFQ)
S B, “BAR” RoanoRIE (192.168.100.101) )
HiHh CR¥E, BULE SO “/Em” ), “F#E” Fow
H 3 21 SR 5

HAFIFEEM 192.168.1.0/24 3] 192.168.2.0/24 1]
TR E N 20 Mbps, AH& 7 H (192.168.2.0/24 )

192.168.1.0/24) Kl EIEZREIN 15 Mbps U] ff
@5 FIFO) .

EdgeMAX

LR —mfl. T C/EH Show burst settings (i
INRREED I, [Ht Basic Queue (FEABAFD Fhx
BTN TT I R BGE AR/ RN
F—DBAFHRE LT N2
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» #H1192.168.100.1011 P2P yite: (i DPI Zfets )
« 2 Mbps FAGEZ RG], 1 MBEHE H 258 RAL i b5
3 Mbps
« 0 Mbps & R RH] (5 MBEHE H 28 RAL g 5
15 Mbps)
« XUAf# ] FQ-CODEL
AR E LR A
*+ 192.168.1.0/24 W25 1) _EAL# R #2830 Mbps Gl
FQ-CODEL)
+ 60 Mbps F# (JxIr)) #RRH (fFH HFQ) ,
+ 192.168.1.0/24 T M H KA i B A 1 MbpsHi
N EHCRBRE] (500 KBEUE 98 R AL K 1.5
Mbps)

EdgeMAX

Show burst settings (BE/RRELZIKE) EHHE
EAER] 7R Burst Rate (ZEK %) | Burst Size (
ZEK K7V . Reverse Burst Rate (J [ 8 K& i# %)

nnnnnnnnnnnn

Add Queue GHIMPAF)  #FEQIE—DHIEARNS],
Al UL Add Queue GRINBAFI) o SRJE 58 LA R ik
IDE\E;

« Source GGEIE) HASKIE P B &bt <M.
11.1.1.1 8% 22.2.2.0/24.

+ Destination (HAEYHL)  Fi N H ML 1P 802531k
NP 11.1.1.1 8 22.2.2.0/32.

« Application (FZF) &AL

« Rate (IRFE) HAMNKIER)H B9H 77 56 R (Le
¥e/F0) o JRfl: 1200, 5k, 5% 12m.

+ BurstRate (ZE4iRZE) R 5 A T Show burst
settings (WRRAKE) , WEERIZET. f AN
KR E) H 1M AT 5 AL IE I B KRB 3R (LLde/#2)
. A~ 1200, 5k, 5 12m.

+ BurstSize (¥4 K/N) WHRBEAT Show burst
settings (IWRRAKE) , WEERIZET. f AN
KIRE) H T R RALIE B KRR = (F5) o R
#: 1200, 5k, 5% 12m.

* QueueType (PAFIHAL) EFEEEHIATIER:

52

EdgeOS User Guide

- FQ CODEL FQ-CODEL (E.A ¥ iR A FHER)

NPT AE T AR PR SRR 55, (RIS R SE AR B 3 By
%o

- HFQ EHLAFBAF (HFQ) A ¥ M 4l B LIL =

A8 R WS 137 SR AL R AL K SRS 152 B . EdgeRouter H
BIKE 45 e NS B B 5 2 T M RS L.
WRER HFQ, M EAE HAR B E -

« Subnet (FM) HANFMHE IP Hdk.

« MaxRate (FFAERZE) HIAFEENMNRIESIH
) e SR CEERE/#P) o IRl 1200, 5k, B
12m.

« ID i%&+% Source IP (k& IP) =Y Destination IP (
Briih 1IP) .

+ BurstRate (RELIERZE) HAFEETEHHNKRERH
HIH AT S R AR IS I B KRB R (LR /#P) o 7R
#: 1200, 5k, E% 12m.

+ BurstSize (&L KX/ HAEE EHHNRIET
H o v S8 R AL L 1 REEE (21«

#: 1200, 5k, E% 12m.

eeeeeeeeeeeeeeeeeeeeeeeeeeeee

Gz G 2
ol ol &
3 8 &

‘‘‘‘‘‘‘‘

- SFQ X+ SFQ (BEHLATBAFD) , ImEHH NEA
FIFO (Jeibseit) BAFN, B R fd FH R 05 Bk AL faix
Y7l

- PFIFO XT PFIFO ({RJegiseittse ) B, <tz
SR IE R IERIRAL, RIR o e R i i m e 2
AR . B TRk SR R B, &5
SRIE AR S R

+ Reverse Rate ([Z[a)iRZE) # A M H 302 RIF )

BRI CELAR/F) o 7=” . 1200, 5k, 5L 12m.

» Reverse Burst Size (R[EIRELZKA/N) WMREHT

Show burst settings (/R RKEE) , N BRizik
Tl BN E R Hb 2SR AT TERAL A () e KB R (
Feke/#0) o Bl 1200, 5k, 8% 12m.

* Reverse Queue Type (R[EIPAFIZEERD) EHEEEHIBA

VIESitE

- FQ_CODEL FQ-CODEL H.Af % il ZE iR ) 23 F-HEBA )
AN G I E SR AL RS IR S, R R 2B IR PR 2 i
K.

- HFQ FHLATFIF] (HFQ) Nk E T M4 EHILE
AH ) SRS 3 S AL TR AL O SRS X B . EdgeRouter H
SIK 45 e SRS B 245 2 T ARG L.

WRIEEE HFQ, D4 75 B B HAh 15
« Subnet (-FM) HANFRIF 1P Huhk,

+ MaxRate (FAIEZE) HARSEVMEFIHLT]
KRR T BRE] CLEHr/FP) o =l 1200, 5k, B,

12m.
- ID %FF SourcelP (GKJE IP) ZY Destination IP (
Brgts 1P)

Ubiquiti Networks, Inc.
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« Burst Rate (ZELIEZE) WAGEFEHMNEKHE
RAVE AT R RAL LW BB R (LR /) o R
#]: 1200, 5k, 5% 12m.

+ BurstSize (& KX/N) NS TV B LR
RIE AT REALE W BB E (F1) o Rl
1200, 5k, 5% 12m.

- SFQ XFT SFQ (FEHLAFIAFD , IMEM S NEZA
FIFO (Jeitbseit) BAFN, Bl Jo R M8 P # 05 Bik AL farix
YT

- PFIFO XJF PFIFO ({RJeglscitdc ) BAAI, ¥k
SR T AOE B, TR o K ik e it s 2%
FIEHE . TR REPER BB E. B
L RIEBARM S F B B R

Remove Queue (FZFRBATI))  EMIBRIEABNSI, Hf
Remove Queue (FZFRRAFI) .

i Apply (N PRAFATERISE B, B Cancel (
BUE)

SHUND

T BN B Th e AT SR AL FL AT IR B SRS Th B B £ [ Th .
T = BAFNThRE, ] DL & 43 )2 BA B SR S B0 5 A2 A%
FH s L %, TP T SR BT 8 S RF T B
IR

EdgeMAX

fs T L4 SR BN QoS S, AN Ak 42 L B iniZ
Flg . AR MINEm K e A T R, AR E T —
AN DRI ) FO T R 4 SR B o S mes ] 7 44 SRS F ¥ i
AT AR AL KA R, R QoS Sems M AT H s
NAT 2 J5 LA ECRIE NAT 2/ (B, &/ 1P skl T
QoS HKHEILHD -

BAZIBR LS AR T 5 2 SN ORI 6. i, A — A4
JHM AR A R, 03T A B11 B NAREERE, MY
RMOL12 Ron BALSERE . RELE NI EARYE Tt — 5
K50 o5 F AN [F) S s

FEREANMRY S B0 S A, S i e s 5t B AN ) T
F A FREIAT 3. AT, BT e
NHIBAFIZEAY . i, bA&TTIRE A FQ-CODEL. X1 F
W, —ATPEBER SFQ GHRANTBAAD , i HAth
FUBER HFQ (ENLATFBAFD
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Legend and Instructions([E] {5 F0ij FA)

Legend and Instructions (EfIF1I%EA) H#.i5 Legend
and Instructions (EFIFIEEH]D AI7ESF#: B oRUl (H
FAID ER.

Legend and Instruction

Legend

@ Config

@ Interfaces that root nodes are connected to
Root nodes

@ Branchnodes

@ Leafnodes

Instruction

To add a root node, click config in the diagram and
then select Add Root from the dropdown.

To add a branch/leaf node, click the text next to
the node that the added node will be attached to
then select Add Branch or Add Leaf repectively.

To edit config or delete the node, click the text
next to the node. If a node is deleted, all
descendants and corresponding filters will be
deleted as well.

To view all filters attached to a node, click the
text next to the node and then select Show Filters.
The target of a filter could be any descendant of the
selected node.

To change the interface that a root node is
attached to, change it in the Config of that root
node.

To change the parent of a branch/leaf node, drag

the node to the desired parent node.
Corresponding filters will be deleted.

Ok

iy OK  (HfiE ) AT SR P B 3 Y i 1

El#R
P FH 2 4138 DA RS ) P 3 S o1 e B T PR 2R 2R
Elfr  BiRA
® HE
@ I ALEEMEA
AR A
@ A
® M
HR&E

Advanced Queue (iR P\FI) FrEE VTS EDWLH)
TEH P S AR /43 32/ i L i ERSANBA SR AL, ]
KELFFUUTZH:

+ Dragand Drop GERD T s, B0 Eah—14
FRAT SR BN E 7 — AR R

« Pan (F#%) 8T BARHESIRF-FE AR

« Center (EH) T S RUBE RS L.

« Zoom (ZERL) 8 WARFE ISR ERAE /N
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Configuration Options(fi & i%I7)

config (to add root node) (E2E (LURMIRTIZ) ) Mt

BT GRS Al R EIR T config (BCED , A

Ji MR R b % 3% Add Root  CRIIAR T ) o HHH
5571 f“Add Root(Gh )",

config eth2

o o
Add Root

config (to edit a configuration) (FLE (U4RIEECE)
) WIS VI EAT BE R, B B T B 38
Fo BT s BIFR S AR A . IR E2 2| 5855 T1 8 “Config(

eth2

Show Filters (ERidiERE) (REHM A, ) ik
TR N A AT e RS o I IE RS0 B AR mT DA prig s
RUATAR 75 55 B 0 S bR 55 1 1 SCAR FF i FE Show
Filters (oRidiyEss) . B4R SE55T71H] “Show Filters (
SRITESR)” .

octh?

Add Branch Gl T5) ki) 4 g SR 5 ik
BRI 0 ST o Ry LN T 0 B D 21 ) 7 s AR 5514
BICA . SRJ51E#EAdDd Branch (RN S A o #3I4H
N#E4sr: “Add Branch RN 5)” (85770 .

octh?

Add Leaf GRAIMTE)  HkIiin] )8 5T SO K)
AT e BT LAY SR BRI B s SR SR . R
JEiEFEAD Leaf NI D .« ZEZRIHENERS:  “Add
Leaf CRiIM T &) ” 5770 .

octh?

Delete (fflF%) BLiEIinT MBRT 55, M4 M
FOXF NI 2% o PR S AR S5 L) A . B2 B RE R BB
4r:  “Delete (ffiF&)” (£55871) .
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eth2

Add Root(F IN4R 15 5)

Add Root Node ®
Queue ID ‘ i (i}

T [gobal _:] @

Description ‘7 Er—— e

Bandwidth " [ moisjsec i@

Queue ID (FAZIID)  FAPRIRFT. A X H 215
1023.

Attachto (FfiNZ|) &+ global (42/7) BLEAFINE B
IR0 A R

Description (iRH)  H Ak 2 2800 i Sc 8k 1] .

Bandwidth (75%5) M T B, FEGeBeAH Bl
A bits/sec (ELF5/FP) . Kbits/sec (Kbit/#)) 5§
Mbits/sec (Mbit/F}) .

B save (fRfF) NHAHPFTEMHE K, BiHdiCancel (

Ny
B .
(=
Configuration for root 1 *
Queve ID 1
Attach to eth2 )0
Description ‘ i (i ]
sondvidtn [ a0 [Motsisec <) ©

Queue ID (PAFIID) BRI RAF

Attach to (FINZE]) iE$E global (4:/5) HBAFIHS It
pE[Eap )R

Description C(itER) % A IR & 20 (1 8]
Bandwidth (7535) HI AT SERRA], FEEEEAH R
AL bits/sec (HLHF/F2) . Kbits/sec (Kbit/FF) 1k
Mbits/sec (Mbit/F}) .

i Save (fRAF) NHHPFTEMIE S, B Hd
Cancel (HUH) -

Show Filters(& /~i17EER)

Filters attached to 1 ®
search |
Description « Filter ID ¢ Target ¢ Source ¢ Destination ¢
Nofilters available.
E. H =5ty L2} > y e
@ s CRoRd PEAS) I IUANIE F 5
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+ Search (%) RUFEERRE A, FFIHEAR]
;;I;t%%?#ﬁentero BARNBEZAN TG, 5nd
YSZE AR o
E—ANRPEREN TR TINE R . Bl —bs
] DA bR AT HE T

+ Description (iiFf) B Rl 8% f9 < 8EA

* Filter ID GTIESIID)  ERFRIAST.

+ Target (B#r) WoxHFrR.

+ Source (GRiR) o nRIFIPHuYL,

+ Destination (HHh) EoxHFIPHL.

+ Add New Filter GRANFTITESS) i bITinT LGz
FridEds . Create Filter (B)@ RIS M s K.

Create Filter

Filter ID

Attach to

Target

Description

BT FHFREE

* Basic (J:A) CR[HD

« Match (ILft) CF—#%)
Basic (F7)

Basic
Filter ID ‘ ‘

Attach to 1

Target [ ¢]

Description ‘ ‘

B save % Cancel

- Filter ID (iT7EZSID)  HAFRINFT

- Attach to (FfNZ]D  Eoicd g a4 B In 21 g A3
ID.

- Target (B#R) M FHsgs kBB HAR.
- Description (JtRA) i AR IS I8 2s i OB A

Hii save (fRFF) RIHHPTIEMIE N, B Hd
Cancel (HUH)
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Match([TEL)

Create Filter ®

Basic Match

® IPrEtherMark
e configure this section
» Ether configure this section

» Mark configure this section

O Interface
O Application

A=A I
« IP/Ether (LLKM)D /Mark (Fr) (BATF)
* “Interface(3£[1)” (55771)
+ “Application(F)” (55771)
126 L DU T PR e T - ) AF N 158 ] o
IP/Ether/Mark(IP/LAK M/ FR75
A DARCE LR — AN B2 Nk
< IP(AT)
+ “Ethernet(LAXM)” (555671)
+ “Mark(¥535)” (Z5771)
L2 VAT S S
IP

H.:f; configure this section (BCELLERS) WIECEIPE
H

Create Filter ®

Basic Match

@ wPrEthermark

~iP

DSCP. |@

Protocol | L]

Source Address | © sourceport ‘ |@
Destination ‘ © Destination Por\‘ |@
Address ————— —

» Ether nfigure this section

- DSCP %i\IPDSCP (£S5 H. AR0E
[ 20563,

TOSSu[E  DSCPii | WMEZSJ

802.1p/i 55257

0x00-

0 - Best Effort ox1f 0-7 Best Effort
1 - Background O(;(X23(;— 8-15 Background
2 - Spare O(;(:S(;_ 16-23 Background
3 - Excellent Effort 08()?7(;_ 22?3_;51’ Best Effort
éLlo—agontrolled 08()(89(;— 32-39 WL
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5 -Video (ZEfFHT 0xa0-

X i L4

[E]<100 ms) Oxbf 40-45 ez
0x68,

6 — Voice (54 0xb8,  26-27,46- N

<10 ms) OxcO-  47,48-55 HHE
Oxdf

7 - Network 0xe0-Oxff  56-63 B

Control

- Protocol (118) #FAMMEG 5. BRGEHEE 0
3| 255.

- Source Address (GEIEHBLE)  F N SUE (I IPH I 55 %)
et AT DU N — ANPHEBEVE L B A
F— AN Aok

SEA NSRS, 8 A ARZR LA NP HE A
T- MRS <network_IP_address>/<subnet_mask_
number> (7~: 192.0.2.0/24).

- Source Port CRIRIRD i ANSRUE R 3 11 44 R 5w
o BT U — AN S YE L K AR —
AN 5

- Destination Address (BRJHuiBiE) A B AIHLE
IPHuHE B X 28 skt o #5H mT DU N — NP Y 5
H Al FH A g — S H ik

SEA NIRRT, R eV P b L AT
T- MRS <network_IP_address>/<subnet_mask_
number> (7~ : 192.0.2.0/24).

- Destination Port (HHJIbIRO) i\ H B H K m H
AR a1 R DA N — A S s Al
AR —AN i 5,

Hif save (fRf7) MAHIFTIERIE M, B i

Cancel (BUH)

Ethernet(LA K M)

#.1t configure this section (fit & IV 34> ) AL E
Ether (LLKM) #&HE.

[os I x o]
|

- Protocol (i#i¥)

+ No restrictions on protocols (XM FTRHI) T
JC BT A B AL BB

+ Choose a protocol by name (3£&FRiEFE—" M
g) T F7 5 H R B DT e P L B

~ Ether

Protocol [ Choose a protocol by name : | [ 802.1Q ¢ |
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« Enter a protocol number CHIATMYS) HAD
WG 5 . TEECH PR B 6. A REHZ0
#65535.,

v Ether

Protocol Enter a protocol number ¢ ‘ (i]

+ Enter a protocol name CHIAMYZFR) HAHh
WA FR . TCEEIE RS E

~ Ether

Protocol | Enter a protocol name B |
|

- Source CRIE) A LUK 1R YGE AL o
- Destination (EHHIHE)  H ALK B stk .

Hifi Save (fRFF) RHHPTIEMIE N, B Hd
Cancel (BUH) .

Mark(#775)

H#.1li configure this section (It & M#4y) Al E
Mark (hr) WHE.

- o=
|

« Mark (#575) Mo B g2 s 5 i e b B AR T
Bco fFdn, AT DARC B — AN B K i SR e A i 4 e 2%
RNEHRERIARGE CEZER, 5208287
B AIETREE” ) o IXUEHR &R 5 T 7EQoSTd A

HEAT LA .

HINEE R TR E B SR . AR RE
JEEZ 0 Bl 255. o AR/ HEHE IYE FlLE oxo 2|

Oxff.

@ E R AR AR T 255 57 oxffif e (H
R, NEHBEAT A

B save (fRfF) NAHPFHEME N, 2E B
Cancel (BUH) .

Interface(331)
Create Filter ®
Basic Match
O IP/Ether/Mark
@® Interface
em—
(O Application

- Interface (JZ[0) M FNHiSEHrpikBAE N 20,

i Save (fRAF) NHHPFTEMITE R, B Hd
Cancel (BUHE)
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Application (R )
Create Filter ®
Basic Match
O IP/Ether/Mark
O Interface
(® Application

Application (RZF) Mz s A A0 N A B 28
. HZER, E2NE19718] “Categor n” .

H.i Save (fRfF) NAPFTERIHE S, o
Cancel (HUE)

Add Branch(GRII7 X1 %)

Add Branch Node for 1 ]
Queue ID ‘ — |e

Parent 1

Priority -—- |0

Description ‘ Ba—— o

Bandwidth ‘ Mbits/sec | @

* QueuelD (PAFIID)  FAFRRTTF. B RVEHZ12]
1023.

« Parent (F55) W30 BB MR BAAIID
* Priority (fL5E4%) EBE@ERUE A 5 A iE i st
L.

+ Description (iZER) M SR &0 1 81 .

+ Bandwidth (75%5) My 5 BRI, FEGEREAH Bl
BT bits/sec (EE4%/#)) . Kbits/sec (Kbit/F#)) =k
Mbits/sec (Mbit/F}) .

B save (fRFF) RIFHPFTIEMIE N, B Hd
Cancel (BUH) .

Vi B SENT R AT R RO SO R S)
BTSN AL o AN 8 A AR I B

Add Leaf(GRINMT5 &)

Add Leaf Node for 1 ®
Queue ID ‘ e

Parent 1

Priority -—- |0

Queue Typ - 3]0

Descript ‘"7 By ————— (i}

Bandwidth | —— | (Mbisisee )@

Ceiling ‘ | [(Moits/sec ¢ | @

BurstR: ‘ | [Moits/sec ¢ | @

Burst S ‘7 = (e )@

* QueuelD (PAFIID)  FAMRRTT. HRGTEHEZ17)
1023.

* Parent (RXT520)  BIR7 ST R M INE]IBAFID .
+ Priority (fL5E4%) A I 90 S piL s
%o

* Queue Type (PAFIZEEAL) EFRMISHIPAFIZRAL, FE

Ubiquiti Networks, Inc.
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55, 155 L5587/ “Queue Types(PAFIZEE)”

« Description (IBf) i A\ L2 28000 i S8 1] .
+ Bandwidth (7535) FAH TR, FHkBEAH R

B AL bits/sec (ELF5/FP) . Kbits/sec (Kbit/#)) 1§
Mbits/sec (Mbit/F}) .

« Ceiling (EFR) HANH % B (RFME KRR

FEE AN I B AT bits/sec (HLAF/FP) . Kbits/
sec (Kbit/F}) #iMbits/sec (Mbit/F}) .

+ BurstRate (ZE&IRZE) N\ Al R KEALIE N B ETE

WE, FEPNE AL bits/sec CELAE/FP) o Kbits/
sec (Kbit/F}) #iMbits/sec (Mbit/F}) .

* BurstSize (3R&EK/N)  H AT REALIE I KA

B, JFEBNESRA: bytes (FT7) . Kbytes (7
1) . Mbytes CJEF#T7) HiGbytes (FIRFET)

B Save (fR1F) RHPFTEMIHE, B8 Hd
Cancel (BUH) .

Vi B O RIS R, R SN B
i S Ak

Delete (ffiF%)

Delete Confirmation

Are you sure you want to delete root 1 and all
nodes/filters attached to it?

YesEiNo‘

il Yes &) MR sSORIBR N 3012755 2O B A 9 AR
HyEAs, BEE D No (15) HUH.

Queue Types(PAFIZEHY)
FAFI 215 EdgeRouter X ift &K I . #n] LLEY
A A R S B E R 2 N BAF IR

7E: Queue Types (FAFIZEAL) JEIA S N H THRAT
RS ST R

+ Search (%) RFEMERREA. s

Al KR d enter. MAMAREANTILIE, Lot
ST

+ Add Queue Type CRIMBAFISERD) ZHMBAFIEE,

H#.7 Add Queue Type CRNIMBAFIZRALD JRiEFE LT ik
ID‘iZ‘_*:

* “FQ CODEL” (258 71)
+ “HFQ” (%58 T1)
+ “SFQ” (Z£58 T1)

“PFIFO” (%59 T71)

LB S BB AL AR N 150 ] o

FE— R ERSDBIIEMTIE L Iz
AT AZAZ ARl BEAT HEFP o
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« Name (ZFR) RIRAFIZRAMIFRINST.
« Type (A EIRPAFIZA,

FQ_CODEL

FQ-CODEL CHAEMIIEIR AT HEBL) Al NP @ (5 it
RARBLESFIR S, [ R A IR P B B

Create queue type FQ_CODEL &

Name | | 0

Type FQ_CODEL .

Target ‘ | [milliseconds (ms) ¢ | @
menal [ |(millseconsinm ¢) @
ECN ™ Enable (Mark packets instead of dropping them)

Flows | i (i ]

Limit 1 | packets @)

Quantum 1 | Bytes 0

« Name (ZFR)  HUEBAFISRAY N —AHE— AR IR AT

« Type (Z£#!) IR FQ_CODEL.

« Target (B#r) FAB/DNAFIIER, FkBEE i
microseconds (us) (/> (ps)) , milliseconds (ms) (=
(ms)) Bk seconds (F)) . fGaEHIZ 10ts | 10s.

* Interval ([EIfE) H/NBAFIZEIRHEH Target C(HAR)
FIRH A T ECE ) Interval (a]FE) B, EdgeRouter
KN EFAE . B E] ARG, Rk e & p
fi7: microseconds (pus) () (ps)) , milliseconds (ms)
(ZFP(ms)) Tk seconds (Fb) . HRVEEZET ms F 20
s.

« ECN WiRAHEmcEEaRmA R EF I E, HikE
kT, EBRANEA A .

* Flows GRiE) EHAIMENEIE AT 0 RRE
. ARGEEE1E] 65535.

« Limit (BRH]D) G AXSEBRBAFI /NI RE R ] o 24
e 1A G 2 1 2 1000000.

« Quantum (£72) %A\ FQ_CODEL M %dE i fE &
o FHAMIGHEZ 256 | 65535,

EdgeOS User Guide

HFQ

EHLATBAFI (HFQ) s 5E 1 W4 4= 8 T AL IL SEAH 7] SR 1)
Yy st AW SRS B B . EdgeRouter H 4445 € HEm%
LA R E T M )R G 6L

Name Li ]

Type HFQ

Description

HostIdentifier [ Source P = | @

BT Mbits/sec * | @
Subnet (i ]

=3 I

+ Name (ZFR)  NIEPAFISER 4 N —AME—FR iR AT

« Type (Z£E) EIRHFQ-

+ Description (I2BA) i A FHd PAAIZE T 1) S B84

* Host Identifier (FHFRIREF) NENAFIAFIEFHH
N EIENSRIRRT. Source P (GREJ5 IP) Bl Destination
IP CH#R IP) o BRIMER SourcelP CRJE IP)

« MaxRate (FAKIERZE) HANEGFHLIIH K TR
W), AN A & A bits/sec (ELAF/FP) o
Kbits/sec (Kbit/#}) m{ Mbits/sec (Mbit/f}) .

« Subnet (FR)  HIANTEHLA TSI IPv4 7 (Fx
KKANHNI22)

SE NIRRT, Al RIZR IR 1P Hb
HEAIF 6D <network_IP_address>/<subnet
mask_number> (7:: 192.0.2.0/24).

B save (fR1F) NHAHPFEME N, BE B
Cancel (BUH) .

SFQ

¥ SFQ (BENLAT-BAF)) , WEH D AEZA FIFO (%
Bt BRI, B e A 1 SV X He B

Name ‘ (i }

Type SFQ

Description ‘

Hash Interval ‘ seconds )
Queue Limit ‘._- B packets &

e £

« Name (ZFR)  RNIPAFIEEH N —DME—FR AT
« Type (Z£3!) EIRSFQ.
* Description (I2BH)  H AR EAFIZE A ) 08 1] .

« Hash Interval (E(%\[EIfR) HINBAIEIFEFE. H53L
Ju [ /2054294967295

+ Queue Limit (BAFIPEHI) % N B 541 1) B KBS K
No AHRTEHEE 12127,

Ubiquiti Networks, Inc.
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¥ Save (fRfF) NFHPTEMITE R, B Hdf
Cancel (BUH) -

PFIFO

XFF PFIFO (fEoeghideittio ) BAAY, SR+
RIEBIEE, NI E e RERERASESRE. T
Kobg RAE R EAR S F BT . )5S RIERIEI I

Create queue type PFIFO

1]

N ‘ packets @)

« Name (ZFR)  NUEBAFISE AN — A HE—ARIRFT .
« Type (Z#E!) EIR PFIFO .

« Limit (BRFH])  Fag A SZBRBAF /NP AE R o 208
B A RGE R 1 3] 1000000

B save (fR1F) NHPFEME N, B0E B
Cancel (BUH) .

Ubiquiti Networks, Inc.
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EdQeMAX " c.ccxouer vrovn coner T

Welcomeubnt v tosjdab Dashboard Traffic Analysis

Remote

Level Active Sesslons.

operator 0

o
0
3

Showing 110 4 of 4 entries

Chapter 10: Users (F§F)

Users (FHF) W27 P RIKAEE. b LA E
IXEEH Pk ﬂ?ﬁ*@a 5 x H’Jlﬁﬁﬂzﬁ‘iﬁuﬁ HoR

5 KR O I, 0T DL b bR A B R LR I T 4
>

a2 FhR:

Local (ZAith) R RvIECE MK .

Remote (if2) E/n5iZF2VjiH EdgeRouter H JHAH %
g

Local (Zith)

SR FH P TR B ) B SRS R

Add User GRIMAF) EE’@‘J@ AHH P, AR
Add User G

Create New Local User (GEHT ML /) i B
k.

Username *

Full Name

Password *

Confirm *

Role * [ Admin 3|

B Save

Ubiquiti Networks, Inc.

Chapter 10: Users (FHF)

B cu # Toolbox v
1 week, 14 hours, 29 minutes

Routing Firewall/NAT ic se Config Tree Wizards

Actions ¥

Actions v

Actions ¥

December 11, 2015 06d 17h 43m it Actions v

SERR N A E
Username (FAFP&ETR) NHPEIAN—ME—RIIK - 4
*/J\

* FullName (£%) HAHPRERES.
 Password (Z513) HIANFHL,

- Confirm (#IA) FIXREIANEID,

* Role (Ffa) EHAHN IR :

- Admin (ZIE5RE) H A LI 2 EdgeRouter 1T
B,

- Operator (#{E5) M P A LIAHE EdgeRouter it
B, (AAREESL.

Hil save  (fRAF) W LA T A A BE 4

Search (%) RV RFFE A, JFaHEANRA];
Toii % enter. AN ENFIF )G, Snfkgss
2.

FEARFERSDHIETAER. B — A Slbsn
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PLIZZAS AT HET

Username (AP %) o Pk P 45K,
Name (#£%) IR SERRES .

Level (7)) B BB .

Active Sessions GEZISIE) BRH P OGN
EdgeRouter 11X %L .

Date Connected (GE#EZHEHED) B KLV H
ﬁHo

Uptime GZ1TESE]) /s H P BV R,
Status CIA7S)  ERFAFURE.

Actions (321E) i Actions (FR{E) 34if 10 R 41k
I)ﬁ;

+ Config (FLE) #EWEM, ATLLHd Config (AL
) o B F|NTH ARG E P

« Delete (fFR)  MMBRA ik s HCTC B R A8 MMBR o

BLER A

¥t Config (BCE) J&, Username (JH T 4FK) HiTH &

AR AR 7 AT S

*RATIENE  Change Password

+ Username (FIP%&FR) Username (J /40

IR ME— K A FR
« FullName (£%) AR H)SZhREE4 .
* Role (Ft) EFARPIBPR A :

- Admin (ZI5R) M/l LABE % EdgeRouter AL
E‘O

- Operator (#{E5) M A LIEE EdgeRouter it
B, HAREEM.
+ Password (##3) i Change Password i
i) w AT R e
- Password (ZR5) HAFI#R.
- Confirm (F&IA) FIREIAFIEL,

- Cancel Change Password (BGHEXZRE) Mtk
T DL o
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Username oper

Full Name ‘ ‘

Password *

Confirm *

i Save  (fRA7) M FTEM S, B Cancel (
BHE) .

Remote (GTFE)

AR HC %) EdgeRouter [ RE VT 7]

EdgeMAX

comeubnt ~ toHab

ey

Search (%) RVFEHRFFE A, FHEANR];
Toiitkenter. AN EZ N FER G, 25LhfidjEg
R,

PPTP/L2TP/PPPOE/All (PPTP/L2TP/PPPOE/&E}) #RIE
T, PR N AR I R P AT A

PPTP Sorfli ] PPTP (At B this) R FT A
ﬁﬁF‘

« L2TP B L2TP (522 RE i) SR FTE H
Fo

« PPPOE E/RffiF] PPPOE (LUAM A Sint ) RN
P

< AL (28D ARG OUR, SonpraiErem .

E*A%¢m?ﬁA@ﬁ%F%Tﬂ%Eo%%#ﬁﬂﬁ
AT A Z bR A T HE T

Name (#4%) SE/xHF LR .

Type (Z#))  EoRH P EHERERA,

Time (BB S x5 RIS

Interface (30) EoH P HMREE .
Remote IP (iLiZ IP) WorH P HZFE IP Motk

TX packets (ZEHFEEH) BrRKEHIREOHEE.
TX bytes (XXFTHE) ErRREFHHIHE.

RX packets (ZUS##EE2E) RX packets (lsidstl
O R ESEE I EE

RX bytes GGEFT) BRI

Ubiquiti Networks, Inc.
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[ T I 1 0]

EdgeMAX

Welcomeubnt ¥  tosjlab Dashboard Traffic Analysis

Configuration

» custom-attribute
» firewall —

» interfaces —

» load-balance +
» policy +

» port-forward +
» protocols —

» service —

» system —

» traffic-control —
» trafficpolicy +
» vpn +

» zone-policy +

% 11 E Config Tree (FLER)

B cu # Toolbox v
1 week, 14 hours, 52 minutes

Routing Firewall/NAT ic sers Config Tree Wizards

@ Discard B Preview

% 11 & Config Tree (AL E
)

Config Tree (FLEM) FUVFEATH B - St 4 e &

WEFMESEE, JoFR e AT S0 (CL) A fr 2.
(AR CLIIHEZELE, 12N 2 89 T1H)“Command

Line Interface (f5 24T FR E) A & /41 | B B 1) IE A T g

AP S, .

BEE O BIbREE, fny DL b AR A B A R T 1

Y15 B o

B AH R[] open/close (FIFF/9CH1) A% ] Fajs a2 /R

Configuration tree (FCLEM) #4> 5 Discard (it3E) Hl

Preview (%) i .

Open/Close
GTIF/ R HD
FRaE

Open/Close Tab |
CFTH/ 26D L—-—JW —

P2

Ubiquiti Networks, Inc.

User Interface(Fl A~ A H)

T A P AR R AT S T

node 1 SURE T SFEIRATAT D RE B B

+(N2) M4 T CLITH set fird. B —MFENE
Wk set o BT RS INBIMCE . S DAUER AR
TR

Bahne, A+ NTE-. node-.

-UFE) ST CL Y delete v 4. BT AN A AD
BB, A HARER.

- QRS AR A

WE (LT A) R EHs g HE3 S EE, W
REP=V AV EARCR T Y

XTI s, T B R DR AR S B R AT
. B, R A system (245 NI host-
name (FHLH) EAREEM, WRGEMEN LKA
BIR.

X8 R, AR R TE N B SUS s n 2
EdgeRouter 145 4.

TR (FLABEMPRERI EIIA) WRBHIA T - (
BT, WA A U BRI A LB . e TE N
AR S S B .

(AS) WA, (A)5) fEAZHE

(ZFE) TTBRMERE.

Update List CEHIER) WMRER, EHRMT LG, B
ii Update List (FE51138) o IX 2085 s s 2 42 g
Configuration (BLE) #43
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2= 11 Z Config Tree (ELEM)

Discard and Preview(ZEF F1F ba.

Discard (£%) Hi Discard (EF) AHUEE .
Discard Confirmation (ZEFFECE) [ &7~ H kK.

« Yes (2) HiliYes (&) W UUHERPTIE R SE .
* No (&5) HliNo () AI{RE AN HIHIEE L.

Discard Confirmation

All changes that are not applied will be discarded.
Are you sure you want to continue?

Yes No |

Preview (Fi'%) i Preview (%) AJ T G AL &

¥ K., Commandstocommit (EIEAZMHIMA) i &R

HRIER R AR, P MIER:

« Apply (FZF) i Apply (NA]D BIESERAFFTTER)
B

+ NotNow (f~EI7E) H.ii NotNow CHEIAL) o]
AT SR

Commands to Commit:

* delete protocols
* delete service

Apply v || NotNow x
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CLI 23X

EITEN

i BB A PRI AR ) 2 DA 4% T
+ custom-attribute(H & X&)
« Firewall([55 <k 3¥)

* Interfaces(#% 1)

+ load-balance(#1#k 3 f)

+ Policy(51%)

« port-forward (¥ 1% %)

+ Protocols(#iX)

« Service(5%)

* System(F %)

« traffic-control (Il & 12 #)

+ traffic-policy(Jfil & 5 %)

+ vpn

+ zone-policy([X 15 5 %)

W SRR LEAT AT A AT R 1R A 15

» custom-attribute
» firewall —

» interfaces —

» load-balance +
» policy +

» port-forward +
» protocols —

> service —

> system —

» traffic-control —
» traffic-policy +
> vpn +

» zone-policy +

it & 7~ {51

%

1. f£ Configuration (BLE) #4r, Hili custom-
attribute (HE g

2. Wi Add GRIDD AIERIDE € 8.
[ contpraien |

custom-attribute : Custom attribute name

custom-attribute + Add ‘

8 Update List

Ubiquiti Networks, Inc.
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3. 1E custom-attribute (HE XJgMH) FE, MWANEMHH

HI R 18 PRPIE £
BRI AR 5 2 g e, g Add GRID .
IR E s @M, 15 i Remove (BB .

E FEP AR R RS IE (SOR, 2L

TP HidE) o

customattibute - Custom sttrbute name

» custom-attribute
» firewall =

custom-attribute — Remove

b interfaces — + Add
» load-balance +
» policy + 8 Update List
» portforward +
» protocols =

b service —

» system —

» traffic-control —
» traffic-policy +

» vpn +

b zonepolicy +

4. i Update List (FEFT5138) nl 50T H & g PES .

~ custom-attribute s (Y —
» Test A
» Test B = | —

» firewall — - J

» interfaces — + Add

» load-balance +

» policy + 8 Update List

» port-forward +
» protocols —

» service —

» system —

» traffic-control —
» traffic-policy +

» ven +

» zone-policy +

5. Hi; Preview (FR'%) .

~ custom-attribute

custom-attribute
» TestA TeiA

|| - remove
» Test B Tost B 1 ‘ R

> firewall - _ >

» interfaces — + Add

» load-balance + _=_-

» policy + B Update List

» port-forward +

» protocols —
» service —

» system —

» traffic-control —
» traffic-policy +

» vpn +

» zone-policy +

@ Discard | | @ Preview

6. il Apply (SIH]) PRAFPITIE I TE 2.

EdgeMAX

Commands to Commit:

* set custom-attribute Test_ A
* setcustom-attribute Test_B

Apply v || NotNow x

Ubiquiti Networks, Inc.

..

S

PiC B CLORAT

Configuration s

~ custom-attribute
» TestA
» TestB

» firewall —

» interfaces —

» load-balance +

» policy +

» port-forward +

» protocols —

» service —

» system —

» traffic-control —

» traffic-policy +

> ven +

» zone-policy +

@ Discard

8 Preview | The configuration has been applied successfully

11 Z Config Tree (FLEH)
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EdgeMAX

Welcomeubnt v  tosj-lab

Dashboard Traffic Analysis

Setup Wizards
Please choose a wizard from the left.
Load Balancing
Load Balancing2
WAN+2LAN
WAN+2LAN2

Feature Wizards

TCP MSS clamping
UPnP

Chapter 12: Wizards (5] %)

A 1)
.
- “Basic Setu

SILEE N\

+ “WAN+2LAN Wizard” 58 77 T
« “WAN+2LAN2 Wizard” 58 79 T1
* DIfg
* “DNS Host Names(DNS =+ 1R)”

+ “TCP MSS Clamping” 5 83 T1
* “UPnP” 2 83 71

8211

- “VPN Status(VPNIXZS)” 5 84 T
WA A i RS RO (R B AR
WG bR R A LI T 1 VAT R

VOTIEDS: 5

Ubiquiti Networks, Inc.

Chapter 12: Wizards ([a]%)

B cu # Toolbox v
1 week, 14 hours, 32 minutes

Routing Firewall/NAT Services VPN Qos Users Config Tree Wizards

Add a New Feature Wizard ;75 789
IgEE]S)

A DUE NIARS SO (targzt& 0 AL 1A S LB Sh AR
fn#| EdgeOS ML & 1. ‘& NIZE & =43

« wizard.html

* wizard-run

+ validator.json

B ) P T R I — L T . A ORVEN, ER R
ubnt.link/EdgeOS Feature Wizard

+ HEBIHTIRE R T, B+

ltjljpil'céad New Feature Wizard (_FAEHT DIREINF) 18 [H] T/~

Upload new feature wizard ®

Wizard Name *
Wizard Files * Upload a file

B Save

SER T A
« Wizard Name ([E&&%#R)

+ Wizard File ([A1&3C#F)
) FikFE targz X

Hili save  (fRAF) W DAL T/ (0 5E 25

MINFTEI S BB TR.
#¥.1f Upload afile ( 4%
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Chapter 12: Wizards ([a]%)
B [EF
VU R ) 22 2 1) T

o HAKE (LT3
Wizards(f1%%

» “Load Balancing

« “SOHO Deployment Wizards” & 77 71

Basic Setup(EKiZE)

22205 ) ok 5 A e LA R N R I AN B R RS A
(SOHO) % -

* N Internet ¥ 1AL E  Internet £ A1 NATmasquerade
* ¥ etho BicE N WAN i [

* N Internet Bt 3 FHERIA B KBS % &

« NARHLNZS 5 DHCP JIR%5 45 DI

H 3 A4 5 H DNS (% R40) #R

HZhN PPPoE (LUK M3 50D 4 EH TCP MSS (
R RPIBER /N i

MR LAN 2 0F0 /B8 2 LAN 42 11 F & 1+
VB e T e

Before You BeginFF i < Hi

BIff CLACE EdgeRouter, #EAIATTLUfEF Basic Setup (

HEARKE) 15, Basic Setup (GEAEE) 2% 1) Sk

WAREANACE, HH AR BN E 5 =R ).
7¥:The Basic Setup (EAKE) MSF5
WAN+2LAN2 [ AR A .
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BEAR
il Basic Setup (JEARKE) [ FFFUH#EAT SOHO AL
=
7E: Basic Setup (JEARWE) [n)'FH T @A
SOHO 2%, HESLH ¢ B I IC B DhRE, T 10H
EdgeOS Mt & J I sl dm AT FL 1 (CLI) B HABARAS .
Internet i [ (eth0)
¥ eth0 EH 25 Internet &4
Internet connection type (InternetiEiEA)) HFHME
I B Internet JERE25A
« DHCP 1R ISP E Bl A1 R 2%
SECM S E, THIEBR LD
Use this wizard to set up basic Internet connectivity and to customize local network settings
~ Internet port (eth0)

Connect eth0 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet @ DHCP
connection type
Automatically obtain network settings from the Internet Service Provider

O Static IP
(O PPPoE
VLAN () Internet connection is on VLAN
Firewall @ Enable the default firewall
DHCPv6 PD @ Enable DHCPV6 Prefix Delegation
Prefix length UST_:J
Firewall @ Enable the default IPv6 firewall
IPV6 LANS etht, oth2 |

« StaticIP (F&ZSIP)  UnRMEHT ISP 2 M8 i N 4% 70 e 5%
MK BEE,

- Address (Hbilb) FEZ—A=rhf N IP Huht, 7E58—
g N T R FE IS Bl AT R

- Gateway (%) %A ISP WICARSS251 IP Hudk,
HE IR Internet 342 .

- DNSserver (DNSHRZ525) %A ISP HJ DNS fiR%2%
B OIP Hhdik, .

Use this wizard to set up basic Internet connectivity and to customize local network settings

v Internet port (eth0)

Connect eth0 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet (O DHcP
connection type
@® Static IP
Static network settings provided by the Internet Service Provider
Address ‘ |o/| o
Gateway [ ‘ o

DNS server ‘ o

() PPPOE
VIAN (J Internet connection is on VLAN
Firewall @ Enable the default firewall
DHCPv6 PD () Enable DHCPV6 Prefix Delegation

+ PPPoE WIS ISP fiH] PPPoE, Vh5ik#FILIETI,

- Account Name (IKFZFR)  HiAZ PPPoE MK 7 [
HFR o

- Password (1) f#i A% PPPo EMK )AL, .

Ubiquiti Networks, Inc.
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Use this wizard to set up basic Internet connectivity and to customize local network settings

v Internet port (eth0)

Connect eth0 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet (O DHcP
connection type
O Static IP
@ PPPOE

PPPOE account name and password provided by the Internet Service Provider

Account name | |l @
| |

Password [ ; © () show password

VLAN () Internet connection is on VLAN
Firewall ™ Enable the default firewall
DHCPv6 PD (J Enable DHCPv6 Prefix Delegation

VLAN Fib |Sp FTE S HE VLAN _Li#1T Internet i

oo WIS ISP FIARC VLAN SRR Internet iE

e, EEPMETL, W SAERMNEER S VLAN 0T

B E .

« VLANID %5 H VLAN, MIRAT A . %N ISP 18 FH i
VLAN ID.

VLAN @ Internet connection is on VLAN
VLAN ID

Firewall @ Enable the default firewall

DHCPv6 PD (0 Enable DHCPv6 Prefix Delegation

Firewall (FFAE) ABRAETEH. RG2S
NBi k851 B N #) EdgeRouter; X ¥F A AIE
N8 BRI AE G i 2R A

DHCPv6 PD J:4t ISP ffi ]l DHCPv6 PD (HTZRAREE) $2
HEIPvellR 5. Qi b EE, IEFF LRI B DL &0

+ Prefixlength (BUZ4<E) 435 H DHCPve PD, It
ETUATH . IEFRAHN I ATS K SE: 156, /60, 5% /164.

* Firewall (F5)UE) W3 H DHCPv6 PD, ik
Wial . RTINS E BN 1Pv6 [ ki 5 B8 2
EdgeRouter; X FCF A AL NI &5 F BEA i AH <
MERA, ERINEN T .

« IPv6 LANs #15)5 i DHCPv6 PD, IikTiA]

. B EIR IPv6 LAN 220, ‘EAT4 R A Al 4
BoE H H 515 IPve #40) LAN 2 AHTA (
B THA LAN, BN ethi
Fl eth2, B eth1 Al switchO E/R7ET IPv6
LAN ) . Fr5 LAN O ¥53@H RS slaac.

VLAN () Internet connection is on VLAN

Firewall @ Enable the default firewall

DHCPv6 PD @ Enable DHCPv6 Prefix Delegation
Prefix length ‘E )
Firewall @ Enable the default IPV6 firewall
IPV6 LANs etht, eth2

Ubiquiti Networks, Inc.

Chapter 12: Wizards (E%)

—~ LAN ({X ER-X, ER-X-SFP =} EP-R6)

Only use one LAN ({Xf#Ff— LAN) &bk Iin] ff
FH N A b =y 3k X 5%

One LAN o Only use one LAN

LAN i [ ({X ER-X, ER-X-SFP 5% EP-R6)

Address (Hbilt) FEEFE—Fihdm N IP Huhl, 7E%5 A%
N F- PR B AT 28K

DHCP ik %HE 5, EdgeRouter 2243 ML IP Mk,

~ LAN Ports (eth1, eth2, eth3 and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address | 1216811 1| 255.285.255.0

DHCP ™ Enable the DHCP server

Wi

At HERPoe-5, i5%4 %] 2 69 T1“Bridging
(ERPoe-5)"

Bridging (#1#%) i&#RIIETTATRE LAN 32 LA 3 A
[BIE

Wi AR RS, A E SERF R PAT RIS K
ZHENT, BRI L. (H2, R
MR Lo i 1 5 HPERE S T 252, AT DLA A
o

@ SEMHEATT T ER-X. ER-X-SFP B EP-R6.

Bridging @ Bridge LAN interfaces into a single network

Note: Enabling bridging will have performance impact since it is basically doing the task of a switch in software,
and therefore it is better in most cases to use an actual switch instead. However, it might be useful if the extra port
provided by bridging is required and the performance impact is acceptable, for example.

A L+ -

WA H Bridging (Mr¥%) , NIKCE LT HiH :
« “LAN ix [ (eth1)” £ 70 7T

o “(A[1% LAN iif eth2)” 28 70 71

o W% )5 Bridgingg (M¥82) , 443 “LAN i (eth1
0 eth2)” 857051
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LAN i1 (eth1)

W RAEH] Bridging (Mi42) , ¥ eth7 BRI A ]
&, WL, SRJ5, Hiili configure this section (L&
LI .

v LAN port (eth1)
Connect eth1 to your local network, for example, a switch that connects to your devices.

Address 192.168.1.1 /| 255.285.255.0

DHCP @ Enable the DHCP server

Address (ihilb) FEEE—FHHN P ik, 7R A
N T RS BT 2

DHCP & %AHE 5, EdgeRouter 2243 ML IP Mk,
(FTi%) % F3 LAN 350 (eth2)

WIRAR I RE, B0 Lok eth2E B 8% I A M 2% . B
7 configure this section (it & L7 .

Address (ihilb) FEEE—FHHN IP ik, 7R A2
N T RS BT 2 FE

DHCP & %AHE 5, EdgeRouter 243 | PHiME .

v (Optional) Secondary LAN port (eth2)

Optionally, connect eth2 to your secondary local network.

Address 192.168.2.1 /| 255.265.255.0

DHCP @ Enable the DHCP server

LAN i [ (eth1 F0 eth2)

WA A Bridging (MF4%) , BEAS K D ER B B 4%
/e HoAth B 5 E B AL W L. SRS, H.ili configure this
section (Fit & UL

v LAN Ports (eth1 and eth2)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 192.168.1.1 |7] 255.285.255.0

DHCP @ Enable the DHCP server

Address (Hbilb) fESE—FidN P ik, 7E55
N T WA B AT 4K

DHCP &t i%AME 5, EdgeRouter 240 IP Huhik.
4% (ERPoe-5)

Bridging (#73%) EBILEDTIA R LAN 45 DM 2] s
P2

MRt AR BE, UM E STERE P PAT BTSSR
ZHIENT, B AL, (H2, iR
Mr i g (LA s 1 5 ELPERE S v #2252, W] DL P A
¥,

Bridging @ Bridge LAN interfaces into a single network

Note: Enabling bridging will have performance impact since it is basically doing the task of a switch in software,
and therefore it is better in most cases to use an actual switch instead. However, it might be useful if the extra port
provided by bridging is required and the performance impact is acceptable, for example.
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1A AR

WAL F Bridging (Mf#z) , WIFCE UL FIiH -

« LURH (ATi%) 45 LAN 55 11 (eth) #B5

* LLRHILAN 5 H (eth2, eth3, Fl eth4) #7>

WIS Bridging (4D, MIEES|LLR i) LAN 3 1]
(eth1, eth2, eth3, 1 eth4) B4 .

(AT1%) % F3 LAN i [0 (eth1)

WAL Bridging (Hi45) , Ff eth1 43 21 45 1 A 1 74
4, WL, SR, Hiii configure this section (Jit'E
i1 DI

v (Optional) Secondary LAN port (eth1)

Optionally, connect eth1 to your secondary local network.

Address 192.168.1.1 1| 255.285.255.0

DHCP @ Enable the DHCP server

Address (ibib) FESE—FEREN IP Huhl, fEZE kR
BN T I HERY B AT 2K T

DHCP & i%HE)5, EdgeRouter > MC IP ikl
LAN i% [0 (eth2, eth3, #1 eth4)

WAL Bridging (#F2) , 4 eth2, eth3, Fil/ 5 eth4 i%
PR R/ Bc el (The eth2, eth3, Fil/5 eth4 231
HNAHM BRI HHLG T. ) SR)E, i configure this
section (FLE L)

~ LAN ports (eth2, eth3, and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 192.168.2.1 |/| 255.255.255.0

DHCP @ Enable the DHCP server

Address (iiilb) FESS—A=rd A IP ik, 7E55 A2
BN T R HERD B AT 284

DHCP & B ¥EAE S5, EdgeRouter x40 IP Hhuhik.
LAN i [0 (eth1, eth2, eth3, 71 eth4)

WG H Bridging (Mr#) , ¥ eth2, eth3, fl1/5% eth4 %
PR A/ B L. Cethl, eth2, eth3, F1/5X eth4 4>
BN 2% A Bl L . ) AR)E, il configure
this section (ALE L) .

Address (ihflt) FES—FriA P ik, £ =
N T P FEAD B AT 4K % .

DHCP & B ¥EAHE S5, EdgeRouter x40 IP Hhuhik.

v LAN Ports (eth1, eth2, eth3, and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 192.168.1.1 |/] 255.255.255.0

DHCP @ Enable the DHCP server

Ubiquiti Networks, Inc.
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User Setup(Fl P E)
&0 LU~ EdgeRouter it & W & 7 4 AT HS .
User (AF) EFEFHETZ —:

+ Use defaultuser ((FAENAAF) BRI ubnt.

- User (AP #HINHEHE AP 4FK.
- Password (ZFH3) HaNF &Y,
- Confirm Password (FEIAZZRY) FHIREIAFZEN,

v User setup
Setup user and password for the new router config.
User (@ Use default user
Use default user and password for the router. Password could be customized optionally.
User ubnt
Password !7‘

Confirm Password | ‘
L

() Create new admin user

(O Keep existing users

\ @ Cancel H B Apply ‘

+ Create new admin user (S|ZFHEERAF) GIEH
B ERBAIAH T ubnt. SERLT B
- User (AP HNHTEH G AR,
- Password (ZFHRL) Hi N,
- Confirm Password (FHIAZERS) FIRBIAFED.

v User setup
Setup user and password for the new router config.
User (O Use default user
(® Create new admin user
Create new admin user. Note: default user(ubnt) will be removed.
User ‘
Password ‘

Confirm Password ‘7 P—

() Keep existing users

‘Ocancel “BAPPN‘

+ Keep existingusers ((REBMBERAF) HHE
EdgeRouter FHLA H P 4%,

v User setup
Setup user and password for the new router config.

User () Use default user
() Create new admin user
@ Keep existing users

Keep existing users and passwords on the router.

| @ cancel || ® Apply

it Apply (A PRAFFTTEIE B, B Cancel (
BUE)

Ubiquiti Networks, Inc.
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Load Balancing Wizards(1 %} %75 5)

B R AR BT R B ) T AT A

* Load Balancing (£1%F¥%) Load Balancing (1%
T 1A S AE PSR Internetif 22 150 B L A 614,
PR R RS . IO AT LAYE W B R E Pk . B
EImN i TR

+ Load Balancing2 (£1%[F{72) Load Balancing2 (4
B 2) 1) A B AN A R e 4 B 15 B A A1 3
PR R RS . IO AT LAYE W B R E Pk P . B
% 28 74 T1”Load Balancing2 Wizard”

Load Balancing Wizard (1%} %[5 %)

Figz 8l

{¥H Load Balancing (1 #Fi1) 23 m) F@ L AR

Internet AR & HRAEFEI (ISP) I AN Internet IEFE R 15 B FEA

BT

Load Balancing (% F1f) Z&&m FHK S HmBEANE,

FE H & BN RS S =R 5.

%Y

H.i7 Load Balancing (% - fi7) 2223 [a] T I 4 E1F

i ¥% %] “Load Balancing (1% Ff7)"” 28 71 71#“Load

Balancing (fa#F#%1)” (f# FHERPoe-5[{I1EHLFRIN) , A

Ja#: 5|8 74 T1A“Load Balancing > ERPoe-5"

Load Balancing (£ £ 1&7)

#— Internet I [1 (eth0)

¥ eth0 EHZZRIEN Internet &z .

Internet connection type (InternetiEiEA!) HIFE

IR FH I SE — A Internet R,

« DHCP W ISP HAN NI ML I LM 28 B, T e F¢
IR T

Use this wizard to set up basic load balancing with two Internet connections from different Internet Service Providers.

It will generate a new configuration, completely replacing the existing configuration. A reboot is required for the new
configuration to take effect.

~ First Internet port (eth0)

Connect eth0 to your first Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet @ DHcP
connection type
Automatically obtain network settings from the Internet Service Provider

O Static IP
() PPPOE
Firewall & Enable the default firewall

- StaticIP (B#7SIP)  WIR ISP R I W 2% 7 L A5 ) 4%
W, EILEHEI

« Address (ibfib) FESE—FirbfoAN IP Huhl, 7E58 —F
Fh N F RS B AT 2R K

« Gateway (%) HiA ISP MIKCARSSASM IP ok, H
T Internet L,

- DNSserver (DNSARZ525) %A ISP [f) DNS iR%5 2%
[IPHBIE o

71



Chapter 12: Wizards ([A%) EdgeOS User Guide

. N . . 5 . . R v Second Internet port (eth1)
Use this wizard to set up basic load balancing with two Internet connections from different Internet Service Providers.

It will generate a new configuration, completely replacing the existing configuration. A reboot is required for the new Connect eth1 to your second Internet connection, for example, the cable modem or DSL modem, and select the
configuration to take effect. connection type.
Internet @ DHCP

connection type
~ First Internet port (eth0) Automatically obtain network settings from the Internet Service Provider

Connect eth0 to your first Internet connection, for example, the cable modem or DSL modem, and select the O Static IP
connection type.
() PPPoE
Internet O DHcpP Firewall @ Enable the default firewall
connection type
@® Static IP Failover Only () Only this interface if the other fails

Static network settings provided by the Internet Service Provider

Address ‘ ‘ o/ ‘ [i]

e e « StaticIP (F&7SIP)  WIHIEH ISP EoNIE I I 45 43 Bl &
DNS server ‘7‘0 Z&Mé@iﬁﬁ’

Firewall g::::emedefaultﬁvewall - Address (imi'”:) E%—‘*éqjﬁ)\ IP i‘miﬂ:’ T:Egg:
BT RIS BT S

- Gateway (XIP) %\ ISP WCARE A1 IP b
+ PPPoE UIRM&H) ISP PPPoE, ifikdIbikoii. bk, e fEInterneti®E i i

+ Account Name (TKkFZFR) HiAE PPPoE K F )44 - DNS server (DNSHR5525) %A ISP ) DNS k%5 &%
o AP

- Password (Z5R%) #iNI& PPPoE K 7 %564

v Second Internet port (eth1)

= — N N N
*s hOW_‘paS swo rd ( ML 7N Eg ) ﬁi EP JJ: I:‘ Im ﬂ u éTE I Connect eth1 to your second Internet connection, for example, the cable modem or DSL modem, and select the
ZIKEKZI_\.%—:EQ . connection type.
Internet (O DHcP
connection type

@ Static IP
Use this wizard to set up basic load balancing with two Internet connections from different Internet Service Providers.
Static network settings provided by the Internet Service Provider
It will generate a new configuration, completely replacing the existing configuration. A reboot is required for the new

configuration to take effect. Address [ ‘ o/ ‘ (i )
Gateway | @
~ First Internet port (eth0) DNS server e P
|
Connect eth0 to your first Internet connection, for example, the cable modem or DSL modem, and select the
connection type. () PPPoE
Firewall Enable the default firewall
Internet (O DHcP ¢
connection type Failover Only () Only this interface if the other fails
QO static IP
@® PPPOE

PPPOE account name and password provided by the Internet Service Provider

Account name ‘7 - 7‘0 M PPPOE ﬁu%jfg\\ E’g ISP 1EFH PPPOE’ iﬁii%ﬂ:tii:[ﬁo
Pasnand= | © 0 show password - Account Name (HFZFR) AN PPPoE K/ i
Firewall @ Enable the default firewall z *j\' °

- Password (ZRL) #Af& PPPoE K ' HIZ4D

Firewall (B5JH) 7EBRAIL TR AL TR 245 B " show paseword () JLUEIITEZE L
7 J k4 S £ EdgeRouter: (X At A HANHE AT AR
R P B FO RIS 0

v Second Internet port (eth1)
— e e e Connect eth1 to your second Internet connection, for example, the cable modem or DSL modem, and select the
connection type.
Internet O DHcpP
connection type
QO static IP
ZE =" Internet i [ (eth1) ® PrroE
> > PPPOE account name and password provided by the Internet Service Provider

¥ eth 1% &K Internet i%

¥4 eth? Fepk % (1 et i v s

Internet connection type (InternetiEiEZA)) EIFME Phsgr 0 & show password

FI 288 R S8 — A Internet 287,
Firewall @ Enable the default firewall

« DHCP W& ISP Ao NIEIHIMZ BN & E, 15 Fallover Only () Only this interface if the other fails

BRI .

Firewall (BFAE) TEBRNEHM FEH . HEISE BN
By -k 5545 B B FH 2 EdgeRouter; 1Y fo ¥ A AL A
A A AR R R,
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‘ Firewall @ Enable the default firewall

Failover Only ({X#[54#) BAEEH. RAZENIE
eth1 RIS etho , TEZEFFILIET

Failover Only () Only this interface if the other fails

NNELAE Internet i% 0

WRFEFE LN Internet i1, SR #if Add
Additional Internet port (/3 A Internet 31 11) .

v Additional Internet port

Port [etho 3]
Internet @® DHcP
connection type
Automatically obtain network settings from the Internet Service Provider
O Static IP
() PPPOE
Firewall @ Enable the default firewall

‘-Remove

+ Add Additional Internet port

Port (ifi[1) N Internet it & 1635 43 i3 1 o

Internet connection type (Internet FEiEA!) EHE

FI 288 FH R S8 — A Internet 257,

* DHCP 41RISP H By A M 25 73 I 2% 0B, 15 B 4%
IR T

« StaticIP (EZ7ZSIP) WIS ISP MR IR W 258 3 T i 25 X 2%
BE, IR,
- Address (Hblib) TEZE—FR& N P HubE, fEZE
g N T R FE D B AT R .

- Gateway (%) HiA ISP WMKAREASH IP Hudk,
H e fEfitInterneti%E 44 1 .

- DNSserver (DNSARZ52E) %A ISP HJ DNS JilR%5%%
AP HAL .

« PPPoE WIS ISP ffi ] PPPoE, 1HIEFFILLETI,

- Account Name (IKPZFR) HiANI&E PPPoE ik ' 1)
%*’J\o
- Password (3H3) #HiAM& PPPoE K/ (1%L
- show password (E/R#ZHRS) L ITA] LAAE A
SRR
Firewall (FFiE) FEEBRGAEBN NER. RIS ERIA
By -k 554 B B FH 2 EdgeRouter; 1Y fo ¥ A AL A3
A A AR R R,
Remove (#[%) i Remove (#[2) AR Internet
S
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LAN %[0 (eth2)

TR IER eth2 FERE R AL (AT HAL) , EH

7 configure this section (FiL & IH#4>) o A%
ERPoe-5, ER-X, ER-X-SFP, &}, EP-R6 % #4 3|58 73 71 “LAN
i [ (eth2, eth3, #1 eth4)”

Port (i) EFESER KA.

Address (ibib) IP & BRIESE —F4, TR
BT K oRTE S A,

DHCP & B 1%AHE S5, EdgeRouter 20 IP Hhhik.

v LAN port (eth2)

Connect the LAN port(s) to your devices or/and a switch that connects to additional devices.

Port eth2 &
Address ‘ 192.168.1.1 |7] 255.255.255.0
DHCP @ Enable the DHCP server

LAN ix 0 (eth2, eth3, 71 eth4)

(ERPoe-5, ER-X, ER-X-SFP, &Y, EP-E6) U544 eth2, eth3,
/8% eth4 452 2% % /S22 L, 15 5. configure
this section (FiE M) - (eth2. eth3fl/meth42>
SR A b P 6% R A e b L T )

Port (im[1) K HZNEFE switchO 3 .

Address (ihilt) IP Hibk& BoRTESS —FH, TR
AT B R TE SR A

DHCP &+ i%HE)5, EdgeRouter 2 C IP Hihk.

~ LAN ports (eth2, eth3, eth4)

Connect the LAN port(s) to your devices or/and a switch that connects to additional devices.

Port switch0 ¢ |
Address ‘ 192.168.1.1 ‘I; 255.255.255.0
DHCP ™ Enable the DHCP server
N
RPRgE

f T LN EdgeRouter fit B ¥ & FH /44 A5 Y .

User (AIF) GEHTFAETZ —:

+ Usedefaultuser (FABIARAF) EBHBIAHF vbnt.
- User () HWIAWEBERHP A,
- Password (D) BB,
- Confirm Password (FHIAZERD) FIREIAFTED.

v User setup
Setup user and password for the new router config.
User (@ Use default user
Use default user and password for the router. Password could be customized optionally.
User ubnt
Password [ ‘

Confirm Password | ‘
L

() Create new admin user

(O Keep existing users

@ Cancel ‘ \ B Apply ‘
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+ Create new adminuser (S|ZHEERHEF) GI&H
LG P IEMIBRERAA R P ubnt o SERL R AW B :

- User (FHF) I NHIEHE LA %K.
- Password (L) NN,
- Confirm Password (FRIA\ZFRL) FIREANFEL,

v User setup
Setup user and password for the new router config.
User (O Use default user
(® Create new admin user
Create new admin user. Note: default user(ubnt) will be removed.
User ‘
Password ‘

Confirm Password ‘7 .

() Keep existing users

\Ocancel HBAPPN‘

EdgeOS User Guide

B .

Load Balancing > ERPoe-5

RREE

&7 LN ) EdgeRouter it & ¥ & i 1 4 A5G .
User (FIF) EH TFHIETZ —:

Use defaultuser (ERZRIAFAF) BIEAHF ubnt.
- User (FHF) B NHIEHE AP %K.
- Password (L) NI,

- Confirm Password (S|EFHEEGRAF) GIEHE
BEOUF P IBRERAH P ubnt. SER R AR E

+ Keep existing users ((RBIMEAF) *RHE
EdgeRouter FEILA H &R,

v User setup
Setup user and password for the new router config.
User () Use default user

() Create new admin user

@ Keep existing users

Keep existing users and passwords on the router.

o cmet [ mwmn

v User setup
Setup user and password for the new router config.
User (@ Use default user
Use default user and password for the router. Password could be customized optionally.
User ubnt
Password ‘7‘

Confirm Password ‘ ‘

() Create new admin user

(O Keep existing users

l @ Cancel ‘ B Apply

LAN-ZE-LAN HEB&

LAN-Z-LAN HEBR DI BEKs M Ak -1 R HEBR LAN 2 LAN
V. Hid configure this section (ft & IL#7y) 7%
FHLThRE

B T AT S22 N BAE AT A WAN 22 160858 i 4 i 26 .
ZXFT LAN & WAN iR (H2, BAFELEMN
LAN #| LAN [P R SEE s 87 AT U ALAN

X 25 1) 232 o5 <K i /NAT 240,75 386 FH O B3 K B8 SR Hhids i — 4%

H, SR EZH7E LAN 2 LAN H P8 58 3% .
HEZER, G5 1E g i N
NAT)” .

@ 7E: LAN W28 RN i 25 S T D T B e

LAN-Z-LAN HEF: Ik 0K M A7 371 R HEER LAN-
F-LANE. EAEN TEA.

Create new adminuser (S|EHEEGHFA) Q&N
B AP I MBRERAH P ubnt o SERCT VIR E :

- User (AP #WINHIEHE AP %K.
- Password (ZFRY) My ANFEEN,

- Confirm Password (FRIAZZRY) FHIREIAFZEN,

v User setup
Setup user and password for the new router config.
User (O Use default user
(® Create new admin user
Create new admin user. Note: default user(ubnt) will be removed.
User ‘
Password ‘

Confirm Password ‘7 .

() Keep existing users

\Ocancel HBAPPN‘

+ Keep existing users ((REBIMBAF) H#HE

EdgeRouter FILA H P 4,

~ LAN-to-LAN exclusion
Enable LAN-to-LAN exclusion to avoid load-balance traffic that is going from LAN to LAN.

LAN-to-LAN
exclusion () Enable

@ Cancel ‘ | B Apply ‘

Bk Apply (M HD PRAFFTERIE S, 20588 Cancel (

74

v User setup
Setup user and password for the new router config.

User () Use default user
() Create new admin user
@ Keep existing users

Keep existing users and passwords on the router.

o concel | [ ® Aoy |

Ubiquiti Networks, Inc.
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LAN-to-LAN Exclusion(LANZE LAN H[%)

LANZLAN HEFR Zhae4 I P4 HEFR LAN 22 LAN it
. ¥ configure this section (fit & IHt#B4y) Al HE
HIhEE .

TR AT T RS 22 B8 FH ) WAN $22 1161 2855 R i Hh 2
XXF LAN & WAN Vi RiE A Hig, BATFEEMN
LANZILAN I3 5 o s il o B . AT UESN LAN
W) 25 61) 4 87 K 435 /NAAT 2H F7E 38 FH 115 K 435 S s s n—
ZHN, AF/FIRALAE LAN & LAN H B9 58 = 8%
*x. BEZIEE, 525827 71 “Firewall/NAT
$Z/NAT)”

@ 7E: LAN 28 R A 2B e+ 58 T e )

LAN-Z-LAN HEfg DLk 08 M 1 B R HERR LAN 2
LANJiiE. 1EBOAER R

~ LAN-to-LAN exclusion
Enable LAN-to-LAN exclusion to avoid load-balance traffic that is going from LAN to LAN.

LAN-to-LAN
exclusion () Enable

@ Cancel ‘ B Apply ‘

o Apply (NMAD PRAFFTERIE B, B Cancel (HX
M) .

T E2ES

Fia < Al

{iH Load Balancing2 (%1 #:*¥-##2) Load Balancing2 (
ECTT2) 22 ) Fl I AN AN [F] ) o g B ik B R AR
ECE . 1% BEARE KR H BFRMZ (EdgeRouter J5TH
FIMZE) [IpTE Bk EdgeRouter i idt /4N G £k B 4%
Z P H gk, FRE, RIER) H ARSI R R IX
Fo

Load Balancing2 ($fi# Vi) 4% m S BB E,
It H LA N B fEEHE 3.

LA

.17 Load Balancing2 (i # F1i72) 23k T ih#:
fEo .
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Use this wizard to set up basic load balancing and failover using two wireless links. The setup assumes that all traffic from
the “target network" (i.e., the network "behind" this router) will be routed by this router through one of the two wireless
links to the destinations, and vice versa for traffic destined to the target network.

This wizard will generate a new configuration, completely replacing the existing configuration. A reboot is required for the
new configuration to take effect.

Target network @

Firstlink @

Second link &
(= =) frstiink —

- wm - -y

|
|
| 7

) Failover only

| QR p— |

First link nexthop @ Second link nexthop @

| @ cancel || B Apply

EEPNTES
(interface) (300) EFAHBIAIEE

(network address) (M4&thiiE) %\ Hin 2 K] IPvALD
e MRS B AT 2 . nfil:  192.0.3.1/24

E—iEE
(interface) (300) EFAHBIAEE

(network address) (#&Hbtit) AT —NILLEEDN
IPvaRi il DL - I FERS B AT 25 . nfl: 192.0.1.1/24

AN

(interface) (%) EFEMPIMEO,

(network address) (4&ihtE)  HIANE AN LELEEZERN
IPv4 ik LR RS ER AT SE . 7 ]: :192.0.2.1/24
NI PERE 7%

(checkbox) (Ei%tE) FEERAEN FEEH . WRAEN
FESE — AR R IUNH8 58 AN, 1RSIk I
E— &%z Nexthop

(next hop address) (TT—NEk=) AR —/NICL&HER:

N —BR AR IPva bl g — N E S N A st
o Nl 1192.0.1.2

28 Z /M ¥ Nexthop

(next hop address) (TT—NEkm=) HIANGE /N ZkdEs:
N —BR AR IPva bl g — N E S Bz A sl
. RHl: 192.0.2.2

Hif Apply (B AD PRAZFTTEMIE S, B Cancel (
BE)
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Switch [5)5 (ER-X, ER-X-SFP, 5% EP-R6)

¥ 0 G 2> ¥ EdgeRouter X. EdgeRouter X SFPI{

EdgePoint EP-R61% & 225 i HL .

BB 9]

@ SE: MRS R IP/VLAN BEE A I VLAN W S
B, B, WRBE TEE VLAN, (H2K
FEAE A5 1 E ¥ B VLAN, ] EdgeRouter /£ 57
JAENE TN, TR EEE N BRIMEA R

LU .
Management VLAN (ZIE VLAN) E#HEIA] AR
A A HEERAVLAN.

« VLANID i A\HTEHIAHRN VLANID. A 2EHE1
31 4087.

Management IP (ZIE IP)  JEFAN N IET

« DHCP E&FFILiETin]f£H DHCP HZZREUE # 1P ikt
A 258 B

Use this wizard to set up the device as a simple layer-2 switch

~ Management access
Configure network settings for management access

Management
VLAN © Use non-default VLAN for management

VLAN ID e

Management IP  (8) DHCP

Automatically obtain management IP and other network settings using DHCP

O static IP

« StaticIP (B&7SIP) EFFMHIETI W EEFFSEI IP
BE AN Al X 48 5
- Address (Hbilb) FEZ—A=rhf N IP Hhht, 7E58—
e kDN S B R = 128 5
- Gateway (M%) #N ISP ISCRSS 2K IP Mk,
HEIRAE Internet %4 & .

- DNSserver (DNSHRZ525) %A ISP HJ DNS fiR%52%
HIPHAL .

Use this wizard to set up the device as a simple layer-2 switch

~ Management access
Configure network settings for management access
Management

VLAN @ Use non-default VLAN for management

VLAN ID [ ()

ManagementIP () DHCP
@ Static IP

Static management IP and other network settings

Address [ ‘ o/ i (i}
J

Gateway ‘ } (i}

DNS server ‘ ‘ (i ]
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VLAN B0

Enabled (2/2F) M EdgeOSv1.8.5i2, KAt i

) VLAN ZhRE. Wi s F IR, AT 75 A e LA =

rp g B AN DR AR IC AT AR IS VLAN. W SR AR I ik 10

FIZERPIRAS (BRI, A el 6 H shil B VLAN

W ORW &m0 VLAN IHRERITR B 2 B3 H)

A Hhiim [

5 2 H VLAN Aware  (VLAN JEE) T Y43 28 e

fic & DL Rk,

« pvid F N DR IR (VLAN) ID. A 300 21
#4087 .

< vid BIAERLSEM (VLAN) ID. o4 H 24 VID;
EHIE S0 VID. A%GEHEZE 13 4087,

~ VLAN Aware
@ Enabled
v Switch Ports
Config pvid and vid for each switch port. Multiple values is supported for vid.
etho
pvid ‘ ‘ (]
vid ‘ - 7‘ (i}
eth1
pvid ‘ - W‘ (i}
vid ‘ R = ‘ 0
eth2
pvid ‘ ‘ (]
vid ‘ ‘ (i)
eth3
pvid ‘ ‘ (i}
vid ‘ R 7777‘ (i}
ethd e
pvid ‘ ‘ (]
vid ‘ ‘ (i)
A Y \;‘L (===
RPxE

10T LLAEN ) EdgeRouter fit B 3 E ] 1 44 A5
« User () HEHETHEIZ —:

+ Use defaultuser (EAEZARF) B#HEGAHF,
ubnt.

- User (FHF) i NFEPE A P 4K,
- Password (ZHD) My ANBHMY,
- Confirm Password (FEIAZFRL) FRMANHEL,

v User setup
Setup user and password for the new router config.
User (@ Use default user
Use default user and password for the router. Password could be customized optionally.
User ubnt
Password ‘7‘

Confirm Password i:‘

() Create new admin user

(O Keep existing users

l ; C;ncel 7‘ \ .} Appl; ‘

+ Create new admin user (GIZHEERAF) A&
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EHGH P IFMERERAH 7 ubnte SERCT FI R E :

- User (AAF) HIAMEERHP K.

- Password (3ZR3) HINFTEM,

- Confirm Password (FRIAZEHD) FIREINFTEL,

v User setup
Setup user and password for the new router config.

User (O Use default user
(® Create new admin user
Create new admin user. Note: default user(ubnt) will be removed.
User
Password

[
Confirm Password [

(O Keep existing users

‘ @ Cancel 8 Apply |

+ Keep existing users ((RBMEAF) *RHE
EdgeRouter [ [HLAH H 7 4 F%AY .,

v User setup
Setup user and password for the new router config.

User () Use default user
(O Create new admin user
@ Keep existing users

Keep existing users and passwords on the router.

‘ o cancel | \ ® Apply |

EF;—;E Apply (MHAD fRAFFTERIE S, s diCancel (HL

H) o

SOHO Deployment Wizards

Za A m S g SRR N A E

(SOHO)# &

* A Internet ¥ AL E Internet iEF:F1 NATmasquerade
* A Internet i I i3 FHERIA B K 36 15 B

« NAHLIZE 5 H DHCP IR 5525 T fie

s Ha WAL FH DNS (84 R ¥k

* H3hJy PPPoE (LKW M2 ) LR TCP MSS (
BRI BN 4]

AR SOHO i 22 e 1) F Al (A H «

© WAN+2LAN 223 35 AT 3R 15 [ iR 2 A 1O i A . WAN

U2 eth1. 31 ) WAN+2LAN Wizard [6] 5%

\
T

« WAN+2LAN2 WAN+2LAN2 %5105 o - EMi i LAN
B2 /B LAN #2100 ERCE TR . WAN i 2
eth0. B AJPATE W B HE A E A ik . 5] 8579
Tl “WAN+2LAN2 Wizard”

@ 7E: WAN+2LAN2 [ 3 5 B A 22 25 1) AR A .

KEIAE
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WAN+2LAN Wizard
FIaZ HI
WRCACE EdgeRouter, f84 WAN+2LAN %% [m] A

" H. X4 EdgeRouter fi FHBRIARCELI, Zekéfi] 54 mT
A

n[iEY EdgeOS i & 51 ¥ EdgeRouter F & A 2k
INWHE:

Wizards Tab ([a$45%) ﬁ—zﬁﬂmwﬂhﬁﬁ WAN+2LAN
wAEES, EBoR FIAEs: .

v This template is currently unavailable because the router's configuration
has been changed. Please reset the configuration back to the default
| i settings if you wish to use a setup wizard.

! | u Reset to Delau\ztonrg uration i

$E|3 B Reset to Default Configuration (Eﬁﬁgjw}\@aﬁ) , ﬁ}:i"ﬁ 731}='
5 LU B AT EAE

BEiA

A WAN+2LAN %2235 |7 S - 4517517 SOHOTL & -

TERER| NI WAN+2LAN #5743 (fd FHERPoe-5 [ 175 1
AN, RS 58 78 T1IRY“WAN+2LAN > ERPoe-5"

@ JE: WAN+2LAN 235w S T 364K SOHO W
#%, ESUISEENICE RE, & H EdgeOSHLE
FAHBAT AT A (CL) B HANRZ, .

WAN+2LAN
LAN i7 1 (eth0)
¥ eth0 E B AHUM L, WAz Al .

Use this wizard to set up basic Internet connectivity and local network settings
v LAN port (eth0)
Connect eth0 to your local network, for example, a switch that connects to your devices.

Address 192.168.1.1 /| 255.255.255.0 i}

DHCP @ Enable the DHCP server

Address (ibiib) [P k4
BT P R AR 56
DHCP &t B 1EHE 5, EdgeRouter 270t IP Hhhik.
Internet i% [ (eth1)

¥ eth1 R IEH Internet %

Internet connection type (InternetiFE#ZEEAY) EFE

I ZAE 1 Internet 3E#:25 8,

« DHCP 3 ISP HEIAE I ECMN A R E, 1HIERE
BRI

WORFESE R, TR
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v Internet port (eth1)

Connect eth1 to your Internet connection, for example, the cable modem or DSL modem, and select the connection
type.

Internet @ DHCP

connection type
Automatically obtain network settings from the Internet Service Provider

O Static IP

() PPPOE
Firewall @ Enable the default firewall

EdgeOS User Guide

(AJ%E) % F LAN i [0 (eth2)

MR eth2 EHBIAMM L (AAZHbl) , E oS
configure this section (fit & H#70) -

Address (ihiit) IP Hubk&s BIRTESE —#2r, F MY
BT ZRA R TE S A,
DHCP ikt Ei%MEJS, EdgeRouter X3 MC IP k.

« StaticIP (B275IP) G ISP Ay f48 (1t /R 25 /3 i i 245 0 4%
BE, THIEREIIET,
- Address (ihiif) FEZE—AAdmA IP Hubk, R385 —
FE AN T AL B AT R .
- Gateway (M%) #Hi A\ ISP WCHRZE#RHT IP Hill,
e it Interneti® #22 4 .

- DNSserver (DNSARZ52E) %\ ISP # DNS Jil% %%
B 1P bk

v (Optional) Secondary LAN port (eth2)
Optionally, connect eth2 to your secondary local network.

Address 182.168.2.1 /| 255.255.255.0 (i ]

DHCP @ Enable the DHCP server

lecancgl H B Apply ‘

v Internet port (eth1)

Connect eth1 to your Internet connection, for example, the cable modem or DSL modem, and select the connection
type.

Internet (O DHcP
connection type
@ Static IP

Static network settings provided by the Internet Service Provider

Address | ‘ o/ (i}
|
Gateway [ | @
DNS server p— | @
() PPPOE
Firewall @ Enable the default firewall

* PPPoE H1RM) ISP/ PPPoE, iHikffibitii.
- Account Name (HKFZFR) HIAL PPPoE ik /- ]
R
- Password (1) My AN PPPoE M/ )& 1l
- show password (E/RZRS) G LITAT LAAESL
ENTNATR

v Internet port (eth1)

Connect eth1 to your Internet connection, for example, the cable modem or DSL modem, and select the connection
type.

Internet O DHcpP
connection type
QO static IP
@ PPPOE

PPPOE account name and password provided by the Internet Service Provider

Account name 0
Password © () show password
Firewall @ Enable the default firewall

Firewall (BFAE) TEBRNEHM NEH. HEISEERIA
B -k 5545 B B FH 2 EdgeRouter; 1Y fo ¥ A AL A
Al A AR R R,

Firewall @ Enable the default firewall

78

o Apply (M HD PRAFFTERIE B, B9 Cancel (
BUE) .

WAN+2LAN > ERPoe-5

AJi% %M LAN i [0 (etho)

WK etho ERER| & AN ZS, 1 ¥ configure
this section ([t & H#7) « .

Use this wizard to set up basic Internet connectivity and local network settings
~ (Optional) Secondary LAN port (eth0)
Optionally, connect eth0 to your secondary local network.

Address 192.168.1.1 /| 255.255255.0 (i}

DHCP & Enable the DHCP server

Address (ihiflt) 1P Hibb& BoRTESE —F2d, TN

BRSNS AT EE Y =t

DHCP & B EHE /5, EdgeRouter 2x73At IP #ihik.

Internet i [ (eth1)

¥ eth1 EH 2B Internet 4z,

Internet connection type (InternetiEfEZAY) EFEE

FI 2548 F Y Internet JEE2RAL,

« DHCP 4R ISP HE NI FL 2% BB, 15 i% %
Jli v, AL

v Internet port (eth1)

Connect eth1 to your Internet connection, for example, the cable modem or DSL modem, and select the connection
type.
Internet @ DHCP

connection type
Automatically obtain network settings from the Internet Service Provider

O Static IP
() PPPOE
Firewall @ Enable the default firewall

. StaticIP (F27S IP) WIS ISP I N 45 43 it BR A
HHE, THIEBIED,

Ubiquiti Networks, Inc.
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- Address (Hbilb) FEZ—A=rhf N IP Hhht, R385 —
FE A N R AR BT SR o

- Gateway (M%) #N ISP MICHRSS2%H 1P Mk,
HEHRAE Internet 342 4.

- DNSserver (DNSHRZ525) % ISP HJ DNS fiR%2%

(1 1Ptk
v Internet port (eth1)
Connect eth1 to your Internet connection, for example, the cable modem or DSL modem, and select the connection
type.
Internet (O DHcP
connection type
@ Static IP
Static network settings provided by the Internet Service Provider
Address | ‘ o/ | ®
Gateway [— 1@
DNS server r - | @
() PPPOE
Firewall @ Enable the default firewall

+ PPPoE UWISHIEW) ISP fHiH PPPoE, ifik#FILEIi.

- Account Name (IKFPZFR) HINE PPPoE k' 1)
HFR o

- Password (D) HiA% PPPoE K/ & .
- show password (E/RZHRL) LA LITA] LA A

BoRE.

v Internet port (eth1)

Connect eth1 to your Internet connection, for example, the cable modem or DSL modem, and select the connection

Internet O DHcpP
connection type
QO Static IP
@ PPPOE

PPPOE account name and password provided by the Internet Service Provider

Account name (i ]

Password © (3 show password

Firewall @ Enable the default firewall

Chapter 12: Wizards ([a]%)

~ LAN ports (eth2, eth3, and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 182.168.2.1 1| 255.2565.255.0 [i]

DHCP @ Enable the DHCP server

| @ concel || B apoty |

Bl Apply (MH)D RAFFTERIRE M, 8iHd Cancel (
B .

WAN+2LAN2 Wizard

FriaZ 8l

BIff CLic & EdgeRouter, fEABSATT LA A WAN+2LAN
AT, WAN+2LAN 22350 S B il E, I+ A
TR EAE N B B 5 E 55 5.

@ 3E: WAN+2LAN2 [7) 5 5 3 A 2238 6] S AR FE]

BEIA
i WAN+2LAN2 7235 [ S P 453847 SOHO it & .
@ JE:WAN+2LAN2 2225510 5 F T @ 3 364 SOHO ™Y

2%, BSRPLERMINELIAE, WA EdgeOS ML &
FrIH B AT S (CL) B Al RS -

Internet i [ (eth0)

¥ eth0 IEHZ R K] Internet L%,

Internet connection type (Internet ZFEiEAAY) LM

2548 FH I Internet JEE2R AL,

. DtI-I];Pﬁ W ISP H B NI L S B4 B, TE IR
BRI

Firewall (B A4E) TEBRUMEDLFEH . SRR BRI
[ -k 15 5 B B FH #EdgeRouter; X fC 4 A HUFIAL N7 &
15 FH BE A A AH it /s Ay,

Firewall @ Enable the default firewall

LAN i [0 (eth2, eth3, 71 eth4)

WHRIER eth2. eth3F1/mkethd 345115 £ Fil /552
Hl, %5 configure this section (Fit & ILH70) -
(eth2. eth3Hil/elethd £ B A A i 2% () 52 A L 1
)

Address (ihflt) 1P Hibk & BoRFESE —F2d, T ML
BRI B R TE SR A

DHCP % B 1%EHEf5, EdgeRouter 20 Ft IP Hhhik.

Ubiquiti Networks, Inc.

Use this wizard to set up basic Internet connectivity and to customize local network settings

~ Internet port (eth0)

Connect eth0 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet @ DHCP
connection type
Automatically obtain network settings from the Internet Service Provider

O Static IP
() PPPOE
VLAN () Internet connection is on VLAN
Firewall @ Enable the default firewall
DHCPv6 PD @ Enable DHCPV6 Prefix Delegation
Prefix length (/56 3
Firewall @ Enable the default IPv6 firewall
IPV6 LANs | etht, eth2

. StaticIP (E27SIP) TS ISP oM (1) X 28 45 L 0 4 X 4%
WHE, IHEEEm.

- Address (Hbilb) FEZH—A=rhf N IP kb, 7E55—
e N T R RIS B AT SR

- Gateway (P3) i ISP MCARS 251 IP Hudl,
HE AL Internet 3422 A .

- DNSserver (DNSARZ528) %\ ISP HJ DNS fiR%%%
1 1P Hihk .
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Use this wizard to set up basic Internet connectivity and to customize local network settings

v Internet port (eth0)

Connect eth0 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet (O DHcP

connection type @ o
Static network settings provided by the Internet Service Provider
Address ‘ o/ i o
Gateway ‘ (i)

DNS server ‘ o

O PPPoE
VIAN (J Internet connection is on VLAN
Firewall @ Enable the default firewall
DHCPv6 PD (0 Enable DHCPV6 Prefix Delegation

« PPPoE WIRHE[) ISP i H] PPPoE, 1HiL+FILIEDI,
- Account Name (fKFZFR) HIAE PPPoEMK )
R
- Password (##3) #Hy A PPPoE K /' B %A .

Use this wizard to set up basic Internet connectivity and to customize local network settings

v Internet port (eth0)

Connect eth0 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Internet (O DHcP
connection type
O Static IP
@ PPPOE

PPPOE account name and password provided by the Internet Service Provider

Account name | |l @
| |

Password [ ; © () show password

VLAN () Internet connection is on VLAN
Firewall ™ Enable the default firewall
DHCPv6 PD (J Enable DHCPv6 Prefix Delegation

VLAN ISP EE Y H7E VLAN 4T Internetl 3.

R ISP AR ICVLANSR$ it Interneti® 2, 1R FR I

R, 1) 52 R HC BDR B VLANSE O R TR R E

« VLANID #0055 R VLAN, DRI . % A ISPAE i
VLAN ID.

VLAN @ Internet connection is on VLAN
VLAN ID

Firewall @ Enable the default firewall

DHCPv6 PD (0 Enable DHCPv6 Prefix Delegation

Firewall (BFAE) TEBRGNEH NEH. HEISEERIA
5 k1% 5 & 3 F #) EdgeRouter; X fo ¥ A A M AL NI
A A AR R R,

DHCPv6 PD J:it |SP fi ] DHCPv6 PD (HTZALER) f2

HEIPVORSS . WA LB, IEPRSLIETUIFECE LA &0

« Prefixlength (FUZ%4<E) W15 H DHCPv6 PD, It
ETUATH . EPRAHN RIS KE: 156, 160, 5% /64.

« Firewall (f5:Ai5)  4nif 5 H DHCPv6 PD , 1Lk
W] o ke ERIA IPv6 [y K s B B 31
EdgeRouter; X o VF A HAIAL N & 14 FH BE A 19 FH 5
MERA, EERAE T
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« IPv6 LANs 155 H DHCPv6 PD , IETH A . ¥ s
IPv6 LAN £ [1. "EAT4EIA T E H H 5 M-S 1Pve
B4 LAN $2 00AHE CHFER 74 LAN,  [REsT
M eth1 Fil eth2, 5 eth1 Fil switchO /R 7E
T IPv6 LANH) . FATH LAN EO¥fE RS slaac.

VLAN () Internet connection is on VLAN

Firewall @ Enable the default firewall

DHCPv6 PD @ Enable DHCPv6 Prefix Delegation
Prefix length ‘E )
Firewall @ Enable the default IPv6 firewall
IPV6 LANs etht, eth2

—™ LAN ({X ER-X, ER-X-SFP, 2} EP-R6 )

Only use one LAN ({XfER—LAN) &k Al 5
F— A Jey 3 2%

One LAN o Only use one LAN

LAN i 0 ({XER-X, ER-X-SFP, T EP-R6 Only)
Address (ibib) FESE—FERfN IP Huhlk, 7R kR
T RS B AT 4K

DHCP & E #EAHE 5, EdgeRouter 240 HC IP Mtk

~ LAN Ports (eth1, eth2, eth3 and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address | 1216811 1| 255.285.255.0

DHCP ™ Enable the DHCP server

g

5 ] ERPoe-5, 1% %”Bridging (ERPoe-5)" &

81 71 “Bridging (ERPoe-5)"

Bridging (#f#%) &FILIETADE LAN £ DM 3 B
A 2%

MRl AR RS, DO E S EBRAE R AT TS K
ZHIEDLT, Bl (B2, R EE
Mrie R LA 10 11 5F HAE R Rem il #2532, DU AT LLAd F A
.

@ M A T BT ER-X, ER-X-SFP, &% EP-R6.

Bridging @ Bridge LAN interfaces into a single network

Note: Enabling bridging will have performance impact since it is basically doing the task of a switch in software,
and therefore it is better in most cases to use an actual switch instead. However, it might be useful if the extra port
provided by bridging is required and the performance impact is acceptable, for example.

A R IESE:

WIRAEH Bridging  (Bf#%) » WIRCE UL RIH
* LR ¥ LAN i 1 (eth 1)35 43

- “(A[3% LAN ifi[] (eth2)” 5 81 T

W5 H Bridging (M%) , NI% %28 81 TAAY “LAN
%00 (eth1 1 eth2) ”

Ubiquiti Networks, Inc.
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LAN i1 (eth1)

WIREEF Bridging (Mf%) , K eth 1R A/
%, WAZHHL. SRJ5, i configure this section (Fit &
11155 DI

v LAN port (eth1)

Connect eth1 to your local network, for example, a switch that connects to your devices.

Address 192.168.1.1 /| 255.285.255.0

DHCP @ Enable the DHCP server

Address (ihilb) FEEE—FHHN P ik, 7R A
N X R AT K

DHCP & %AHE 5, EdgeRouter 2243 ML IP Mk,
(FTi%) % F LAN % 1 (eth2)

U REE M, 0] DA eth2iE 3 3 & FHA M 4% . 4R
J&, i configure this section (L& ILEEY)
Address (hfib) FEZ—F i ANIPHIbE, 7E55 —F i
T RS BRI 7K

DHCP ik %AHE 5, EdgeRouter 243 IP Mkl

v (Optional) Secondary LAN port (eth2)

Optionally, connect eth2 to your secondary local network.

Address 192.168.2.1 /| 255.265.255.0

DHCP @ Enable the DHCP server

LAN i [ (eth1 F0 eth2)

WA A Bridging (MF4%) , BEAS K D ER B B 4%
/e HoAth B 5 E B AL W L. SRS, H.ili configure this
section (Fit & UL

v LAN Ports (eth1 and eth2)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 192.168.1.1 |7] 255.285.255.0

DHCP @ Enable the DHCP server

Address (ihilt) FESE—F A IP bk, 7R —A4h
N T RSB AT SR B .

DHCP &t i%AME 5, EdgeRouter 240 IP Huhik.
Bridging (ERPoe-5)

Bridging (#i#%) EHUILIEDUA LAN £ O3 A
B2 98

Wik R AR I R, A E S TE A BT S e WL AT 55
RZHIEH T, AR L. (22, W FEE
MR AL A AN 1 1 F B sz nT 8252, AT DA
Mrdz.

Bridging @ Bridge LAN interfaces into a single network

Note: Enabling bridging will have performance impact since it is basically doing the task of a switch in software,
and therefore it is better in most cases to use an actual switch instead. However, it might be useful if the extra port
provided by bridging is required and the performance impact is acceptable, for example.

Ubiquiti Networks, Inc.
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A PP IL

WIREEH Bridging (M%) , WIBCE LA FIE :

o N—FEM(ATiE) % H LAN b [ (eth 1)3584)

o F—FEHILANGG I Ceth2. eth3fleth4) #4y tn % )H

Bridging (M¥#%) , WA Z|LL T FILANYG 1 Cethl. eth2
. eth3flleth4) 4y .

WA Bridging (HFHE) , MIEES] LR HILANS [
(eth1. eth2. eth3flleth4) 4y
(FT3%) & 3 LAN &% 1 (eth1)

WREEH] Bridging (Hif%) , K eth1 33245 i A< i )
4, WL, SRJ5, Hii configure this section (Jil'E
i1 DI

v (Optional) Secondary LAN port (eth1)

Optionally, connect eth1 to your secondary local network.

Address 192.168.1.1 1| 255.285.255.0

DHCP @ Enable the DHCP server

Address (itfflb) FES—FdfA 1P ik, 7R3
N T R BT S K

DHCP & i%HE)5, EdgeRouter x4 C IP Hihl.
LAN i [ (eth2, eth3, 71 eth4)

WA H Bridging (Mf4%) , K eth2. eth3fl1/ieth4
HERE B AA /BT HHl.  (eth2. eth3Fl1/mketh4 4k
RNAHM BRI HHLG . D SR)E, i configure this
section (PCE D) .

~ LAN ports (eth2, eth3, and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 192.168.2.1 |/| 255.255.255.0

DHCP @ Enable the DHCP server

Address (ihib) FESE—FrRf N IP Mk, 7R —#id
B N AL B AT K

DHCP & B ¥EAHE /5, EdgeRouter 20 IP Hhuhik.
LAN i [ (eth1, eth2, eth3, 1 eth4)

WG H Bridging (Mr¥2) , 4 ethl, eth2, eth3, F1/8%
eth4 LR & FN/BZ #ebll. (ethl, eth2, eth3, F1/5%,
eth4 S N A 25 (Sl H . D) X5, Hak
configure this section (fit & H#70) -

Address (ihilt) FES—F=riA P ik, £ =
BN T P HERD B AT 284

DHCP & B ¥EAHE /5, EdgeRouter 20 IP Hhuhik.
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v LAN Ports (eth1, eth2, eth3, and eth4)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address | 152168.1.1 |1] 2552552550
DHCP @ Enable the DHCP server
User Setup(Fl A% E)

1T LA E ) EdgeRouter fit & ¥ & FH 71 42 A5

User (AP & TFHETZ —:

+ Use default user ({FH2IARF)
- User (FAF) HMIAFEERHP A,
- Password (1) HNHZEN.

- Confirm Password (FRIAZZRY) FHIREIAFZEN,

B 7 ubnt.

v User setup
Setup user and password for the new router config.
User (@ Use default user
Use default user and password for the router. Password could be customized optionally.
User ubnt
Password ‘7‘

Confirm Password ‘7‘

() Create new admin user

(O Keep existing users

\ @ Cancel ‘ B Apply L

+ Create new adminuser (S|EHEIEREF) GIEH
EH AP IMEREGAE T ubnt. SERL TR HE :

- User (FHF) HNHIEE AP AR,
- Password (WD) My ANBHM,
- Confirm Password (FHIAZZRL) TN,

EdgeOS User Guide

v User setup
Setup user and password for the new router config.

User () Use default user
() Create new admin user
@ Keep existing users

Keep existing users and passwords on the router.

[ @ cancel || apoly |

Hid Apply (MWD RAFTER M, B Cancel (
B .

hgemS

A P2 5] FIEE AN ThRE I BCE . o 15

&%+ TCP MSS #|5k UPnP.

DNS E#l% (RT3
“TCP MSS Clamping”
“UPnP” £ 83 T1

“VPN Status(VPN IX7S)” &5 84 T1

83T

DNS Host Names(DNS=E#1 & fR

H#i7; DNS host names (DNS EHLAFK) ThREm Sr il &
A BN RIE DR P i W & B0 &S BN A IR

DNS host names configuration

v Static host names

Host Name Alias IP Address

+ AddNew |

» Dynamic host names configure this section

| @ cancel || ® Apply

v User setup
Setup user and password for the new router config.
User (O Use default user
(® Create new admin user
Create new admin user. Note: default user(ubnt) will be removed.
User ‘
Password ‘ |

Confirm Password ‘7 |

() Keep existing users

locancel HBAPPV‘

- Keep existing users ((REBIMBERF) *HE
EdgeRouter I H P 4 F# S

82

Static Host Names (5275 HLEZFR)

Add New (3i%) i Add New CHri) m] LLGIEHTI
AT,

Host Name (FE#ZF) HNELEKEVLZIK.
Alias (31&) FA—ABEZN%, LLES3E. &~

f5l: aliasnamel, aliasname2
IP Address (IPHbib) i AAHRZ A IP bk

Remove (#[%) i Remove (F2[%) WIMHERFHL
A

Add New (i) Hiifi Add New CHig) mJLAGIEE 5
— A HES AR

Ubiquiti Networks, Inc.
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DNS host names configuration
v Static host names

HostName - Alas IP Address

(i ] (i] © | - Remove
+ AddNew
v Dynamic host names
Host Name Pool IP Address
maj ‘ OC_LAN ‘ 10.02.100 ‘
e Ceasl A sl
w 7‘ oG AN = ‘ 1002102 ‘
wo | [ocuw [1002106 ——
ubnt ‘ OC_LAN ‘ 10.0.2.108 ‘

Dynamic Host Names(Zh7S EH1 & F7)

Host Name (FEAHZFR) BRE&EHENLIK,

Pool (ith) EIRZMAC IP Hudik ) DHCP AR5 #5144 7K .
IP Address (IPHttlE) B 41 IP Hibik.

() IBRZE A, W4 DHCP shA L 3h &6 d 5
AWNE . W7 B SR static-IP” G IP) , T4

ANHWEF R EHIEIE DHCP AR 4% 2300 B 34T L B I ER S

Wi (EZ(ES, 150 2 41 T1AY “Static MAC/IP
Mapping (E&#7SMAC/IPRRET) 7,

i Apply  (RLHD RAEFTIE L, 87 Cancel (

) .

TCP MSS Clamping

HEE MTU RBURIES TAERS, @& EH TCP MSS (i
INCESNGPEEL

FIF ICMP 32, #8142 MTU RIS 5E Fe VEE RIS AL
Z BB R R MTU G R TT) , BL%Rs)
B

TCP {# MSS, 1 MSS & MTU JZ IPFI TCP Ik

Sko RIETT VPR HE G, A R I BRSO e )
MSS.

B, 24P KA A2 TR MTU R B 2
(T ICMP 3RSCHEEIE D, BRI AT DA FH A 38 5 &
TCP MSSHI|, B BENA TCP &E#HER MSS 1H.

F.i: TCP MSS Clamping Zhfié A 5 T A TC & .

Ubiquiti Networks, Inc.

Chapter 12: Wizards ([a]%)

TCP MSS Clamping

Enable MSS clamping for TCP connections (JJ TCP iE
R AMSSHNE]D PRI E TCPIER) MSS
,on .

Interface Types (FE[12E#Y)  EFAE A MSS 81
2. PPPoE, PPTP, Tun, Z¢ VTIL ZRIE N K S A Al (
A .

MSS FINEFEM MSS{E; BRIMEN 1412

TCP MSS clamping configuration

~ TCP MSS clamping

@ Enable MSS clamping for TCP connections

Interface Types & All (| PPPOE
PPTP
Tun
Al
Mss | 1412

‘Ocan(el || B apply |

i Apply (M) RALFTEM TR, i Cancel (
BUHE)

UPnP

SR FH A S0 UPNRP, 180T LI{EH UPRP BE/T H 31
S Bk, T T ol e B L R A .

i UPRP Zheg ] ST H L& .

B E UPnP 30

Add New CEi%) i Add New CHrstd) w] LA &
UPnP 211,

* Internal interface (RERIEO) M TR SERAIEFEAM
M) LAN#:10.  (W3iER Other (FAh) , K7L
PN RN 2R )

+ External interface (JMER1EO) M T HSEHRAIEFAH
M WAN #2101, (WRiE#E: Other (HiAth) , 1E7ESE
PN RN 2R )

« Remove (#[%&) i Remove ([ TIMIE: UPnP
.,

« Add New (Ffi%) #d; Add New CHrig) ATLLAIE S
—ANHUPNP#ET .

UPnP configuration

v Set up UPnP interfaces

Internal interface [ + | Externalinterface [ & — Remove

| + Addnew |

| o cancel | \EE‘

it Apply (R PRAFFTIEMISE L, BT Cancel (
BOE) .
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VPN Status(VPNIX7TS)

#75 VPN status  (VPNUIRZS) DhfER 5 A] BRIPsecit &
xﬁ.ﬁ ﬁvalﬁ”ﬁ_fﬁiB’Wt* ?ﬁa@@ﬂﬁﬁ g, m%éug_

» VPN IRZE5£

Name (ZFR) 78 VPN FEE B3R 4 FR .

Peer IP (XMJEEFEHEES IP)  HASTEH 31 IPv4/IPV6
Hidik o

IKE DLBEAE B RIKE (Internet 2540583 a5 5. 81
B, DH 4RI A7 B
HNEE>—<EH| > —< B> TR R

Status CIA7S)  SIRVPNBEIE LIRS .

SITE to SITE VPN Status

Readonly list. Changes need to be made in VPN tab.

v VPN Status List

Name Peer IP IKE Status

i Apply (MHD PRAFFTERIE S, BH.Cancel (HL
H) .
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EdgeMAX

Welcomeubnt v  tosjlab Dashboard

Services
Routes W o
W e

Tx Rate (Kbps)

connected
static

rip eth1.100

ospf

ebgp eth2 1
ibgo ethd :
total ‘

eth4

eths II

eth6

OSPF is disabled

areas

Traffic Analysis

Routing

Chapter 13: Toolbox (T EFH)

# Toolbox ~
6 days, 15 hours, 22 minutes
v Ping
Firewall/NAT Conf I Bandwidth
Q Trace
P Discover

Rx Rate (<bps) 5 Packet Capture

B Log Monitor

NAT is enabled Add Interface v

|
rules

Description Interface

Firewall is enabled
rulesets eth0

rules

production net

lab network eth1
DHCP is enabled eth1.100 eth1.100
active servers

inactive servers

eth2 eth2

eth3 eth3
ethq ethd4
eths ethS

ethé ethé

Showing 1to 9 of 9 entries

Chapter 13: Toolbox (T &
Voyax

H)
EdgeOS A {14 /M 2o L Fr s EEI R R T L.

LR 4 E3, ¥k Toolbox IEER (T HA4H) %
B, Toolbox (TEA) FHpERH K.

A Ping
Q Trace

£ Discover

£ Packet Capture

Im Log Monitor

THITHE AT

* Ping

+ Bandwidth (i %)

+ Trace (IRER)

+ Discover (KH)

* Packet Capture (E#atufisk)
+ Log Monitor ( HEMEME

Ubiquiti Networks, Inc.

Ethernet

VLAN Search

Type

ethernet

ethernet

vian

ethernet

ethernet

ethernet

ethernet

ethernet

1P Addr < < x Rx Status Actions

10.17.111.174724 60.29 Kbps 3.90 Kops Connected Actions v |

115.07 Kbps. 32.07 Kbps Connected Actions v |

172.16.3.242/24 11418Kbps  26.26 Kbps Connected Actions v |

0Obps 0bps D; Actions_ |

0bps 0bps Actions v |

0bps 0bps “Actions v |

Obps Obps Actions v |

10.15.0.15/24 Obps 0bps Actions v |

Ping
sl LA EL#2 M EdgeRouter ping M4 i) Hifl %% . Ping

THEAEH] ICMP $dfe (ks & P AW 28 1524 Z 1R AT A0 B 2
o B AT KA S5 AR I TR A T

H15 Ping, ¥ tH I Ping EI ] :

Destination Host/IP|

Packet Count

Packet Size

Run Test

Destination Host/IP (BRI EH/IP)  Fi N IP Hudk,

Packet Count (ZIEEH=E) HAM ping MR K%
FIEHE A E .

Packet Size (B#IEEXR/) FHEHIEEL KN,
Run Test GZITMNK)  Hof pbd s ol A 26K

MARTE R R B B 25 R Ge v e A <5 R i 8] £
fH.
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Bandwidth (F%5)

fas ] LAE R 325 B SO I8 AT B . BELE AN e
%ﬁZIETJLﬁ{WIJﬁ: B —im B AR BT IR, R A
10—l ENRIE T BT IAR . fERIETT, ST H)
IPHu I By Run Test GafTiIR)

i Bandwidth CF5955) , ¥ H I Bandwidth (335
1B TH <

Receiver

Run bandwidth test as the sender

Receiver IP

Show advanced settings...

Run Test “

Receiver IP (3£Y751P)  HiAIPHELL.
Show advanced setting (ErmRRE) Rl B

FHPHIRE.
* Duration (s) (GFEETF(E] (F0) ) FH LA N BALIFI
K.

* Protocol| (1Y) EFEARBYML. TCP B UDP.

+ UDP Bandwidth (UDP3E) WIRHH UDP, Nithik
TRT R o A N LA )

+ Parallel flows (1-20) (EiTiR=E (1-20) ) MEE

T ST s B, S R R E AT i %ﬁlj@ﬂ%
L.

* Reverse direction (R 756D EHILETH AT A4
PR TT ] o

+ TCP window size (KBytes) (TCP& [1:X/\(KB)) #iA
TCP & K/, B o 7 i A il AE B s KR &

+ Hide advanced settings ([RiEimRKiRE) ][R
R E .
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Bandwidth

Sender Receiver

Run bandwidth test as the sender

Receiver IP |

Duration (s) ‘

Protocol [Tce 3]

Parallel flows (1 - |
20)

Reverse direction ()

TCP window size —— |
(KBytes) EEE =

Hide advanced settings

Run Test ‘

Run Test GZITMIR) B P38 T4 v ik T 14kl
ko

MRFERST, Wit TG Edhs .

GELI

Sender L

Run bandwidth test as the sender

Receiver P [ 172.163.41

Show advanced settings...
f f
Run Test Stop Test |
Test Results
250 Bandwidth (Mbps) iy munln) 241.27Mbps

200 11
| 1 1
|
1

50 “““

150

100

o |

30051

Receiver

Run bandwidth test as the receiver

Run Test i

Run Test CGE{TMNN)  Hddi b ol (8 By Haa
ko .

MRTER T, WIEERIELL Mbps 4 AL HEAT R .
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Trace (EREE)

Trace CiREE) T EJREZM EdgeRouter F4EE Ki% IP Hh
HEFBEEE . AT B AR ICMP BEaim it Mg ik H
{1 3 = HLFT R FH IR

il Trace (BRI , W I Trace (EREZE) i :

Destination Host | |

[ Resolve IP Address

Run Test

Destination Host (ERIHEH) A HBIHENLH IP
Hiudik

Resolve IP Address (figfgIPihil) &£k miny, PIRF
5 AR, AR 7T IPHbE.

Run Test GZITMNR)  Hof pb 38 o] LA 26K
MR TE 5, B B
Discover (%&I)

Discover (KHL) T EIZREMLEFHIFTAE Ubiquiti %
%o ERMNFRE L IREEL T, Search (%) HErb g
iR A EMANER RS, .

Hiili Discover KU , ¥ H I Discover (KIL) HTH:
e —

Al
Discovered (32 devices), Displayed (32 devices)
Interface ¢ HarawareAddress S Device Name < ProductName & IPAddress
eth1.100 00:15:6D:07:6D:07 0PI RS 172163407 I
b ethd 04:18D6:07:06:07 UBNT EdgeSwitch ES24-ite 10.47.111.201 2
€th1.100 04:18:D6:07:06:07 ubnt ER-XSFP 17246321 2
eth1.100 04:18:D6:07:D6:07 ERX ERX 172163487
etho 04:18:D6:07:06:07 ubnt ERX 10.17.111.109 &

eth1.100 04:18D6:31:06:31 ubnt ERPro:8 1721632487

All/eth_ EHFERZEME D, SRR AN (25 .

T ERE SR E SR Ubiquiti BE& %R, 75—
AR ERED Ubiquiti &1 FHIE . i — A5
AT DA ZAR AT HET -

Interface (3%[0) R/RW &AM EdgeRouter £

.
Hardware Address (RE{FHbiE)  RIRERH MAC Hh
k. .

Device Name (Z&&TR) RBRRNEEIBENLK,

Product Name (FZmEFR) E/REAM Ubiquiti 4
%ﬁ\'c .

IP Address (IPihiiE) B R& &) IP bk, rdient,
Al LB H Web B B AL i) 345 FOTC &
WHEELZELE, "TUREYFELEE FAEER:

+ Firmware Version (BElfFRRA) EIoRi 4% B4R A

To .
* Uptime CIZ{THI[E) SRt TisshRE K
K. .

Ubiquiti Networks, Inc.
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+ Addresses (ibilb) BB ORMHE. R BRE

AL, SRS RO L,
- hwaddr BRI MAC Hullk.
- ipv4 SORBCEEEON 1P btk

Alv

Discovered (32 devices), Displayed (32 devices)
Interface & HardwareAddress  $  Device Name < ProductName $  IPAddress

eth1.100 00:15:6D:07:60:07 opI RS 1721634027 I

15:6D:07:60:07 / ipud: 192.168.12.1 &
hwaddr: 00:15:6D:076D:0F / ipvd: 172.16.3.40 2

etho 04:18:D6:07:7C1 UBNT EdgeSwitch ES24-Lte 1047111201 2
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Packet Capture (iEBIHK)
iR I 48 T 4 OB B LA T 2 b . SRT DAk B I
a, DUSR I R 1 e R A R 4 .

i1t Packet Capture (K4l EU#3K) , KL Packet
Capture CEIFEHFR) -

Packet Capture

Interface

Packet Limit [ | packets.

() Negate filter

Interface (GZ[) HIAZOKHFK.

Packet Limit (#BEERH]) M ANERMFENEIOEE .
RAEAZ 1500

Resolve addresses (fiZtfrithdit) &FEpIETR, LGS
(AP Hk, mARET) 7@ 1P k.

Filte (THikE&4)

» Protocol (11%) i NEEGE R PR

+ Address (i) g NIRRT HLHE

« Port (im) g ANEHEAIGE 5.

* Negate filter (ZEFFEFZM) EPUER, RS
TR 34 2% AF DL BE 08 L 2 A B B AL

Start (FFgh) IR amiiR. (WERAfEE
Packet Limit  (EREL IR , LIS e R HE AR R
Stop (fF1b) %8, )

E RIS L, &34t Time (IS A1 Packet (%
Pat0) 1.

Log Monitor (HEM12E

Log Monitor (HEWRMES) Z—MHE, & RRSEHHE
o

i Log Monitor (HEMH) , ¥ HIL System Log
Monitor (5%t H &AL Hiff

System Log Monitor

| 1
System log messages.

Time v Message <
Dec 17 11:17:01 sj-ab rsyslogd: set SCM_CREDENTIALS failed on ‘/dew/log" Protocol not available
Dec17 10:17:01 sj-lab rsyslogd: set SCM_CREDENTIALS failed on ‘/dew/log" Protocol not available
Dec 17 09:17:01 sj-lab rsyslogd: set SCM_CREDENTIALS failed on '/dew/logh Pratocol not available
Dec 17 08:17:01 sj-lab rsyslogd: set SCM_CREDENTIALS failed on ‘/dew/log" Protocol not available
Dec 17 07:17:01 si-lab rsyslopd: set SCM_CREDENTIALS failed on ‘/dev/logt Protocol not available

i pause v CE{5) $ET DUE RS TE R, B play
s REID FsE T DAV SR B

System log message (R HEWHE) RERFNHED
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THIER. i — DI AT DR AT HE Y -

Time (BJ[8) HEXNHELKH (B

TN ZR G T o
Message GHE)

FILAGHMN) 550N

WIRKT RGFFRI ] .
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Appendix A: : i S 1TRE

1R IR

Un R A4 7 B B4R EdgeRouter (1R 4T BB =
MOy AT HATECE , v LUE A a4 4T AV CLI 1E
CLI 1, ATLAEL VG AR Linux TEAN shell 4. A

BRI R CLL FEN AR H f 2% ﬁuﬁﬁﬁii

ZABE, TEVI I BRATH R -

community.ubnt.com/edgemax

ER-X LEMFTHS

EdgeRouter X V-5 45 EdgeRouter X, EdgeRouter X SFP

A EdgePoint EP-R6, ILTESZFFLL NN M6

FOANBERT, IPsec INEMMEEEH. M EdgeOSv1.9.0

ﬂﬂl F‘)ﬂﬁtiﬁIﬁTuE‘u%TﬁﬁlPsecﬁﬁéo LA FH ik
i, LR a4

set system offload ipsec enable

commit

i 2 L R A A RE A LR

FABERT, B NATIEES/EH. M EdgeOSv1.8.5
FHUG, ZIE AT DA E S A e R M RE, R PRI
CPU FIFH#., fliff NAT I sZRF IPv4 F1IPv6 it i,
UWIVLAN, PPPoE filifr#%. % jg FHULIED, & H LRy

%

set system offload hwnat enable

AN

1|8

fanr LU 4 5k ViiE CLI:

O KigfAERERF HB T IS, @@ 6 H .
« SSH GniRfsf FEml G, E% R NS, i

PgEdl G 0, SN, 153 25 90 T1IAY Access
Using SSH SSH #1TiHE) .

. Telnet WIRGEAM M G0, HHE NIy, &
BeRiEm augH; S, m%?UEQO T1HY“ Access

Using Telnet Telnet j a) ~
- EdgeOSECE R M FH% imﬁ;é%si?éw G
i) ST

ERB S &m0
P T R R 20507 R AR R T AT 2257

1. ]} RJ45-DB9 HATHMI 4k (NI #
EdgeRouter [F2H 5 i FOER R ARG (U12R
TSR A DB s I, 72—~ DB9 ¥k
Ao )

Ubiquiti Networks, Inc.

Console

- = = =% Computer

- BT L (0 Ul AT 1R A -

IR ERER BB TS, &m0 HAR
P ATV IR

+ SSH #%%I] 25 90.71 A “Access Using SSH ({§F
SSH #1Tif[8])

* Telnet %] £5 90.71HJ“Access Using Telne (fif
FH Telnet i#1Ti/(8]) ”
FRZmAERZFHITIARL
AR T7 ] Ge R 2 A B2 P AR g 2 =7

L. 7EHIN B3I undh JAR T, NIACE N A E AT
WHE:

JEHFE 115200

IR 8

1B NONE

fZ1E4L 1

izl NONE

2. #EFF Serial (HAT) fENIEEEA,

3. Hii Open ($T7F) i%E#:Z|EdgeRouter.

4. &R ubntlogin (ubnt® ) $RET, HIAFH - AFK
BN EZ ubnt) .

0004

Welcome to EdgeOS

By logging in, accessing, or using the Ubiquiti product, you
acknowledge that you have read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default,
http://192.168.1.1) and agree to be bound by its terms.

UBNT-OC login: ubnt

5. W7~ Password (L) $E7RB), AL CBROIAKE
7& ubnt).

Welcome to EdgeOS

By logging in, accessing, or using the Ubiquiti product, you
acknowledge that you have read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default,
http://192.168.1.1) and agree to be bound by its terms.

UBNT-OC login: ubnt
Password:
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6. MR T4, afPli g, =&\ show %k
JE

Welcome to EdgeOS

By logging in, accessing, or using the Ubiquiti product, you
acknowledge that you have read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default
http://192.168.1.1) and agree to be bound by its terms.

UBNT-OC login: ubnt
Password:

Linux ubnt 2.6.32.13-UBNT #1 SMP Wed Oct 24 01:08:06 PDT 2012 mips64
Welcome to EdgeOS
ubnt@UBNT-0C: ~§

@ R e, BATE B R i — AT iR

E&EJK‘IJ\ %’flﬂ P
s WENHHPIK S CEIREDD . K
1%, 520 £ 92.71f1“Remove the Default

User Account (fitIF4ExT, k)

© HubntE S EINE N . T setdr 4, ﬁ)”u%_
92 T1Y“Remove the Default User Account (
| B EX T, k)
£ SSH i#1Tifa)
SSH 7EBRIAE L T8 E H
L. ERSHI MG EFTFF SSH 2% 7 by
2. 7R login &%) $EREF, HiA:
ssh <JH /7 % >@<£HL%$J\>
ERINIIH P 2R ubnt, ZRIA R R

192.168.1.1. X FEHNALFK, WAL AEA (i
A2 P Hhk) .

Last login: Wed Oct 3 09:26:30 on console
MacBook-Pro:~ ee$ ssh ubnt@192.168.1.1

EAIOCE SRR, SERENEH. RESERRE
K BN ORAT BRI . ik Yes (
&) DUMELE LS 2SI R . .
i/~ Password (D) $EoREF, HIANZERS CBRIAKEE
ubnt).

Lost login: Wed Oct 3 1121111 on ttysa00
Hac ubntE192. 168,

Neep:77108.160.1.1) snd

ubnt@192.168.1.1's password: |

3. TR T ar M By, " LUZ2EE, miEMA show 2
JETEEE

ot host 12,160.1.1 (192.160.1,1) con't be establishe.
i

own hosts.

ubnee102.168. 1.1

zu T #1 SMP Thu Sep 13 13:26:16 PDT 2012 mips6d
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@ R mE e, BATE VSR T RS — ik
BUESBOAEREE:

o WHE AN K S (EIERIETD o RV
1%, E50EE 92. TE Ef\l”Remove the Defaul

User Account RERY

Eﬂﬁlubnty‘\"%ﬂﬂﬁﬁ\fﬁ% i set fir %
VEILEE 92, TE Ef\l”Remove the Default User

Account 22T,

{£A Telnet i#{Tifa)

Telnet 7/EERINTE L FHEZEH . A T Telnet,
fESystem (R4 T EHE (ZHE6 1
H)"Telnet Server (TelnetfR5528) ”

1. fEEBAIHE LT telnet 28 i

2. WIRIRIREY, FIN:
telnet < =HZ FR>
BN BN RS 192.168.1.1 . KT ENLHR, &
AT NI G A2 Pl

Last login: Wed Oct 3 11:26:03 on ttys000
MacBook-Pro:~ ees telnet 192.168.1.1

3. &R login (B3 $E/REF, HIAH P A (BRIARE

& ubnt) .

4. f7x Password CE1E) 3R, FANZEN (BRINIEE
& ubnt) .

ct 3 11:28:35 on ttys00n
net 192,168.1.1

bound by its terms

5. WM KTy, wLiarsd, siEHiA show 24
IEEL3s

/ed Oct 3 11:28:35 on ttys000
net 192.168.1.1

18:26:50 UTC 2012 from 192.168.25.110 on pts/@
UBNT 41 SHP Thu Sep 15 13:26:16 POT 2012 mipses

@ R mE e, BATE VUSRI T mE s — ik
TS AR B A

. WH— A?ﬁﬁ’]ﬂ%}jfﬂi’:)ﬁ (LR o HRVE
1, 1525892 Tﬁ, Ef\l”Remove the Defaul

User Account END

s Hubnt® Z:%EI’JEJUJ\“ i, f# A setfn‘/v\, VENL 2B
9271 H{.“Remove the Default User Account (
| m \i hlz = ”

v
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£ A EdgeOSHL & R E 1T/ 1]
EdgeOS %1 i1 &4 AR AL CLI i1l
1. fEmm A s, s oo R kg,

2. CLIE IR E K. B8 login (&%) #RE, HA
M40 CBRIMVEERZ ubnt)

Welcome to EdgeOS

By logging in, accessing, or using the Ubiquiti product, you
acknowledge that you have read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default,
http://192.168.1.1) and agree to be bound by its terms

UBNT-OC login: ubnt

3. x Password CERE) $EonRS, N (BRAKE
J& ubnt).

Welcome to EdgeOS

By logging in, accessing, or using the Ubiquiti product, you
acknowledge that you have read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default,
http://192.168.1.1) and agree to be bound by its terms

UBNT-OC login: ubnt
Password:

4 R T AL WA, AT, s A show 24
JEEEE .

Welcome to EdgeOS

By logging in, accessing, or using the Ubiquiti product, you
acknowledge that you have read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default
http://192.168.1.1) and agree to be bound by its terms.

UBNT-OC login: ubnt

Password:

Linux ubnt 2.6.32.13-UBNT #1 SMP Wed Oct 24 01:08:06 PDT 2012 mips64
Welcome to EdgeOS

ubnt@UBNT-OC:~$

@ VEOARRE A, BATEVUEFIH FmE L — ik
T BN B 5
. &E*/\%E’Jﬁﬁ)ﬁ%)ﬁ' (HIEIETD . AR
%, 15 ﬂﬁ_ﬁ “Removethe Defaul
User Account A2
« I ubnt % iﬁ’]ﬁjw)\mﬁ% 1 Fl set iy
£ W25 92 TiHY“Remove the Default User
Account (HRIFRERA R Plk~) 7

Ubiquiti Networks, Inc.
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CLI &5
BITERL
VIR B b, CLI AT AT, #gEn] DLEE v iy

%,

ubnt@ubnt:~$

O 5 ruzis.

add delete ping6 reset terminal
clear disconnect reboot restart traceroute
configure generate release set traceroute6
connect initial-setup remove show undebug
copy no rename shutdown

debug ping renew telnet

A show, SRJAHE2H ] IAHE G CRE AR HE.

ubnt@ubnt:~$ show

arp flow-accounting nat tech-support
bridge hardware ntp ubnt

configuration history openvpn users
date host pppoe-server version
debugging incoming queueing vpn

dhcp interfaces reboot vIrrp
dhcpvé ip route-map webproxy
disk ipvé shutdown zebra
dns 11ldp snmp

file log system

firewall login table

wtn, %N show interfaces 7] UL x4 1 LU AT

BER.
ubnt@ubnt:~$ show interfaces

Codes: S - State, L - Link, u - Up, D - Down,
A - Admin Down

Interface IP Address S/L Description
etho - u/u
ethl - u/D
eth2 - u/D
lo 127.0.0.1/8 u/u

JNIER 2] EdgeRouter, B {4 shutdown 77 4.

ubnt@ubnt:~$ shutdown

L& {f ] shutdown 774 IE#f X 7] EdgeRouter .
R AAY, WkiJT EdgeRouter YR, fF7E
HHE IR A !

FLER
FEYIHFARR, 7T configure 174,

ubnt@ubnt:~$ configure
[edit]
ubnt@ubnt#

%FT show. setfll deletedy 4, W LA T & #H .
« set? BEAHKIWS

+ show? BEFECRENKE. (HTRAKEERA
D, A BIPIRA LS N R s B9 R AR 2

o)
o delete? &AM LAMERAT IR & .
N show 2R J5 #4225 .

ubnt@ubnt# show
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firewall interfaces protocol service system
[edit]

FHERIRTHG AWM EEERE, L% tab .

@ E: FREAEIR tab.

ubnt@ubnt# show
Possible completions:

firewall Firewall

interfaces Network interfaces
protocols Routing protocol parameters
service Services

system System parameters
EdgeRouter {8 3 iC &

O TAE Hfext TR/ E AT 0 o, A2k B MU s
REAICE, A oNAEA].

O /i-?zsj] TSRS Bl AN AL E S, RN M
s, R U RAF 2SI FECE, BN SN2
@BEE‘J*%IK’\O

(] 515 *i EdgeRouter HHT/H NI, fn#fE M55 H
Ho ?EU‘F%?}&%Tﬁ@%HﬂE@/ﬁEé\

N DL 1 e

s BEEO (LFRD
T BRI P fPKF(ET =

95 T1f“Manage the Configuration File(E¥
B
BLEREO
HEME MO, EPAT TR
o $8IUR P kA0 R AL
* AT
1§ Fi| set, compare, commit, 1 save 7%,

HENE RN, AT LME A set dr .

ubnt@ubnt:~$ configure

[edit]

HEAE eth0 HIME AR EREE, AL set
interfaces ethernet ethO address , 7} /5 1% 7% .
ubnt@ubnt# set interfaces ethernet eth0 address

Possible completions:

<X.X.X.X/x> IP address and prefix length
<h:h:h:h:h:h:h:h/x> IPv6 address and prefix length

dhcp Dynamic Host Configuration Protocol

dhcpv6 Dynamic Host Configuration Protocol
for IPv6

[edit]

ubnt@ubnt# set interfaces ethernet eth0 address
10.1.1.80/23

[edit]
ubnt@ubnt# set interfaces ethernet ethO description
“production LAN”

IR H K TAERCE, ARG E . &S E X
TAERC B AT T WRLE s, v LA compare 74
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ubnt@ubnt# compare

[edit interfaces ethernet eth0]
+address 10.1.1.2/24
+description “production LAN”
[edit]

A EAE AN IESIRES, ATEAMEA commit A4

ubnt@ubnt# commit
[edit]

WIS EH 55 EdgeRouter, FEMIEME EL. NT
TRAFIX TN, W LA save iy &K S C B (A7 21 51
FHCE

ubnt@ubnt# save

Saving configuration to ‘/config/config.boot’...

Done

[edit]

ubnt@ubnt# exit

exit

ubnt@ubnt:~$

ubnt@ubnt:~$ show interfaces

Codes: S - State, L - Link, u - Up, D - Down,
A - Admin Down

Interface IP Address S/L Description
etho 10.1.1.80/23 u/u production LAN
ethl - u/D
eth2 - u/D
lo 127.0.0.1/8 u/u

::1/128

ubnt@ubnt:$ ping 10.1.0.1

PING 10.1.0.1 (10.1.0.1) 56(84) bytes of data.

64 bytes from 10.1.0.1: icmp_reg=1 ttl=64 time=0.460 ms
64 bytes from 10.1.0.1: icmp req=2 ttl=64 time=0.407 ms
e

--- 10.1.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time
999 ms

rtt min/avg/max/mdev = 0.407/0.433/0.460/0.033 ms

F R BRIA A Pt
LTI ER AT PR, AT R IR
o QUEE—ANETH P
o SR HERA PR A
o {55 BT P P P B
o MERER AT Pk

{§i | set, commit, save, exit, fl delete @7 4.
ubnt@ubnt:~$ configure
[edit]

ubnt@ubnt:# set system login user adminl authentication
plaintext-password adminlpass

[edit]

ubnt@ubnt:# commit
[edit]

ubnt@ubnt:# save

Ubiquiti Networks, Inc.
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Saving configuration to ‘/config/config.boot’...
Done

[edit]

ubnt@ubnt:# exit

exit

ubnt@ubnt:~$ exit

logout

Welcome to Edge OS ubnt ttySO

ubnt login: adminl

Password:

Linux ubnt 2.6.32.13-UBNT #1 SMP Fri Jun 8 09:48:31 PDT

2012 mips64

Welcome to EdgeOS

adminl@ubnt:~$ configure

[edit]

adminl@ubnt# delete system login user ubnt
[edit]

adminl@ubnt# commit

[edit]

adminl@ubnt# save

Saving configuration to ‘/config/config.boot’...
Done

[edit]

admin@ubnt# exit

exit

adminl@ubnt:~$

T N 0 S AR B B e 4 D s B A
adminl@ubnt:~$ configure
[edit]
adminl@ubnt# show system login
user adminl {
authentication {

encrypted-password
$1Smv8ERQ1T$7xq/eUDwy/5And7nV.9r6.

plaintext-password

uu

}
}
[edit]
adminl@ubnt# exit
exit

adminl@ubnt:~$

BB A=A

HEQIE— AP KIERN, ATLMER set 5 edit iy 4
CREANANRIXFF ) o b, B4 compare,

discard, up, top, copy, fll rename 7% .

il FH 5 BRI B Bl K R

ubnt@ubnt:~$ configure
[edit]

ubnt@ubnt# set firewall name TEST default-action drop

[edit]

ubnt@ubnt# set firewall name TEST enable-default-log

[edit]

ubnt@ubnt# set firewall name TEST rule 10 description

“allow icmp”
[edit]

ubnt@ubnt# set firewall name TEST rule 10 action accept

[edit]

ubnt@ubnt# set firewall name TEST rule 10 protocol icmp

[edit]
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HE RN AR E M, AT LME A compare 174

ubnt@ubnt# compare
[edit firewall]
+name TEST {

+ default-action drop

+ enable-default-log

+ rule 10 {

+ action accept

+ description “allow icmp”
+ protocol icmp

+ }

+}

[edit]

R ORISR B, AT LA discard i
ubnt@ubnt# discard

Changes have been discarded

[edit]

ubnt@ubnt# compare

No changes between working and active configurations

[edit]

AR S A TR R A RS DL T R AR R BT K

RN, AT LAMEH] edit di7 4
ubnt@ubnt# edit firewall name TEST
[edit firewall name TEST]
ubnt@ubnt#set default-action drop

[edit firewall
ubnt@ubnt# set
[edit firewall
ubnt@ubnt#edit
[edit firewall

name TEST]
enable-default-log
name TEST]

rule 10

name TEST rule 10]

#2750 tab B 7R E 2 48 00 L I

ubnt@ubnt# set

action disable ipsec  p2p source
description fragment 1limit protocol state
destination icmp log recent tcp

[edit firewall
ubnt@ubnt# set
[edit firewall
ubnt@ubnt# set
[edit firewall
ubnt@ubnt# set
[edit firewall

o]

name TEST rule 10]
description “allow icmp”
name TEST rule 10]
action accept

name TEST rule 10]
protocol icmp

name TEST rule 10]

ubnt@ubnt# compare

[edit firewall

+action accept

name TEST rule 10]

+description “allow icmp”

+protocol icmp

[edit firewall name TEST rule 10]

HE BB EL, ATLUEH up i
ubnt@ubnt#up

[edit firewall name TEST]

ubnt@ubnt# compare

[edit firewall name TEST]

+default-action drop

+enable-default-log

+rule 10 {
+ action accept
+ description “allow icmp”

time

RN IZg RSO LR R, ATLME] compare iy
A, .
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+

protocol icmp

+}

[edit firewall name TEST]
ubnt@ubnt# up

[edit firewall]
ubnt@ubnt# compare

[edit firewall]

+name TEST {

+ default-action drop

+ enable-default-log

+ rule 10 {

+ action accept

+ description “allow icmp”
+ protocol icmp

+ }

+}

[edit firewall]

IR TR AR, WA top fin

ubnt@ubnt# top
[edit]

ubnt@ubnt# compare
[edit firewall]
+name TEST{

+ default-action drop

+ enable-default-log

+ rule 10 {

+ action accept

+ description “allow icmp”
+ protocol icmp

+ }

+}

[edit]

A E R RPN, AT LA show firewall iy

4?: .
ubnt@ubnt# show firewall
name WAN1_ LOCAL ({

default-action drop

rule 10 {
action accept
state {
established enable
related enable
}
}
rule 20 {
action drop
state {
invalid enable
}

94

EdgeOS User Guide

}
rule 30 {
action accept
destination {
port 22
}
protocol tcp
}
}
[edit]

A LRI BT RGN E Al b B — AN 7 K AR

A LUEH copy 4.
ubnt@ubnt# edit firewall
[edit firewall]
ubnt@ubnt# copy name WAN1_ LOCAL to name WAN2_LOCAL
[edit firewall]
ubnt@ubnt# commit

[edit firewall]
ubnt@ubnt#top

[edit]

ubnt@ubnt#show firewall
name WAN1_ LOCAL {

default-action drop

rule 10 {
action accept
state {
established enable
related enable
}
}
rule 20 {
action drop
state {
invalid enable
}
}
rule 30 {

action accept
destination {
port 22

}
protocol tcp

}
name WAN2_LOCAL ({
default-action drop

rule 10 {
action accept
state {
established enable
related enable
}
}
rule 20 {
action drop
state {
invalid enable
}
}
rule 30 {

action accept

destination {
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port 22

}
protocol tcp

}
[edit]

O KBS R A FR, T EME ] rename A7 4.
ubnt@ubnt# edit firewall
[edit firewall]
ubnt@ubnt# rename name W[TAB]
WAN1_LOCAL WAN2_LOCAL
[edit firewall]
ubnt@ubnt# rename name WAN2_LOCAL to name WAN2_IN
[edit firewall]
ubnt@ubnt# commit
[edit firewall]
ubnt@ubnt#top
[edit]
ubnt@ubnt# show firewall name
name WAN1_ LOCAL ({
default-action drop

rule 10 {
action accept
state {
established enable
related enable
}
}
rule 20 {
action drop
state {
invalid enable
}
}
rule 30 {

action accept
destination {
port 22

}
protocol tcp

}
name WAN2_IN {

default-action drop

rule 10 {
action accept
state {
established enable
related enable
}
}
rule 20 {
action drop
state {
invalid enable
}
}
rule 30 {

action accept
destination {

port 22
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}
protocol tcp
}
}
[edit]
ubnt@ubnt#
EEACEXH

HE, EWATLMERH save fir 2 KE shilc B (47 2
(‘config/config.boot’); 1A, ETT LK & N lC B R A7 2 5 —
AN SR R DS A

i save , RJGTUE.

ubnt@RTR# save

Possible completions:

<Enter> Save to system
config file
<file> Save to file on
local machine
scp://<user>:<passwd>@<host>/<file> Save to file on
remote machine
ftp://<user>:<passwd>@<host>/<file> Save to file on
remote machine
Save to file on
remote machine

tftp://<host>/<file>

[edit]
ubnt@RTR# save tftp://10.1.0.15/rtr-config.boot

Saving configuration to
‘tftp://10.1.0.15rtr-config.boot’...

= SR LI N I3
Done

[edit]

Bl TEEELGUR IPsec FEIE LA OpenVPN % iE Hi ],
EHL G 40K EdgeRouter Tk R Z AT IPsec [%iE At
H.

L fEEST, EHE ARG D& O ECE T (BF IPsec
BEIE TAFRCED -

ubnt@RTR# save config.boot-ipsec

Saving configuration to ‘/config/config.boot-ipsec’...

Done

[edit]

@ SE XAy WS EdgeRouter E T B, AT
¥ RSG5
‘/config/config.boot’

2. B GMER T IPseci B IFALE T OpenVPN fi%iE 5,
TR A, BT IPsec BiE. Rk, BHR
# EdgeRouter K& £ 2 Hi 1) IPsec FEiE it & .

ubnt@RTR# load config.boot-ipsec

Loading configuration from
‘/config/config.boot-ipsec’...

Load complete. Use ‘commit’ to make changes active.
[edit]

ubnt@RTR# commit

[edit]

ubnt@RTR# save; exit

Saving configuration to ‘/config/config.boot’...
Done
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exit
ubnt@RTR:~$

#EAE IR G AT EFE S, T LAMEAH commit-
archive Mt &L, FiA location, ZAJ51%? .

ubnt@RTR# set system config-management commit-archive
location

Possible completions:

<url> Uniform Resource Identifier

Detailed information:

“scp://<user>:<passwd>@<host>/<dir>"
“ftp://<user>:<passwd>@<host>/<dir>"
“tftp://<host>/<dir>"

ubnt@RTR# set system config-management commit-archive
location tftp://10.1.0.15/RTR

[edit]
ubnt@RTR# commit
Archiving config...
tftp://10.1.0.15/RTR OK
[edit]
FEIERE ftp k5545 b, AR —EIA (A5 E
BLAFRAE D .

admin2@server://tftpboot/RTRS$ 1ls -1

total 8

—rw——————— 1 nobody nogroup 908 Aug 17 17:19
config.boot-RTR.20120817_171932

—rw——————— 1 nobody nogroup 874 Aug 17 17:20

config.boot-RTR.20120818_002046
8 ] AR A i B A O BE B SR B 4R e B E BT i
A, 1§ commit-revisions Fit. & i% 1.

ubnt@RTR# set system config-management commit-revisions
50

[edit]
ubnt@RTR# commit

[edit]
TR —/MEH commit-revisions i 4 {17 :

ubnt@RTRE set system login user joe authentication
plaintext—password secret

[edit]

ubnt@RTR# commit

[edit]

ubnt@RTR# save; exit

Saving configuration to ‘/config/config.boot” ...
Done

exit

ubnt@RTR:™$ show system commit

0 2012-08-17 18:32:13 by ubnt via cli commit
1 2012-08-17 18:31:52 by ubnt via cli commit
2 2012-08-17 18:31:51 by root via init commit
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@ SE: R A A T B 15 E I B %k T commit-revisions,

be set first.

show system commit diff commit-confirm
show system commit file confirm
show system commit rollback

commit comment
H I commit-revisions &) VENg, 1E 258 95
T1/“Manage the Configuration File (EIRFE
1;) ”
HERIRBITRRAOF I E S, ATLAM#ER show system
commit diff #4
ubnt@RTR:"$ show system commit diff O
[edit system login]

+user joe {
+ authentication {
+ encrypted—password
$1$CWVzYggs$Ny JXxC3S572rfm6pYSZMO.
+ plaintext—-password “ “
+ }
+ level admin
+}

HE R REIT CAROR AR E S, ATEMEA] show

system commit file 74>

ubnt@RTR:"$ show system commit file 0

B SRACAAIN&E, ATRUEH comment 4.
ubnt@RTR# set system login user joe level operator
[edit]

ubnt@RTR# commit comment “change joe from admin
to op”

[edit]

ubnt@RTRE save; exit

Saving configuration to ‘/config/config.boot’ ..
Done

exit

PIAE, 4PEM] show system commit &I & 545
£

ubnt@RTR:"$ show system commit

0 2012-08-17 18:44:41 by ubnt via cli change joe
from admin to op

2012-08-17 18:34:01 by ubnt via cli commit
2012-08-17 18:32:13 by ubnt via cli commit

2012-08-17 18:31:52 by ubnt via cli commit
4 2012-08-17 18:31:51 by root via init commit

EEFERS 2% D ERERS, AU Canfh KBS EINATHL
M) ATRESDIWT X i FE RS 3 AU 1), DRI A8 75 B Il iz
FEESHASIFE N R s e . N T B R TEIEA T KUK ) B g
BB, T LLJE il commit-confirm 4. 28
J, 141 confirm i AR A7 FTAE IG5 2L

ubnt@RTR:~$ configure

w N =
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[edit]

ubnt@RTR# set firewall name WAN_IN rule 50 action drop
[edit]

ubnt@RTR# set firewall name WAN_IN rule 50 destination
address 172.16.0.0/16

[edit]
ubnt@RTR# commit-confirm

commit confirm will be automatically reboot in
10 minutes unless confirmed

Proceed? [confirm][y]
[edit]

AN ERE S C A/ AF 5, {EH confirm 4.
ubnt@RTR# confirm

[edit]

AR, RIE T LA e SR A Cor ), (B ) i B
confirm 7% . BN, HREIL T, EdgeRoutertd H )
IR R Z ATECE .

ubnt@RTR# commit-confirm 1

commit confirm will be automatically reboot in 1 minutes

unless confirmed
Proceed? [confirm][y]
[edit]

ubnt@RTR#

Broadcast message from root@RTR (Mon Aug 20 14:00:06
2012):

The system is going down for reboot NOW!

INIT: Switching to runlevel: 6

INIT: Stopping routing services...zebra...done.
Removing all Quagga Routes.

[SNIP]

Fr LR 0] B BRRAT IRAS, 7] LUEF show system
commit f rollback 754 .

ubnt@RTR:~$ show system commit

0 2012-08-21 14:46:41 by admin 5 via cli
fix bgp policy maps

1 2012-08-21 14:45:59 by admin 5 via cli
commit B

2 2012-08-21 14:45:33 by admin 5 via cli
fix port forwarding

3 2012-08-21 14:45:15 by admin 5 via cli
fix firewall B

4 2012-08-21 14:44:29 by ubnt via cli
commit

5 2012-08-21 14:21:15 by ubnt via cli
add port forward for port 2222 to build-server

6 2012-08-21 14:20:24 by ubnt via cli
add dmz interface to eth2

7 2012-08-21 14:19:53 by ubnt via cli
add ipsec tunnel to office_exchange

8 2012-08-21 14:07:18 by ubnt via cli
add firewall for WAN_IN

9 2012-08-21 14:06:37 by ubnt via cli
add user first_last

10 2012-08-21 14:04:47 by ubnt via cli
commit

11 2012-08-21 14:04:46 by root via init
commit

HEBE RGN P RILRG, BikE ZFEE
admin_51 55 4R RUAR . A8 RGEAC B SR [H 2 4
LIRA4:

ubnt@RTR# rollback 4

Proceed with reboot? [confirm] [y]
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Broadcast message from root@RTR (ttySO0)
15:09:12 2012):

The system is going down for reboot NOW!

A BSITARE

(Mon Aug 21
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¥ #¥: ubnt.link/EdgeMAX-Support
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